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INTRODUCTION

Introduction
This document contains the formal spacification of the kernel and »
trusted processes of the Kernelized VM operating system (KVM/370). - \
The specification utilizes the specification language I[NA JO, a ;
proprietary product of System Development Corporation. INA JO is

described in TM-6821/000/80, January 1978. This document assumes L
familiarity with INA U0,

The specification is divided into tuo main parts. Chapter two ;
contains the specification of the kernel, and is split into
nineteen sections corresponding to the main areas of functionality
of the kernel. For the most part, little or no explanation of the

kernel specification is provided; a prose description of each
kernel function is contained in "Preliminary Oesign of Security
Kernel for KVM/37@", TM-5855/208/8@, October 1977. Chapter three
contains the specifications of the trustad processes. Each of the

five trusted process descriptions has tuo subsections.
subsection for
of the process, detailing its function. The second
contains the INA JO specification of the process.

The first

each trusted process contains a prose description
subsection
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2.1 KVM Security Policy TM-6862/101/00

:_ 2.1t KVM Security Policy

JF

This section describes the sascurity policy implemented by KYM/378.
A security level is defined as an ordered pair (L,C}, where L is
one of (Unclassified, Confidantial, Secret, TopSecret), and C is a
{possibly empty) sat of speciai aucess categories (e.g9., Crypto, i
Atomic Energyl. A function ‘'Dominates’ is dafined which :
: represents the concept ’'greater than or equa, to' as applied to
| security levels, The types of access which can be granted and the
| concept of an access history are definad. The access history is
| an ansuer to the question "has subject S ever had read or urite
| access to object 0?"

The security criterion for ths system is defined in two parts, .
w The first is the non-discretionary policy and requires that: i

| (1) a subject's clearance must cominate the
classification of any object to be read; and

(2) a subject's sacurity level must exactly equal
that of any object to be written.

The second part consists of the discretionary need-to-knou

controls, implemented as access contro! |ists dhich specify

whether or not a given object is protected against a particular

type of access, and which subjects may have the specified access
l to the object.
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21 May 1978 System Developmant Corporation
2.1 KVM Security Pnlicy TM-6062/181/00
specification KYMeSacurity~Kerne! '}
module Tople.el
/v Definitiun of Security Level and related Functions #/
type Hiarchylv! = (Unclassified, Confidential, Secret, TopSecret), /

SpeciaiProtectionCompar tment,
Categories = set of SpecialProtectionCompartment,
Class = HiarchyLv! >< Catagories

constant LouLeve! = L"H:Hiarchylv! (A"J:Hiarchylvl (H <= J)).1 /vUnclases| fiedn/,
HighLevel = L"H:Hiarchylv! (A"JiHiarchylv! (H >« J)).1 /vTopSecretw/,
Systemlouw = (Loulevel, emptyl,
SystemHigh = (HighLevel, S"C:SpecialProtectionCompartment (true) )

constant DOMINATES (dominator: Class, dominated: Class) =
(dominator.l >= dominated.l & dominator.2 >>= dominated.2)
MergeUp(A: Class, B: Class) ==

{ (A1 » B.1l = Al < B.1), A2 11 B.2 )
MergeUoun{A: Class, B: Class) ae

{A.1 < B.1l «> A1 <» B.1l), A.,2 8 B.2 )
/v subjects and objects v/
type Ot ject, Subject < Object, AccessType

constant None, ReadOnly, ReadWrite :AccassType
distinct (None, ReadOnly, Readlrite)

q Wby

variable GrantedAccess (Subject, Object): AccessType,
SecuritylLavel (Object): Class,
Trusted (Subject): boolean

/v access history /s
variable ReadAccessObtained(Subject, Object},
Wr i teAccessObtained(Subject, Ohject): boolean

/v non-discretionary security v/

criterion A"S;Subject, 0:0bject (TRUSTED(S) |
/% "Security Property" v/
(ReadAccessObtained(S,0) ->

Dominates (SecuritylLevel (S), Securitylevel{Q)) )
/% "ve-Property" v/
& (UriteAccessObtained(S,0) ->
Securitylevel {(S) = SecuritylLavel (D)) )

/v Discretionary Need-to-Know Access Controis «/
type AccessList = structure of

{(Read = set of Subject,
Hrite = sat of Subject,
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21 May 1378 System Development Corporation
2.1 KVM Security Pnlicy T™M-8862/1081/00

Protr = boolean,
Protu = boolean )

variable DirectoryAccess(Subject,Ohject):AccesaType,
ACL (Object): AccessList

criterion A"StSubject, 0:0bject
( Trusted(S} |
/v read access protection s/
(ReadAccessObtained(S,0) & ACL(0).Protr ->
S<: (ACL(0) .Read || ACL(0).Urite))
/% write access protection v/

8 ( UWriteAccessObtained(5,0) & ACL(0).Protu -> S<:ACL(D).Urite))
/v The input parameter "R" used in these specifications corresponds

to the parameter "REQUESTER" in the informal specificationa
according to the following assertion,
wich holds for all Kernel calls

E1"R: KProcBlok (R<:ProcessList & R.Procname = Requestor)

R is the KProcBliok uniquely defined by the above W/
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2.2 Machine Specifications TM-6062/101/00

2.2: Machine Specifications

This section contains the machine-defined structures and data.
The reader interested Iin more details about these machine-
depencencies |Is raferred to "IBM System/378 Principles ot
Operations", GA22-7008-5. International Business Machines
Corporation, August 1976,

/ve SYSTEM/378 MACHINE DEFINED STRUCTURES AND DATA w/

/% Address Transiation (DAT) Structuras %/
type Buyte
type PagelfBytes = T'L: list of Byts (C"L = PageSizewl@24)

/; real page frame addrass >< vallidity v/
type PageTableEntry = YPage >< hooiean

/v For data structure purposes, page tables are thought of as
containing the addresses of the pages they refer to,
and segment tables as containing the page tables n/

type PTEList = list of PageTableEntry,
PageTable = T7"P: PTEList (C'"P = PagesPerSegment),
SegmentTableEntry = PageTable >< boolean,
STEList = list of SegmentTableEntry

/v storage keys w/
type ProtectionKey,
KeylnStorage = structure of
(Key = ProtectionkKey,
NoFetch = booiean,
Refer = boolean, Change = boolsan)
constant Keyd: ProtectionKay

/% Adcdressing Technique w/
type VPage = T"I: integer (8 <= I & [ < 16+1824/PageSize),
ByteOffset = T"l: integer (3 <= 1 & | < PageSizewl824),
Adcress378 = YPage >< ByteOffset
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2.3 Paging Parameters TM-5062/101/00

2.5t Paging Parameters

This section defines the parameters and data types controlling
paging and address space manipulations.

/% paging system constants »/

constant PageSize = 2 /2K=20848w/, SegmentSize « B4 /wB4K=65536%/,
PagesPerSegment = SegmentSize/PageSize /w32w%/,

PageTableEntrySize = 2 /vHal fuord=2 bytesw/, PageTabl!eHeaderSize = 8,

SegmentTabieEntrySize = 4, SegmentTableHeaderSize = @,
SwapTableEntrySize = 8, SuwapTableHeaderSize = 8,
PageTableSixe = PagaTableHesaderSize
+ PzagesPerSegmentywPagueTableEntryuSize,
SuapTableSize = SwapTableHeaderSize :
+ PagesPerSegment » SwapTableEntrySize,
RoundSegments (X: VPage) = (X + PagesPerSegment -~ 1)/PagesPsrSegment
/% type definitions for virtual address structure %/
type Lock = T"[tinteger ( | >= @)
type Status = (NKCPData, Free, EmptyPage, ReadOnly, ReadWrite, IN, OUT)
type PageFrameName, PageSiotName, SlotAddress, AddressSpacelesignator

constant P8: PageFrameName /v "name" of an NKCP's page 8 w»/

type PageFrame = structure of
(Addr = VPage,
Status = (NKCPData, Free, EmptyPage, ReadOnly, Readirite),
/v the following fialds are meaningful only if Status ~= Free #»/
Quner = ProcessName, VirtuaiName = PageFrameName,
TLOCK = bhoolean,
Intransit = (IN, OUT, FREE),
/v: following meaningful only if status = ReadOniy or ReadWrite &/
RealKey = KeylnStorage,
ILOCK = Lock, OLOCK = Lock, ULOCK = boolean,
VirtAddr = VirtualPage, Contents = PageOfBytes),
PageSlot = structure of
(Addr = SlotAddress,
Status = T"(Free, EmptyPage, Readlnly, Readirite),
/% fellowing fialds meaningful only if Status ~= Frees w/
Ouner = ProcessName, Sname = PageSliotName,
/v following field meaningful
only it Status = ReadOniy or Readlrite #/
Contents = PageQfBytes),
VirtualFageName = structure of
(VMname = VirtualMachineName,
A = AddressSpaceDesignator,
Vaddr = VPage),
VirtualPage = structure of
(Status =« T" (ReadOnly, Readlrite, EmptyPage),
/v tollowing fields meaningful only if Status ~= EmptyPage w/
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21 May 1978 Systam Deveiopment Corporation
2.3 Paging Parameters TM-8062/181/0880

VSiot = PageSiotName,

SavedKey = KeylnStorage, Refer = hoolean, Changs = boolean,
Contents = PaguOfBytes, :

Valid = boclean,

/v follouing meaningful oniy If Valid = true »/

Raddr = VPage /% real page frame, if any w/,

VaddrList = sat of VirtuaiPageName )

variable RealAddress(ASpace, VPage): PagelableEntry,
VirtPage (ASpace, YPage): VirtualPage

variable SharedSegmentList: set of PageTablae,
Real|Pages: set of PageFrame,
ReaiSiots: set of PageSiot

invariant A"P1,P2: PageFrame (Pl<:RealPages & P2<:RealPages
-> (Pl.Yir*Addr.Valid -> Pl.VirtAddr.Raddr = Pl.Addr!}
8 ((Pl.Addr = P2,Addr |
Pl.Owrer = P2,0uner & Pl.VirtualName = P2.VirtualName
8 Pl.Status ~= Free & P2,Status ~= Free
| PlL.VirtAddr.Yalid & P2.YirtAddr.Valid & E*Y: VirtualPageNamne
(VesPl.VirtAddr,.VaddrList &
V<iP2.VirtAddr.VaddrList))
-> Pl = P2))

& S1,52: PageSiot (Sl<:RealSlots & S2<:RealSlots
¢ (S1.Addr = S2.Addr
| S1l.Status ~= Free & 52.Status ~= Free

& S1.0uner = S2.0uner & S1l.Sname = S52,Sname)
-> Sl = S2)
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2.4 Legality Checking Macros TM-80862/1081/00

2.4t Legality Chacking Macros

Thie section detines several macros uhich are heavily uti|lized
throughout the rcmainder of the kernel specificstion (all of
Chapter two).

macro Chsckvg¢g}E§ProcBlok. Vi Virtua!MachineName) =a
| LET"K « U"K: KVMblock (K<iKVMtabie & K.VMnome = V)
& K.Ouner = R.ProcName

macro CheckASpace (R: KProcBlok,
V: VirtuaiMachineNarnsa,
A: AdcdressSpacelesignator) ==
CheckVM(R, V) :
& LET"AS = (V = SYSTEM => R.AddressSpace
<> AddressSpacai{kK, A) )
& AS.Exists

defina CheckYPage(S: ASpace, P: VPage) ==
S.Exists & P < S.Number(QfPages

macro CheckMPage (R: KProcBlok,
Vi VirtuatMachineName,
A: AddressSpaceQesignator,
P: VPage) =a
CheckASpace (R, V, A) & CheckVPage(AS, P)

macro CheckFrame(R: KProcBlok, Pframe: PageFrameName) ==
LET"PF a U"P:PageFrame (P.0Ouner = R.ProcName & P.VirtuaiName = Pframe)

macro CheckSlot (R: KProcBlok, Slot: PageSiotName) ea
LET"PS = U"S:PageSiot (S.Ouner = R.ProcName & S.SName = Slot)
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2.5 Address Space Definition and Functions TH-6082/101/008
2.51 Address Space Detinitions 'f}
and Functions »

This section describes virtual address spaces and the functions ’
that create and destroy them,
/v Adcdress Space Jetinitions w/
type ASpace = structure of
{ /v first tuo fields uniquala identify this ASpace *l
A = AddressSpaceDesignator, Uuner = Subject,
Exists = boolean,
/v the following are meaningless if ~Exists w/
PurgeTLBNeeded = boolean,
NumberOfPages = VPage,
Addresses = T“S:STEList (C"S > B & C"S <= 1610824/SegmentSize))
variable AddressSpace (KVMblock, AddressSpacelesignator): ASpace
variable Spaces: set of ASpace
constant Nul ISpace (AS: AddressSpace) ihoolean ==
A" S:SegmentTabloEntr% P: PageTabIeEntr;
(S<:AS => ~5.2 | (P<tS.1 =» ~P.2) )
8 A"i:VPage (i < A.NumberOfPages -> VirtPage(AS,i).Status = EmptyPage) L
L)

invariant A"Sl, S2: ASpace, K:KVMblock, A:AddressSpaceDesignatoer, P: KProcBlok
{Sl<:Spaces & S2<iSpaces
& K<:KVMtable & P<:ProcasssList
-2 Sl.ExistS & SZ.EXiStS
& (S1.0uner = S2.0uner & S1.A = S2.A -» S1 « S2)
& (P.AddressSpace = S1 «> S1.A = @
& 51.0uner = P.ProgessName
<> AddressSpace(K,A) = Sl
=> S51.A = A & S1,.0uner = K.VMname)
& E"K1l: KYMblock,
Pl: KProcBlok, Al: AddressSpacelesignator
(P1.AddressSpace = S1 |
AddressSpace (K1,Al) = S1))

10
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2.9 Addraess Space Definition and Functions TM-8862/181/088

transform CreateAddressSpace (VM: VirtualMachineName,
Sizet YPage,

At AddressSpaceDesignator,
R: KProcBiok)

refcond R<:ProcessList & R,Proctype = NKCP
8 VM ~a SYSTEM & CheckVM(R, VM)
& ~AddressSpace (K,A) .Exists

effect ( AreaOK(R.ProcName, (SegmentTableHeaderSize +
RoundSegments(Size} =«
(SegmentTableEntrySize

+ PageTableSize + SuapTableSize)))
=> Returnode (R, 8)

& E"S:ASpace (N"AddressSpace(K,A) = S &
Nul |Space(S) & S.NumberQfPages = Size
& N"Spaces = Spaces || §"(S)
8 AdjustQuota(R.ProcName,
SegmentTab|eHeaderSize
+ RoundSegments(Size)

(SegmentTableEntrySize

+ PageTableSize + SuapTableSize) ) )
<> ReturnCode(R,1) & N"Spaces = Spaces

& N'K = K & AdjustQuota(R.ProcName,8) )

11
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2.5 Address Space Oefinition and Functions TM-6862/101/88

transform Oestroy AddressSpace (VM: YirtualMachineName,

A: AddressSpaceDesignator,
R: KP~ocBlok)

refcond R<:Pro asList & R.ProcType = NKCP
& Check..space (R, VM,A)
& Nul ISpace (AS)

effect N"Spaces = Spaces ~~-5"(AS) & ~N"AS.Exists
& AdjustQuota(R.ProcName, - (SegmentTab|eHeaderSize +
RoundSegments(Size) v
(SegmentTableEntrySize+PageTableS | ze+SuupTableSize) ))
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2.6 Create/Destroy Process TM-6062/181/88
4}‘ 2.6: Create/Destroy Process i
' This section describes KVM's definition of a process and the

functions that create and destroy processes.

type ProcessName = Class, : ‘
KProcBlok = structure of
(ProcName = ProcessName,
Proctype = (NKCP, TRUSTED, AUDITED), ]
MessageQueue = list of MagBlok, :
MessagePending = boolean, MessagePendingReceived = boolean,
[OInterrupts = set of 10intBlok, [0InterruptPending = boolean,
" ClockCompInterruptPending = baolean,

TrackingQuantum = boolean,
Quantumtnded = boolean,
CPUTimerInterruptPending = hoolean,
RemainingQuantum = SignedDoubieuord, CPUtimer w SignedDoub!eword,
IntviTimer = integer, IntviTimerinterruptPending = boolean,
Internals = IntState,
AddressSpace = ASpace)

variable ProcessList: set of KProcBlok
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2.6 Create/Destroy Process TM-6062/101/988

transform CreateProcess (Asize, :
Csize: VPage,
Code: list of PageFrameName,
Paged: PageFrameName,
Process: ProcessName,
R: KProcdlok)

refcond R.ProcName = INITIATOR &
ProcessCount < MaxProcessCount /v integer constant #/
& CSize < ASize & CSize = C"Code
& A"l: VPage ( | <« CSize -> E1"PF:PageFrame (PF.Ouner = INITIATOR
& PF.VirtuaiName =
{Code;PageB), (I+1) )
& E1"PF:PageFrame (PF.Qune~ = INITIATOR
& gF.VirtualName w (CodesPageB), (1+1)
& PF.Status = (]=8 => EmptyPage
<> Readirite)})

effect ( ~SlotsNK{ASize-CSize) => ReturnCode(R.1)
& N"ProcessList = ProcessList & N"Spaces = Spaces
& A"PF:PageFrame (N"PF = PF)
<> ~AreaQK (INITIATOR, (KProcBliokSize + ASpaceSize(ASize)) ) =>
ReturnCode (R, 2)
& N"Pracesslist = ProcessList & N"Spaces = Spaces
& A"PF:PageFrame (N"PF = FF)
<> ReturnCocde(R,8) & Adjustluota(INITIATOR,KProcBlokSize
+ ASpaceSize (ASize))
& E"P:KProcBlok, S:ASpace, PF:PageFrame (N"Spaces = Spacas %t S*"(S)
S.NumberQfPages = Asize
N"ProcessList = ProcessList || §"(P) & P.ProcName = Process
PF.Ouner »~ INITIATOR & PF.VirtualName = Page8
N"PF.Quner = Process
& N"PF.VirtuaiName « P8 /x PageFrameName Constant w»/
S P, AddressSpace = S & NolnterruptsPending(P)
S.PurgeTLBneeded
A"l:VPage ( (l<=(Size -> RealAddress(S,1).2
8§ E"PF:PageFrame
(PF.Ouner ~ Initiator & PF.VirtualName = (Code;Paged). (I+1)
& PF.Addr = RealAddress(S,1).1 )
& (I >CSize & 1 < ASize -»> )
~RealAddress(S,1).2)))))
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2.6 Create/Oestroy Process TM-8062/181/00

transtorm DestroyProcess(Prccess: ProcessName,
R: KProcBiok)

refcond R.ProcName = INITIATOR & R<:ProcessList
8 LET"P = U"P: KProcBlok (P<:ProcessList & P.,ProcName = Process)
8 A"D:10Device (GrantedAccess (P,ProcName, D.Address) = None)
8 A"M:NiniliskName (GrantedAccess(P.FrocNane, M) = None)
& A"S;SharedSegmentName (GrantedAccess(P.ProcName, S} = Nons)

effect E"S:iASpace (S<:Spaces & P.AddressSpace = 3
8 ( A"[sVPage (I < S.Number(fPages
& RealAddress(S,11.2 -> A"PF: PageFrame
(PF.Addr = RealAddress(S,1).1 <>

PF.Status = ReadOniy))
»> N"Spaces = Spaces ~~ 5" (S)

8 N"ProcessList = ProcessList ~~ S" (P)
8 ReturnCode(R, )

& AdjustQuota(INITIATOR, - (KProcBlokSize

+ASpaceSize (S.NumberOfPages))) )
<> ReturnCode(R,1) )

18
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2.7 Create/Destroy VM TM-6062/101/080

2.7; Create/Oastroy YM

This section describes KVM's virtual machines and the functions
that create and destroy them,

type VirtualMachineName,
KVMblock » structure of

(VMname = VirtualMachineName, Ouner = ProcessName)

constant SYSTEM: VirtualMachineNana
variable KYMTabie: set of KVMblock

16
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21 Nay 1978
2.7 Th-6062/1081/00

Create/Destroy VM

transform CreateYM(VM: VirtuaiMachineName,
NCKPName: ProcesaName,

R: KProcBlok)

rafcond R.ProcName = INITIATOR
& EL1"P: KProcBlok (P<:ProcessList & P,ProcName = NKCPName

& P.ProcTyps = NKCP)

effect ( E"K:KVMblock (K<:KVitable & K.VMName = ‘1)

=> ReturnCode(R,1)
<> A"K:KVMblock (K<:KVittable =» K.VMName ~= VM)

=> E1"K:KYMblock (K.,VMName = VM & K.Juner « NKCPName

& A"A:AddresaSpaceQesignator(
~AddressSpace (K,A) .Eicints )
& N"KVMTable = KYMTable Il S"(K) ) )

17
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2.7 Create/Oestroy VM T™M-6862/101/88

transform Destroyvit (VM:VirtuaiMachineName, : ﬁ:)
R: KProcBlok) d

refcond LET"K « U"K: KVMblock (K<:KVMtable & K.YMName =« YM)
& A"AtAddressSpaceDesignator (Nullspace(AddrassSpace(K,A)))

& (R.ProcName = INITIATOR | R.ProcName = K.Owner) ’

effect N"KVMtable = KVHtable ~~ 5" (K)

18
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2.8 Grant/Ravoke Functions TM-6062/7101/0@

2.3t Grant/Revoke Functions

This section describes real [0 devices and shared (memory)

segments, and defines the functions that grant and revoke access
to them,

type HeacNumber = T"H:integer (H >= @ & H <= 58),
Cy!linderNumber = T"C:integer (C >= 8 & C <= 18000),

type ObjectName = structurs of
KindQfObject = (SharedSegment, HorizontalMinidisk,
VerticalMinidisk, WholeQevicel,
/v Pages meaningful onlg it KindQfQbject = SharedSegment,
Vol only if KindOf
Slice only if Kind0fObject » HorizontalMinidisk,

Start and Finis oniy if K:ndOfOb&oct a YerticalMinidisk,

Dav only it KindDtObject = Uhole
Pages = 1iat of PageFramaName,
Vol = RealVolumeld,
Slice = HeadNumher,
Start = CylindarNumber,
Finig « CylinderNumber,
Dev = [leviceAddress)
constant NullDevice: DeviceAddrass
type OunedVolume = gtructure of
{(Name = RealVolumeld, -
Device = DeviceAddrass)

vice v/

variable OunedList: set .of OunedVolume,
DevicelList: set of ReaiDevice,
SharedVo lumedavicas: set of DeviceAddruss

conotant Devtgpe(UnntTgpe): Davlceﬂoscriptson.

define DeviceExists{D: DeviceAddroos) wa LET"0v = U"Dvs RealDevice
(Ov.Addr = 0 & Ov<:DeviceList),
Volumeliounted(V: RealVOlumeld) ==
LET"VOL « U"VOL: OQunedYolume (
YOL.Name « V & VOL<:0unedList)
& VOL.Device ~e Nolavice

139
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21 Moy 1978 System Develzpment Corporation
2.8 Grant/Ruevoke Functions TM-G@e2/101/88

type Grant = structure of

(Access = set of (ReadOniy, Readurite),

Class = (DASD, Terminal, Tape, UnitRacerd),

Oedicata = hoolean,

/v following meaningful only it Class = DASD.
Tracks meaningful oniy it Horizontal = trus,
Cyls only if Vertical = true w/

Horizontal = boolean,

Vertical = boolean,

Tracks = set ¢f HeadNumber >< Access,

Cyls = set of CylinderNumber >< Access )

constant NoAccess: Grant

——— .
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Grant/Revoke Functions - ™™-6862/101/00

transtform GEantAcceao(nguctz(gbjgétvaMQﬁ. el te) .
acct (ReadOniy, eaclir i te),-

n; KProcBiok)

refcond TRUSTED (R.ProcNAME) 8 R<iProcesslist & P<:Processliet
& (Objoct.KindQtObjest » ShargdSegment =>
R.ProcName = INITIATOR
& C"Object.Pages = PagesPerSegment
& A"Ptrame: PageFrameName (Pframe<iObject.Pages
© «> CheckFrame(R, Pframe)
" ' & PF,Statusct (ReadOnly, Readirite))
<> Object.Kind(fOtject = HorizontaiMinidisk =>
Vo lumelounted (Object.Vol)
& Voi.Name = Object.Vol & Vol.Division « Horizontal
_ & Slice >= @ _
N & Zlice < Oevtype(V.DeviceType).TracksPerCyl inder 5
<> Ohject.Kind(.{Qbject = VarticalMinidisk =» .
Vo lumalour ted (Ob ject.Yoli)
& Voi.Divinion = Varticel
d Start >= 8 & Start <= Finlse
& Finis < Duvtype(Vol.DeviceType) .NumCyi
<> Object.Kind0fObject = Who!elevice =>
" DeviceExists(Oh,ect.Dev)
& Ohject.Dev ~<iSharedVolumeQevices )

effect (Object.KindOfObject = SharedSegment => EL"PT: PageTable
: (PT<:N"SharedSegmentlist
& A"li integer (I > 8 & i <= PascnPorS¢gnont
-> CheckFrame (R, Object.Pages. i)
& PT.i = PF)

& PY<:N"SharedSagmentList (P)

& FT.Name = Objec*.Name) _ i
t.KindQtOhjoct « WhaoleDevice => : H
LET'G = GrantecdAccess(P.ProcName, Object.Dev) 5
& N"G.Acceas = C.Afgess || S"(Acc)

8 N"G.Dodicate = true
& N"G.Class = DeviceType(Object.Dav).Class
<> YolumeMounted (Objact,.Vol)
& LET"G = GrantadAccess{P.ProcName, VOL.Device)
8 N'G.Accass = G.nccess || 5" (Ace)
& N"G.llass = DASD & ~N"G.Dedicate
& (Object.KiriCt0bject = HorizontaiMinidisk =>
N"G.Horizontal & ~N"G.Vertical
& N"G.Tracks = G.Tracks || S*{Object.S!ice, Acc)
Object.KindOtObject = Verticaillinidisk => .
N"G.Vertical & «N"G.Horlizontal
& N“GuC“'. - G.c?l. |'
$*Z: CylirderNumber >< (RoadOnl?. Readirite)
(Z.1 >= Start & Z.1 <= Finis
& 2.2 = Acc) ))

<> Qb jec

.
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2.8 Grant/Revoka Fungtions TM-6262/181/00

transforn Rolcasiﬂovicc(gevlc.s OeviceAddress,
Rt KProeBlok)

refecond R.Proe¢Type « Trusted A
& GrantedAccess (P,ProcName, Device) ~= NoAccess
¢ A"LB: LockaciBox (LB<iLockadBonl st
& LB.Notity = P.ProcName => LB.Dev ~= Device)

effact N"GrantedAccess (P.ProcName, Device) = NoAccess
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2.9 Attach/Detach Page Functions T™M-60627101/00

2.3:1 Attach/Detach Page Functions

: This section defines the functions which place and remove virtual
] v pages in virtual acddress spaces.

transform AttachPage (Pframe: PageFrameName, A :
Addr:  VirtualPageName B
R: KProcBiak) '

refcond CheckFrame(R, Pframe)
& CheckMPage (R, Acddr.YMname, Addr.A, Addr.Vaddr)
’ & LET VP = VirtPage(A,Addr.Vaddr) & .ET Ad = RealAddress(A,Addr.Vaddr)
‘ & PF,ILOCK= 8 & PF.Status<:$" (EmptyPage,Readir i te)
8 (Ad.2 ->» U"P: PagcFrame (P.Addr = Ad.1).Status = ReadWrite)

effect N"Ad.1l = PF,Adcdr & N"Ad.2
& N"PF,Status = ReadWrite & N"PF, TLOCK
& N"PF.ReaiKey.Key = (VP.Status = EmptyPage => Keyd

<> VP,SavedKey.Key)
& N"PF.ReaiKey.NoFetch = (VP.SavedKey.NoFatch & YP.Status ~= EmptyPage)
& (PF.VirtAddr.Valid => ~N"PF.ReaiKey.Rafar & ~N"PF,ReaiKey.Change
& ~N"VP-Ch‘ﬂ Q & ~N“VP.R.'|P )
& N"VP,Status = ReadWrite
{ 8 Ad.2 -> N"A,PurgeTLBNeeded
i & PF.Status = EmptgPaSe -> N"PF.Contents = @
:NngFgV:rtAddr = N"VP & N"VP.VaddrList « VP,VaddrList |1 S" (Addr)
v «va id

Poappgere G

. &

a3




o

21 May 1978 o Syatem Dovulopmentﬂtargerltlon
2.9 Attach/Qetach Page Functions TH-806

transtorm DetachPage tAddr: VirtualPa?QNlmn.
Ri1 KProcBlok

refcond CheckASpace (R, Addr. VMname, Addr . A)
g kgTZA = RealAcidress (A,Addr, Vaddr)

effect N"A,PurgeTLBNecded & ~N"AD.2
& N"VP,VirtList « VP.VirtList ~~ S"(Addr)
¢ (N"VP.VirtList = empty => ~N"VP.Valid)

Ne1/ee
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21 May 1978
2.18@ Swapping Functions

2,181 Suapping Functions

This section describes the functions overseeing the movement of
res! pages betusen real memory 2w dlrect-sccess storage devices.
The system protects against mis-secks Ly Sssociating & key with
each record on @ disk track, This key is an oncrYBtod address of
the record. After locetinn the record (via SEARCHID), the key Is
veritied to be the particular one desired (7ia SEARCHKEY). The
key i® not vieible to the user nor to untrusted control softuarae.

EnqueusSuep is  not  described in the preliminary design
documentation provicded in TM-5855/288/88. This function is a
common routine used by Suapin and SwapQut. It aenters susp
requests into the queus of outstanding 10 requests.

tyve Searcthpe < CCUOnCode, SlotKey,

Swaplheck = SearchType >< Slotkey >< integer,

SuwapBiok = structure of
(ReqTypne « (IN, QUT),
Active = boolean,
Frame = VPage,
Slot = SlotAddraess,
Notifa = ProcesaName,
|0 = RaquestNanmas,
Check = SwapCheck),

SuapReq ~ list of SwapBlok

constant Clear,Nochecks:SuanCheck, Nul ISwap: SuapBlok
RecNum(SiotAddress), TrackAddress(SiotAddrass): intager

variable SwapQuecue: set of SwapReq

invariant A"SR: SwapReq((SR<:Suapluesue ,
-> A"B: SuapBlok (B<:SR -> R.Slot.1 = SR.1.Slot.1))
& A'T: Suagﬂcq (T<:Suaplueue
& -1'5|°t01 = SR-I-S'Ot.l -2 T » SR))
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transform EnquoueSuap(PF: PagaFramc._
' . . . Rirectiont-.LIN, OUT)
. Slots PaquIot._vl
- Chkt--SuapChegk,

refcond PF, ILOCK = @ & PF,OLOCK <@ & ~PF.LLOCK =%~ g0
& PF, lntrlnsit<:5”(Froo;Dlroction) N ' H .

effect (Direction = OUT -» SetSiot (PF, Slot) )
o & N"PF.Intranait » Direction
& E“SR: SuapReg. B: SwapBlok (B<:SR & SR<:N"SuapQuou-
R B.Runype = -Direction B
- & B.Frame:s PR, Addr- & B; Slot - Siot. Addr
8 B.Check = Chk .
& B.Notify = Notifg.ProcName & B.10 = ID)°

/¥ future SWAP Daemon effect
. A" SR: SwapReq, Be SuapBIok (SR<-N“SuapDueue & B<:SR '
(B.10 ~=« 1D 1 B. Notlng~- Notlfg.ProcNamo) )

O b o " '& (Direction = OUT => N"Slot.Contents = PF.Contents
g <> Direction =IN => N"PF.Contents = Siot. Contents)
. i & N"PF.Intransit = Free
3 ! , ' & N"Notify.l0lnterruptPending
" & E"l: 10intBlok (I<=N"Notsfg.IOlnterrupts & 1.10 = D)
s - & (Direction .= OUT => N"Slot %
poo <> N"PF).Status = Readlrite . ;
| S
o
b
'
| ¢ 26
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h.la -Swapp ing Functions TM-6862/181 /88
(@: -tranuform SuapDut(Pframe: PaguFrameName.'
~ [0: Reques tName,
R: KProcBlok)
refcond R<zProcessLnst & CheckFrame (R,Pframe)
¥ ‘ 8 PF,Status<:S" (ReadOnly.Readirite) .
effect E"PS:PageSiot (PS.Status = Fres & EnqueueSwuap (PF, OQUT, PS,
(RecNum (PS.Addr) » 1 => (SearchHAEq, PS. Addr, ]
<> (SearchKeyEl, U"PSl: PageSlot
(PS1<;ReadSiots
& TrackAddr (PS1.Addr) TrackAddr(PS Addr)
& RecNum (PS1.Addr) =
8 Rechum (PS.Addr) -1} .Key,
R, 10) ) ' '
. (.u?
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21 May 1978 System Development Corporation
2.10 Swapping Functions TM-6862/181/80

transform SwapIn(Pframe: PageFramoName.
Slot: PageSlotName,
10: RequestName,
R: KprocBlok)

refcond R<:ProcessList & CheckFrame (R, Pframe) & CheckSiot{(R, Slot)
& PS.Status ~ ReadWrite & PF.Status<:S" (EmptyPage,Readliri te)

effect EnqueueSuap (PF, [N, PS,
- ASQ?E?hKegED. PS.Key, 8),
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. : 2.11 Status Page Function TM-6062/101 /08 :
(u' 2.11: Status Page Function ;
~ \
: 1
This section contains the single function StatusPage, which :

. returns status information about a virtual page to the NKCP ouning

the page.

transform StatusPage (Ypage: 'VirtuelPageName /% VYMName + Page Number »/ ,
: R: KProcBlok)

refcond CheckﬂPage(R;'VPage.Yﬂnamc. YPage.A, VPage.Yaddr) & R<:Processiist g
& LET"VP = VirtPage(AS, Ypage.Yaddr)
8 LET"Ad = RealAddress{AS, Vpage.Yaddr)

et

& Ad.2 -> LET"PF = U"PF: PageFrame (PF<:RealPages & PF,Addr = Ad.l) §
. effect (AD.2 => N"VP.Change = (VP,Change | PF.Change)
| . & N"VP,Rafer = (VP.Rafer | PF.Refer) ’ :
i & N"Status.Headlrite = (PF.Status = Readlrite) B
\ & N"Status.Pressnt = true i
<> ~AD.2 »> ~N"Status.Present & N‘Status.Readlrite strus :
, & N"Status.Slot = VP,VSiot) %
) & N"Status.Refer = N"VYP,Refer & N"Status.Change = N"VP,Change :
( 7.
]
. |
.
29 :
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i 2.12 Storage Key Functions TM-6062/101/88 °

2.12: Storage Key Functions %_)

WU —————

This section contains the kernel functions th.: read and write
storage keys in virtual pages. '

transform SetStorageKey(VM: VirtuaiMachinelave,
Page: VPage,
Key: KeylnStorage,
R: KProcBiok)

refcond R.Proctype = NKCP & R<:ProcessList & CheckMPage (R, VM, B8, Page)
& LET"VP = VirtPage(AS,Page)
8 LET"Ad = RaalAddress(AS, Page) & VP.Status = Readl-ite

effect N"VP.SavedKey = Key
& (Ad.2 => LET"PF = U"PF: PageFrame (PF<:RealPages & PageFrame.Addr = Ad.1)
& N"PF.RealKey.NoFetch = Key.NoFetch
& N"PF,ReaiKey.Key = Key.Kesy
& ~N"PF.RealKey.Change
& ~N"PF.RealKey.Refer
: & N"VP.Change =
‘ (VP.Change | PF.RealKey.Change)
Yoo & N*VP,Reter = (VP.Refer | PF.RealKey.Refer)
<> ~ Ad.2 => N"VP,Change = YP.Change & N"VP.Refer = VP ,Refer)

N
|
j
b

ol
.\d
— e

AN B b s

38

ity
o’

;1
1
&

N RPECIERCY SO, 77 VT Y At P S - Vs At




[

© AT AT

21 May 13978 . System Deveiopment Corporation
2.12 Storage Key Functions TM-6062/181/€0

transform ReadStorageKey(VM: VirtuaiMachineName,
Page: 0..8191,
Rs KProcBlok,
Key: KeylnStorage /v output #/ )

refcond R.Proctgpe = NKCP & R<:ProcessList & CheckMPage(R, VM, 8, Page)
8 LET'"VP = VirtPage(AS,Page) & LET"Ad = RealAddress(AS, Page)

effect (Ad.2 => LET"PF « U"PF: PageFrame (PF<:RealPages & PF.Addr = Ad.l)
8 N"Kay.Key = PF,RealKey.Key .
8 N"Kay.NoFetch = PF.ReaiKey.NoFetch
& N"Key.Change = (PF.ReaiKey.Change | VYPChange)
& N"Key.Refer = (PF.RealKey.Refer | VP.Refer)
<> ~RealAddress(A,Page).Valid => N"Key = YirtPage(A,Paje).SavedKey)

31
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2.13 Lock/Unlock Page Functions TM-8062/101/00 .

2.13t Lock/Unlock Page Functions

This scction contains the kernel functions that manipulate user
locks on page frames. :

trangform LockPage (Pframe: PageFrameName,
R: KProcBlok) :

retcond CheckFrame (R, Pframe) & PF.ILOCK = B & ~PF.ULOCK
effect N"PF.ULOCK n true

32
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2.13 Lo;k/Unlock Page Functionl - .~ Tn-Ge62/181/00

transform Unlockpage(Pframox PaquranoNamo.
Ry KProcBlok);

refcond CharkFrama(R Pframo) 8 ¥R, ULOCK

effect N“PF ULOCK « faise

POFTIECELAT NS
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2.14 Schedul ing Functions TM-6862/101/80

2.14: Scheduling Functions

This soction contains the kernal functions uhich oversee the basie
process scheduling provided by the kerne!. ScheduleProcess is
invoked only by the (semi-trusted) scheduler. The function
scheduies NKCPs and trusted processes. Once an NKCP is active, It
may request thae remaining schedul ing operations.
Receivelnterrupts and DispatchVYM are fairiy cleary the former asks
the kernc! to provide the NKCP with an outstanding Interrupt, it
one exists. ReleaseCPU signals the termination of activity of the
process, and allous the kerne! to activate the next availiable
process. ResumcProcess alious an NKCP to modify Its activity
status bits without relinquishing the CPU to another process. For
exampl!e, if the NKCP decides to turn on monitoring, it may do so
by performing the ResumeProcess kerns! call uith the appropriate
parameters.,

type InterruptMask = siructure of
{IntviTimer ~ boolean,
Message = boolean,
ClockComp « boolean,
CPUtimer = boolean,
0 = boolean,
Quantend = boolean)

34

R Ty PP




; 21 May 1978 System Development Corporation

; 2.14 Schedul ing Functions TH-8062/181/80
o ]
{- transform ResumeFrocess (NeuPSW: ProgramStatusilord, 4
; - Gregs: RegisterSet, |

MON: Moni torCiasses, i
! R: KProcBlok)

N refcond R<:ProcessList

effect N"SYSTEM~Gregs = Groga
| & N"SYSTEM~PSH = NewPSW
& N"SYSTEM«Cregs =
{ (K2, K64}, R.AddressSpace.Addrasses,

hat WY |ag

, (talse /wly/, false, false, true,

! false, faise, true, R.Cregs, true),

8, MON,

: (false, falise, talise, false, @, @, 0, 8, 0,

; (true, true, false, fal:se,

| false, true, false, ‘alse, false), 512)

A & N"VMA = (R.AcddressSpace.Addresses, R.Cregs, true, NewPSW,
WorkArea, @, 8, 9, Q)

35
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2.14 Schedul ing Functions TM-6062/1081/80

} .
transform RECEIVEInterrupts(M: InterruptMask, ' )
R: KProcBlok)

; refcond ReiProcassiist i

effect (R.lntvlTimarlntorruEtPend|n? & M.IntviTimer ‘
a» SinulateExternallntarrupt (R, X'88°)
<> R.MossagePending & M.Massage & ~A.MessagePendingReceived
=> SimulateExternal Interrupt (R, X'1202°)
<> R.ClockComptinterruptPending & M.ClockComp
; -> SimulatoExtcrnallntorrugt(ﬁ. X'1884')
: <> R.CPUTimerInterruptPending & M.CPUtImer {
o> SimulateExternallnterrupt(R, X'10805°)
<> R.IOlnterrugt. ~= empty & M. 10
, => E1"B:10intBlok (N"R.10Interrupts = R.10Interrupts ~~ S$" (B)
‘ N'R - R & SimulatelOInterrupt (R, B.ReqType, B.ld) )
<> - .

36
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2.14 Schetul ing Functions TM-6062/181/008

transform ReleassCPU(R: KProcBlok)
refcond R<:ProcessList

effect N"R.Gregs ~ SYSTEM=Gregs
& N"R.,MON = SYSTEM«Cregse.8
& N'R.IntviTimer =« SYSTEM=-TIMER
8 N"R.CPUTimer = SYSTEMCPUTimer
+ (R.TrackingQuantum => R.CPUTimer - R.RemainingQuantum

<> @)
& EL"P:1 KProcBlok (P<iProcessList & N"Requester = P.ProcName
& RasumeProcess (P, P.ResumePsu, P.Gregs, P.MON)
& N"SYSTEM«TIMER = P.IntviTimer
& N"SYSTEMCPUT imer =
(P.TrackingQuantum => P.Remainingluantum
<> P.CPUT imer)
& PurifySharecdSystems

37
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2.14 Schedul ing Functions TM-8862/101/68

transform ScheduleProcess(P, R: KProcBiok)

refcond P<iProceasList & R<iProcessList & R.ProcName =« SCHEDULER

effect N"Requester = P,ProcName & ResumeProcess(P, P.ResumePsw, P.Gregs, P.MON)
8 N"SYSTEM-TIMER = P,intviTimer

& N"SYSTEM-CPUTimer = (P.TrackingQuantum «> P.RemainingQuantum
. <> P,CPUT imer)

38
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2.14

Schedul ing Functions

transform DispatchVM{VMname: VirtuaiMachineName,

A AddressSpacelasignator,

NauPgut ProgramStatusidord,

Grags: RegisterSet,

Freget FregSet,

DAT: DATSpec,

MON: Hal tMask,

PER: PerSpec,

VMA: VMASpec, /v AssistE,YProbSt, |SKd,

370d,SVCd, ShadouE, [CPAastD,]

TimerE,Cregs, VIPw/
Time: integer,
R: KProcBlok)

refcond R<iProcesslList & R.ProcType = NKCP

8 Time > @ & Time < MaxTimeS!icen308:+256

effect N“SYS'EnuGroqs = Grege & N"SYSTEM«Fregs « Fregs

& N'SYSTEM~TIMER = Time

8 N"SYSTEM~PSU = (NewPswu.ProtectionKey,
NewPsu,CC, NewPswu.ILC,
NeuPsu.PragiMask,
NeuPsu, [ ngtAddr)

/v R, 7, 10, EXT, EC, M, P = ], W w@

R s RS b by g Nt S

System Develiopment Corporation
TM-8062/181/00

] N“SYSTEH«Cregs = { DAT. 1, DAT. 2, /v Page & Segment Size »/
AddressSpace(K A) .Addresses, /% CR 1 w/,

/v VMA Control - VHA Mask >< MICBlokAddrass
{(Furnished by Kernel) w/
(VMA.1, VMA.2, VMA,3, VMA.4,

VMA.S, VMA.B, ialse, VMA.7),
MON, 8,

/v PER control = EventMask, REglstornask. PerStart, PorEnd n/

éPEg .1, PER.2), PER 3, PER.4
(Eru;. true, false, false,

512)

/vc ReaiSegmentTbl, VirtCregs, VIP, YVirtPSW,
WorkArza, VTimer, 8, 8, 2

false, trus, false, falss, false,

talae),

v/
8 N"KEHNELhNICBL?K a (AS. Adgrcusas.VHA 8.roal. VMA.3, NewPsu, Workareas,

YMA, 7

<> Page@Present (AS) => RealAddress(AS,8)+80
<> RealAddress(R.AddrassSpace, VYMblock) . YMTIMER),

8, 8, 8)
8 CheckASpacsa (R, Vnnamo. A)
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2.15 Allocation Functions ' TM-6862/181/0808

2.1G5: Allocation/Deallocation
Functions

This section contains the kernel functions dealing with allocation

and deaiflocaticn of page frames and page slots. In KVM a page
frame is an area of real memory, and a page slot is an area on a
direct-access storage device. A page is the contents of a page
frame or a page siot,

transform FreePageFrame(PF: PageFrame)

refcond PF.Status = Readrite 8«PF.ULOCK & ~PF,TLOCK

& PF.ILOCK = 8 & PF,OLOCK = @ & PF.lntrangit = Free

effect N"PF.Status = FREE & N"PF.VirtList = empty
8 ~N"PF.VirtAddr.Valid
& A"VPN: VirtualPageName( VPN<:PF.VirtAddr.VaddrList

-> CheckASpace (U"P: KProcBlok (P.ProcName = PF.Ouner

VPN, VMname,
VPN.A)
& N"AS.PurgpaTLBNeeded)
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21 May 1978 System Development Corporation
TM-60862/101/00

2,15 Allocation Functions

transform FreeSlot(Siot: PageSiot)
refcoﬁd Slot.Status ~«<:S5" (Free, EmptyPage)
éffect N"Slot.Status = Free

41
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2.15% Allocation Functions TM-8862/141/08

transform ReleaseSiot(Siot; PageSiot,
R: KProcBiok)

refcond R<:ProcessList & R.ProcNama<:S"(SCHEDULER, INITIATOR)
effect FreeSiot(Siot)
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21 May 1978 System Oevelopment Corporation
2.15 Allocation Functions TM-68862/101/88

constant [nsertSuap{L: list of SwapBlok,

AFTER: SuapB ok,
NEW: SwapBlok) =a
(Leol = AFTER > L ;. NEW
<> InsertSuap{l. $:.2, AFTER, NEW};. L..1)
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gllgag 1978 System Davaiopmant Corporation

Allocation Functions TM-60862/181/80
' transform ChainPagel0(SR: SuapReq, s
New: SwapBlok, p
Where: SwapBlok, T
R: KProcBlok) 1
' refcond R<tProcessi.ist § R.Prc:Name = SCHEDULER .

& SR<:Suaplusue & Whers<:SR & ~SR.Active
& NeH.SlOt.l - uhﬂr‘Q.SIOt.l

effect N"SR = InsertSuap (SR, Where, New)
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2.15 Allocation Functions

TM-5362/181/08

transform ReleasePage {Page: VirtualPageName,

R: KProcBlok)

refcond R<:ProcessList & CheckASpace (R, Page.VMname, Page.A)
& LET"VP = VirtPage(AS, Page.Vaddr) & VP.Status ~= EmptyPage

effect N"VP.Status = EmptyPage
& (VP.Vaiid => reePageFrame (U"PF: PageFrame (PF.Addr = VP,Raddr) )

<> FreeSlot(U"PS: PageSlot( P

45

Sname = VP.VSiot
& PS.Ouner = R.ProcName) ) )




21 May 1978 System Deveiopment Corporation
2.15 Allocation Functions TM-6062/181 /04

transform SetSlot (PF: PageFrome,
Slot: PageSlox)

refcond PF,Status<:S" (Readlrite, ReadOnly) & PF.Intransit ~= IN
& PF,ILOCK = 3 & PF,OLOCK = B & ~PF.ULOCK
8 PS.Status = Free

Slot.Status = EmpiyPage
N"Sliot.Ouner = PF.Qwuner & N"Slot.Sname = PF.VirtAddr.Yaddriist.l
N'PF.YirtAddr.YSiot =« N"Slot.Sname

effect N
.4
.3
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21 May 1978 System Deveiopment Corporation
2.15 Allocation Functions TM-6062/101/80

transform AssignSlot(PF: PageFrame,
Siot: PageSlot,
R: KProcBiak)
rafcond R<:ProcessList & R.ProcName = SCHEDULER

aeffect SetSiot(PF, Slot)
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21 May 1978 Systam Davolopment Corporation
2.15 Allocation Functiong TM-6062/1081 /00

transform StealPageFrame (PF: PageFrame,
10: RequestName, '
Noti fy, !
R: KProcBiok) ~

refcond R<:ProcessList & R.ProcName = SCHEDULER
& PF.Status =~ Qoadirite & ~PF.ULOCK & ~PF. TLOCK
8 PF.ILOCK « B & PF.OLOCK = %]
8 PF.Intransit ~= IN

effect FreePageFramo(PF)
3 (PF.VirtAddr.Change ->
E"PS: PageSiot(PS.Status = Free
& EnqusueSuap (PF, QuT, PS, Notity, I1D) ) )

S

T
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21 May 1978 System Davelopment Corporation
2.15 Allocation Functions TM-5062/181/28

transform GetPageFragme (I0: RequestName,
R: KProcBlok,
Ptrame: PageFramaName)

rafcond R<tProcesslList ’

effect N"Pfirome = R.GetPageCount & N"R.GetPageCount = R.GetPageCount + 1
& (E"PF: PageFrame (PF.Status « Free) =>
EL1"PF: PageFrama (N"PF.Ouner = R.ProcName
& N"PF.VirtuaiName = N"P¢rame
& N"PF,Status = EmptyPage)
8 N"R,10lnterrupts = R.I0Interrupts |1 S"(1D)
¢ N"R.10lnterruptPending
<> E"PF: PageFrame (PF.Status « Readkrite & ~PF.ULOCK & ~PF.TLOCK
& PF.ILOCK = @ & PF.OLOCK « B)
=> SteaiPageFrame (PF, ID, R,
U"P: KProeBlok {(P.ProcName « SCHEDULER
& P<:ProcessList) ) )
& (C"S"PF: PageFrame (PF.Status « Fraee) < MinFreePages
& E"PFt PageFrama (Stealabie(PF) )
«> E"PFiPageFrame(Stealable(PF) & StealPageFrame (PFF,8,8,
U"P: KProcBlok (P.ProcName = SCHEDULER
& P<iProcessList))))

( ; 49
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21 May 1978 System Development Corporation
2.16 Spooling Functions TM-6662/101/00

2.1Gt Spoaling Functions

This section contains the kernel functions that support spooling
using virtual spool! cylinder addresses. All rsquests for spool-
type IC are mapped from virtuai to resal addresses and, if
nec?Tsarg. delayed until the required real object becomes
available.

type SlotNumber < integer,
SpooiCylAddreas = ReaiVolumeld >»< Cyl inderNumbar,
Spoo!TlotAcddress = SpoolCylAddress >< SlotNumber,
RealSi00lCyl = atructure of
(Exiasts = boolean,
Acdr = SpooiCylAddress,
Status « (Free, EmptyPage, [nUse))

variable RealCyl (Spoo!CylAddress): RealSpooliCyl,
RealSpooiCylindersiset of RealSpooiCyl

5@
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21 May 1978 System Deveiopment Corporation
2.16 Spooling Functions TM-6062/101/00

tranatorm RequestSpoo!l0(Directiont (IN,0UT),
Slot: SpooiSiotAddress,
10: RequastName,
Page: VPage,
R: KProcBlok)

refcond R<:ProcessLigst & R.ProcTyne = NKCP
& CheckVPagce (R. AdldressSpece, Page)
8 LET"RA = RealAddress(R.AddressSpace, Page)

8 RA,2 & LET"PF = U"PF:PageFrame (PF.Addr = RA.1 & PF<:RealPages)
& PF.Intransit = Free

& (Direction = [N => PF.OLOCK - @

& PF.Status<:S" (Readlirite, EmptyPage)
& RealCyl (R, Siot.1l).Existe
<> PF.ILOCK = @ & PF.Status = ReadWrite)

effect (RealCyl (R, Slot.l).Exists => N"RealCyl (R,Slot.1) = RealCyl (R,Slot.1)
<> E"C: ReaiSpooiCylinder (Status(C) = Fres
& C<:ReaiSpooiCyl inders
& N"Status(C) = EmptyPage
& N"RealCy! (R, Siot.l).Addr = C.Addr)
& N"ReaiCy! (R, Slot.l).Exists)
& E"SR: SwapRey, SB: SwapBiok (SR<iN"SwapOueus & SB<:SR

& 5B.Frame = PF.Addr & SB.RaqTYBO = Direction
& SB.Notify » R.ProcName & SB.I0 = [0 :

SO L T

é SBtS'Ot - (N"RQGICU'(R' S'otcl). Slot.Z) ' ]
& SU.Check = (ReaiSpooliCyl(R, Slot.1).Exists :
«> NoChecks B
<> Clear) )

!
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21 May 1978 System Davelopment Corporation
2.16 Spooiing Functions , T-6862/181 /99
transform ReleascSpoonglindor(V: SpooIC linderaddress,

R: KProcBiok)

refcond RealCy! (R, V) .Exigts & R.Proctype = NKCP & R<iProcessl.jgt

effact ~N"ReaiSpooiCy! (R, Y).Exists
] N"Spoo!Status(RcalSpooICgl(R.V).Addr) » Froe
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21 May 1978 System Development Corporation
2.17 Send/Raceive Message Functions TM-8062/101/80@
=17: Send/Receive Message
Functions
This section contains tha kernel tfunctions that provide

communication betueen processes. Trusted processes can bath send
and receive messages from all! other processes. Semi- trusted
processes can only receive messages. NKCPs can send messages to
both semi-trusted and trusted processes, but can receive only from
trusted processes. .

type Messageld = structure uf
(MegType = (Onellay Tuolay, Reply),
/v follouing meaningful only if MsgType ~= Onellay w/
Name = rerquestName,
/v follouing meaningful only if MsgType = Tuolay »/
Time » UnsignedQoubieclord)

type MsgBlok = structure of
(Sender « ProcessName,
Messageld = Messageld,
Contents = T"L: list of 8yte (C"L <e PageSize«10824),
Msglength = T"[: integar (I >=» B8 & | <= PageSizex1824) )
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21 May 1978 | Sustem Development Corporation
2.17 Send/Receive Message Functions TM-6862/181/80

transform ReceiveMessage (Buffer: Addres379,
R: KProcBlok,
MessagelLength: ByteOffset,
Sender: ProcessName,
, Id: Messageld)
refcond R.MessaaePendingReceived & R.MessageQueue ~= ni|
& CheckVlPage (R, AddresaSpace, Buffer.l)
8 Buffer.2 + Messagelength <= PageSize v 1824
g LE;"Ad = RealAddres (R.AddressSpace, Buffer.l)
- 8Ad.
SLET"PF = U"PF: PageFrame (PF<:RealPages & PF.Addr = Ad.l)
& Pr.Status = Readlrite

effect ~N"R.MessagePendingReceived & N"R.MessageQuaue = R.Messagelueue:2
& N"ld = R.,MessageQueue.l.Messageld
&8 N"Sender = R.MessageQueue.l.Sender
& N"Messagelength = R.MessageQueue.l.Length
8 A"i:ByteDffset (i < N"'MessagelLength ->
N"PF.Contents. (i+Buffer,2) =
R.MessageQueue,1l.Contants. i)
& N"R.MessagePerding = (N"R.MessageQueue ~= nil)

S4

1)

g




e e R

BRIt R BTy NN ST T S T ST S T 1 ST PTINSEEIRAY € U TSI 10 Wi

RNt

21 May 1978 System Development Corporation
2.17 Send/Receive Message Functions TM-6862/101/80

transform Sendilessane(iD: Messageld,
A MecsageLength: ByteOffset,
Maessage: Address37@,

R: KProzBlok)

rafcond R<:ProcesslList 8 D<:ProcessList
8 (SendMessageAl louect (R.ProcName, O.PrccName) | R. Proctgpe - TRUSTED)
& CheckVPaaqe (R. AddressSpace, Message.l)
& Message.2 + MessagelLéngth <= PageSize » 1824
g LET;Ad = RealAddress(R.AddressSpacs, Message.l)
Ad
& LET"PF = U"PF: PageFrame (PF<:RealPages & PF.Addr = Ad.1)

effect (R.Id. quTupe = Reply & ~E"B ClockBiok"
(B<:ClockCompQueue & &.Proc = D.ProzName
& B.Reason = Messagedeq & B.Id = [D.Name)
. »> "D = D & N"ClcckCompQueue = ClockCompQueue & N'R = R
<> N"D.MessagePending
& E1"M:MsgBlok (N"0.MessageQueue = D.MessageQueue 11 S" (M)
& M.Sender = R.ProcName
& M.Length = MessagelLength & M.Messageld « ID
& A"i:ByteOffsat (i < MossagelLength ->
M.Contents.i = PF,Contents. (Message.2+i) 1))
& M.Messageld.Name = ( 10, Hnggpe = Oneuau => 8
ID.Name)
& N“Q. Nessageﬂueue = 0. Nessageﬂueue 1. M)
& ([D.MsgyType = Onellayy => N"ClockCompQueue = ClockCompQueue
<> [0.MsgType = Tuullay => E"B:ClockBlok
{N"ClockCompQueue = ClockCompQueue |! S" (B)
8 B.Proc = R.ProcName
4 B.Reason = MessageReq & B.!D = ID.Name
& B.Time = SYSTEM=TOOClock + 1D.Time)
<> |0, ngTgpe x Replg => E"B: ClockBlock
(B<:ClockCompQueue & B.Proc = R.ProcName
& B.Reason = MessageReq & B.ID = [O.Name
& N“ClockCompQueue =
ClockCompQueue ~~ S"(B) ) )
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21 May 1978
2.17 Send/Receive Message Functions

transform ReadCPUld(]D: Processorld,
: R: KProcBlok)

effect N"I0 « SYSTENt—CPUId
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21 May 1978 System Development Corporation

2.18 Timing Functione TM-6862/1081/80

2.13: Timing Functions

This section contains the kernel functions that control and
support three of the four timers provided by the $/378. Each NKCP
is provided with ita oun set of virtual timers, which are mapped
onto the real sct wuwhen the NKCP is active. The tihree provided
timers are the interval timer, the CPU timer, and the clock
compardtor, The latter is used for tuo purposes in KVM: the
kernel uses it to time out two-way messages, and the NKCP may also
use it for its oun purposes. :The kernel maintains a queue of
requests to sct the clock comparator. The fourth timer, the time-
of-day clock, is read by a non-privileged instruction. KYM/378
provides nc facility to write it Jduring normal operation, out
treats it as a read-only object. '

canstant Jelta = 1808 /v Time in microseconds to handie a

Kernel Call and redispatch %/
variable SETTime: SignedDoublewuord

tupe ClockBlok = structure of
(Time = UnSignedDoublelord,
Proc = ProcessName,
Reason = (ClockReq, HessageReq),

/v fallouing meaningful only if Reason = MessageReq w/
[d = RequestName)

variable ClockCompQueue: set of ClockBlok,
SystemCiockCompld: ClockBiok
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- 21 hay 1978 System Development Corporation

2.18 Timing Functions ™TM-6862/181/08

transform SetClockComparator (TIME: UnsignedOoubleword,
R: KProcBlok)

effect E"B: ClockBiok (B<iN"ClockCompQueue & B.Proc = Requester
& B.Tine = TIME & B.Reason = ClockReq
& A'z: ClockRlock (2<i1N"ClockCompQueus
& z.Proc = B.Prg?’& z.Reason = ClockReq
-> 2=
] N“R.CIOckCompInterruptPendlng = False
& El"x<:N"ClockCompQueue (N"SYSTEMClockComparator = x.Time
‘ & N"SystemClockCompld = x)

8 A"y<iN"ClockCompQueus (y.Time >= N"SYSTEMC|ockComparator)
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g k_ 2.18 Timing Functions TM-68682/1081/08

transform ClockComparatorinterrupt()

refcond SystemClockCompld<i:ClockCompQueue
& E1"P: KProcBlok (P<:ProcessList & P.Name = SystemClockCompld.Proc)
8 LET"B = U"ClockBlok (SystemClockCompld = B)

/v Note: ClockComparatorinterrupt occurs when
SYSTEM«C |l ockComparator < SYSTEM«TOOC lock ¥/

effect B.Reason = ClockReq »> N"P.ClockComplnterruptPending
8 N"ClockCompQueue = ClockCompQueue ~~ S" (B)
<> N"P.MessagePending = P.MessagePending 3 B.id )
& ( N"ClockCompQueue = nil =»
N"SystenClockComparator = MaxClock(ompYaiue
<> N"ClockCompQueue ~= nil => E"x<:N"Cl|ockCompQusue
{A"y<:N"ClockCompQueue (y.Time >= x.Time)
& N"SystemClockComparator = x.Time
& N"SystemClockCompld = X))

CLOCK COMPARATOR INVARIANTS: A"x:ClockBlok (x<:ClockCompQueue ->
x.Time >= SYSTEMCiockComparator)
A"y,z:ClockBlok (3<:ClockComp0ueue
, z<:ClockCompQueue
& z.Proc = y.Piroc
& z.Reason = ClockReq
& y.Reasons= Clo?kReq
-)z-g
ClockCompQueue ~= nil -> SystemClockCompld<sClockCompQueue
& SystemClockCompld.Time = SYSTEMC!ockComparator
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21 May 1978 System Development Corporation
2.18 Timing Functions TM-50862/101/08

transform SetCPUTimer (Time: SignedDoubleword,
R: KProcH!ok)

refcond R.Proctype = NKCP

effect N"R.CPUTimer = Time .
& (Time < N"R.RemairingQuantum > N"R.TrackingQuantum = False
& N"SETTime = Time
<> Timn >= N"R.RemainingQuantum => N'R.TrackingQuantum = True

: & N*'SETTime = N"R.RemainingQuantum)
& N"SYSTEM«CPUTimer <= N"SETTime
& N"SYSTEMeCPUTimer >= N"SETTime - (Delta v 4896)
& N"R.CPUTimerlnterruptPending = False
& (R.TrackingQuantum => N"R.RemainingQuantum = SYSTEM«CPUT|mer

<>~R.TrackingQuantum => N"R,RerziningQuantum =

R.Remainingluantum-R.CPUT imer
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Timing Functions

TM-6862/101/80

transform ReadCPUTimer (R: KProc8 ok,
: Time: SignedDoubleword /v output v/ )

" refcond R.Proctype = NKCP

effect (R.TrackingQuantum > N"Time = R.CPUTIimer -
R.RemainingQuantum +
SYSTENCPUT i mer
<>~R, TrackingQuantum => N"Time = SYSTEM-CPUTimer)

CPU TIMER INVARIANTS:

R.Proctype = NKCP -» (SYSTEM&CPUT imer <w
R.RemainingQuantum
& SYSTEM-CPUTTmer <= R.CPUT imer

R, Track ingQuantum <>
R.Remainingfuantum <« R, PUT imer)
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21 May 1978
2.1 Timing Functions TM-606

System Development Corgoratlon

transform CPUTimerInterrupt()
refcond R.Pfoctgpe = NKCP

/% CPU timer interrupt occurs when R.Proctyps = NKCP

& SYSTEMeCPUTimer < 8 w/

effect (R.TrackingQuantum => N"R.CPUTimer = R.CPUTimer -

- RiRemainingQuantum +
, SYSTEM<CPUT i mer
& N"R.RemainingQuantum « MaxCPUT imerValue
8 N"SETTime = N"R.CPUT imer
& N"R.TrackingQuantum = False & N"R.QuantumEnded = True

<>~R. TrackingQuantum «> N'R.RemainingQuantum = R.RemainingQuantum

- R.CPUTimer + SYSTEM«CPUT imer

¢ N"R.CPUTimer = MaxCPUTimerValue
8 N"SETTime = N"R.RemainingQuantum
& N"R.TrackingQuantum = True

& N"R.CPUTimerInterruptPending = True)

& N"SYSTEM-CPUTimer <= N"SETTime

& N"SYSTEM-CPUT imar >a=
N"SETTime - (Delta s 4996)

o)
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21 May 1978 System Oevelopment Corporation

2.18 Timing Functions

transform SetintervalTimer (Time: Integer,
R: KProcBlok)

refcond R.Proctype = NKCP

sffect
N"SYSTEM~TIMER <= Time

TM-6862/101/08@

& N"SYSTEM-TIMER >~ Time - (Delta & 3 / 48)
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21 May 1978 Systeam Oevelopment Corporation
2.18 Timing Functions TH-6062/101/98

transform ReadintervalTimer(R: KProcBlok,
Tima: integer /v output w/ )
refcond R.Proctype = NKCP

effect N"Time <= SYSTEM«TIMER
& N"Time <« SYSTEMeTIMER + (Delta » 3 / 48)
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21 May 1978 System Oevelopmont Corporation
2.1 Timing Functions - TH-80862/181 /008
transform IntervalTimerinterrupt()
refcond R.Proctype ~ NKCP & SYSTEM«TIMER < 8
/% An interval timer Interrupt occurs when the machine timer update:
N"SYSTEM-TIMER = SYSTEMeTIMER - INTVL
causes
N"SYSTEM-TIMER < @ & SYSTEM«TIMER >~ 8 n/

effect N"R.IntviTimerinterruptPending =« True
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21 May 1978 System Oevelopment Corporation
2.19 [0 Functions TM-6862/1081/08

2.19: 10 Functions

This section contains the kerne! functions that perform real 10,
DOetatils of the functions' operation may be found In the
preliminary design document of KVM/37@, TM-S855/200/08.

type CCUWAccessFlags ~ structure of

(Access = (Urite, Read),
TIC =~ boo!ecan, DataTranafer = boolesan, DataChaining = boolean,
MultiTrack = boolean, Seak = boolean)

type [0intBlok = structure of
(10: RequestName,
CSW: ChannelStatuslord)

type LockedBox, PreprocessadChanne!Program, SeekAr~g, 1DAUW,
CCUCount = T"]: integer (8 <= [ & | < B5536)

variasble [0RequestCount: int;gcr. LockedBoxl.ist: set of LockedBox

constant LookCCU(PrcprocessedChannelProgram, CCUCount): ChannelCommandllord,
CheckTIC (PreprocessedChanne |Program,CCUCount,Byte0ffaat): hoolean,
LookINA (PreprocessedChanneiProgram, Address378, YPage): 1DAUW,
IDACount (PreprocessedChanne|Program, CCUCount): VPage,
LookSeek (PreprocessedChanne!Program, Address37@):SeekArg

variable 10FLAGS (DeviceAddress, CCWOpCode) :CCUAccessFlagys
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21 May 1978 System Development Corporation
2.19 10 Functions TM-8862/181/08

transform RequeatlO(Device: DeviceAddress /v @..4895 »/ ,
Channe iProgram: PreprocessedChanne |Program
/% includes CCWs, 10AW Iist,
swarch and seek argunents W/
VM: VirtualMachineName
10: RaquestNane,
R: KProcBlok)

refcond LET"G = GrantedAccess (Device, Requester) & ChackASpace(R,VM,8)
8 A'itinteaer (i > B & | <a Channe!Programn.NCCUs ->
LET"CCU = LookCCW(Channe!Program, i)
8 (i < ChanneiProgram,NCCWs -> CCW.ChainCommand)
& LET"F = [OFlage(Device, CCW.COpcode)
8 (F.Access = lrite -> G.Access = Readlirite)
& (F.TIC -> CCU.Addr < ChaineiProgram.NCC0s
& i »>1 & ModifiCoW) = nil
& ~LookCCW(Channe iProgram, i-1).0ataChain
& CCW.Count = 1
8 CheckTIC(ChanneiProgram,CCl.Addr, 1))
& (F.DataTransfer =>
A'iitinteger (ii<:CCU.UgtaChainExtenaiono
it > ->
LET"CCWX = LookCCW(ChannelProgram,ii) '
& CCUX.Opcode = CCW.Opcode
& CCUX.IndirectAccess)
& A"IDA<:CCU. IDAList
(Let"Ad = RealAddress(A,IDA.1)

& Ad.2
& LET"PF = U"PF:PageFrame
(PFoAddr - Ad. 1
& PF<:Real|Pages)
& ( F.,Access = lirite =>
PF.ILOCK = @
& A"jiinteger (j > @
& j <= ChannelProgram.NCCUWs ->
(i = ) | LET"CCU2 « LookCCW(ChanneiProgram, j)
& (CCN2.Skip | I0Fiags(Device,CCU2.0pcode) .Access ~= Read
| A"I1DA2<:CCW2.I0AList {RealAddress(A,IDA2,1) ~w
Ad.1) ) )
<> F.Access = Read =>
CCU.Skip 1
PF.OLOCK = B
8 A"kt integer
(k > 8 & k <» ChannelProgram.NCCUs ->
{i =k | LET"CCU3 = LookCCW{Channe!|Program,k)

& 10Fiags(Device,CCW3.0pcode) .Access = Read -»
A" [DA3<:CCU3. [DAWords (RealAddress (A, 10A3.1) .1 ~= Ad.1l)) )

<> ~F.DataTransfer => ~CCW.IndirectDataAccess) :
&(CCW.ChainData -> F.DataChaining)
& F.MultiTrack => ~G.Horizontal
3(F.Control <> (CCW.Count = 1 & CCW.SLI))
(G.Ctass = DASD =>
(F.Saek ->
{(G.FulIDisk => True

8
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2.19

I0 Functions

System Development Corporation
TM-6062/101/088

<>G.Horizontal => CCU.SeekAddr.Head<:G. Tracks
<>G.Vertical »> CCU.SeekAddress.Cyl<:G.Cyla))

S(iwl -> (CCW.Opcode = Seek | CCU.Opcode = SeekCy!inder))

&(i=2 -> (CCW.Opcode = SetFileMask

<> Truel))))

& LET FHM = CCU.FiteMask
8(G.Access = ReacdOnly =>
FM.Permitlrite = Inhibithrite
<>G.Access~= Readlnly =>
FM.Permitirite ~= PermitA!iUrite)
&(G.Horizontal => FM.PermitSeek =
InhibitAl 1Saek
<>G.Vertical => FM.Pernit{Seek ~= ParmitAliSeek
& FM.Permi tSeek ~= PermitCyl
<o>G,Ful I0isk =»> FM.ParmitSeek ~= ParmitAl|Seek
<>G.0edicate => true)
& FM.InhibitDiaglrite = true))
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_ 21 May 1978 A System Development Corporation
{_  2.19° 10 Functions | TH-6062/181/88

effact N"l10RequestCount = [ORequestCount + 1

& E"LB: LockcdBox (N"LockedBoxList = LockedBoxlList |1 S" (LB)
& LB.Hum = !0RequestCount i
& 1B.10 = ID :
& |.B.NCCWs « ChannelProgram.NCCUs . i
& LLB.Oev = Device & LB.Notify = R.ProcName
& A"LBX<:LockedBoxi.ist (LBX.Num < LB.Num)
& A"itinteger (i > 8 & i <= ChanneiProgram.NCCUs ;
-> LET"CCUA = LookCCW(ChanneiProgram, i) ' ;
& LET"CCUN « (LB.ChanProg.i) -

& LET"FF = [QFlags (Device,CCWA, Opcode)

h & CCWN.Opcode = CCUA.Opcorte & Modi £ (CCLN) = Modif (CCWA.)
& CCUN.Count = CCWA.Count
& CCUN. Addr = CCLA.Addr + LOC(LB)

& (F.DataTransfer => A"jsinteger (j > B
& j <= C"CCUA.IDAList
L -> LET"WN « CCUN. IDAList. j
& LET"WA = CCUA.IDALIst, j
& UN.Z = uA-Z
8 LET"AdN = RealAddress{A,WA.1)
& IN.1 = AdN.1 :
& LET"PFN = U"PF:PageFrame (PF<;RealPages
& PF.Addr = AcN.1)
& (F.Access = Write »> N"PFN.OLOCK = PFN.OLJCK + 1
<> F.Access = Read & ~CCWA.Skip =>
N"PFN. ILOCK = PFN.ILOCK + 1
& ~N"PFN.ULOCK & ~N"PFN.TLOCK))
<>F,Seek => LockSeek (Channe|Program,CCWA.Addr) =
LookSeek (LB.ChanProg, CCWUN. Addr)

<>~F.Access & ~F.Seek => True)))
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2.19 10 Functions

transform StartiO(LockedBox[d:

et ey —

System Devel pment Corporation
TM-6862/181/80 )

intager;

R: KProcBiok)

refcond R<:ProceaslList & R.ProcName « SCHEDULER .
8 LET"L == LB: LockedBox(LB<:LockedBoxList & LB.Num « LockedBoxlD)

& ~IlnProcessil)

8 A"B: LockedBox (Be:LocketiBoxList & InProcess(B)

-> B-UQV ~e LOUBV)

effect N"InProcess(L) & MachineDependent

/v Eventual [0 Dacmon effect:
~N"InProcess(L) & LET"P == U"B KProcBlok (B.ProcName = L.Notify)
& N"P.10InterruptPending
& E"B:10intBlok (B<:N"P.I0interrupts & B.10 « L.ID & B.Cev = L.Dav)
& A"C: LBCCU (C<:L.ChanProg
«> LET"F = lOFIags(L Dev, C.0pCode)
- & (F.DataTransfer -> A"U: Address378

(W<:C.IDAList -> LET"PF = U"P: PageFrame
(P<:RealPages & P.Addr = W.1)

& (F.Access = Urite => N"PF.OLOCK = PF.OLOCK - 1

> F.Acceas = Read => N"PF,

<> true)))}

& MachineDependent i/

ILOCK = PF.ILOCK - 1

70 )

e o, M A e " s+t



21 May 1978 System Develiopment Corporation
2.19 I0 Functions TM-062/1681/98

transform Canceli0(ID: RequestName,
R: KProcBlok)

refcond R<:ProcessList
8 E1"LB: LockedBox (LB<:lLockedBoxList
& LB.Notify = R.ProcName
& LB.10 = ID)

effact E"LB: LockecBox (LB<:LocKedBoxlist
LB.Notify = R.ProcNzme
& LB.ID =~ IO
& N"LockedBoxList = LockedBoxList ~~ S"(LB)
& (InProcess(LB) -> MachineDependant)
8 ~N"InProcess(LB)
& A"C: LBCCW (C<:LB. ChanProg -»>
LET"F » [OF lags(LB.Dev,C.0pCode)
é F.OataTransfer ~> A'lW: Address378
(U<:C.10AList -> LET'"PF = U"PF:PageFrame
(PF<:RealPages & PF.Addr = W.1)
8 (F.Access = Urite => N"PF,OLOCK = PF.OLOCK =1
<> F,Access = Read =u N"PF,ILOCK = PF.ILOCK -1
<> true))))
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21 May 19/8 System Deveiopment Corporation
2.13 I0 Functions TM-6862/181/80

transforh WaitlOtDevice: DeviceAddress, _
Channe IPrograom: PreprocessedChanne|Program,
R: KProcBlok)

refcond R<:Processlis
8 R.FrocType - NKCP
8 LET"G =+ GrantedAccess(Nevice, R. ProrName)
8 A"C:ChannelControildord (C<:ChannelProgram.CCUs ->
LET"F == 10Flags(Device,C.0pcode)
8 ~F.TIC
& A"U: IDAW (M<:C.ICAlist
‘>§L§I“SA = RealAddress(R.AddressSpace, W.1)
& LET"PF = U"P:PagefFrame (P<:RealPages
& P.Addr = RA.2)
& (C.ChainData -»> F.DataChaining)
& (F.MuttiTrack -> ~G.Horizontal)
8 (F.Access = Urite => PF,ILOCK = 8
& A“j:integer (j>9
& j < Channe!Pr ogram.NCCls
-> LET"C2 = LookCCW{Channe|Pragram, j)
& (C2.SKIP | IOF!ags(Davice,C2.0pCode) .Accass ~= Read
I A"W2: IDAU
(U7<'C2 [DAList -> RealAddress(R.AddressSpace,W2. 1) 1 ~= RA.1)))
<> F.Access = Read => C.SKIP |
PF.OLOCK = @
8 A"K:integsr
(K > B8 8 X < Channe!Prngram.NCCUs
-> LET"C3 = LookCCW(Channe!|Program,K)
& ([QOFlags(Devic2,C3.0pCoude) ., Access ~= Read
| A"W3: IDAN(N3<'C3 [DAWords >
RealAddress{R,AddressSpace,W3.1}.1 ~= RA.1)}))
<> true)
& (F.DASD -> G.FullDisk}})

effect MachineDependent
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21 May 1978 Syatem Deveiopment Corporation
3.1.1 Operator Procecss (Informal) TM-6862/101/00

3.1.1: Operator Process
Informal Description

This section contains the informal description of the Operator
Proceas of KYM/378.

Overview

The Opcrator Process is |inked to the operator’s console at system
initialization., The Operator Process thereafter accepts operator
commands, and routecs the command either to the affected NKCP, or
to the trusted process uhich is to perform the actions dictated by
the command. For the most part, the Operator Process mersly
routes the message, uith iittle or no notice of the details of the
command, The few commands requiring further processing are noted
he l ou, Necessarily, the Operator Process must know where the
command is to be sent for processing. Thia often involves mapping
a command operand such as a user id into an NKCP id. The Operator
Process sends requests to the Authorization Process to perform
such mappings. The VM operator. commands have been separated by
function into four categories: Misceilaneous, Spooling and File
Controi, Device Control, and Pirogram Analysis and Honltor
functions. These categoraes are described belou.
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21 May 1978 System Development Corporation :
3.1.1 Operator Process (Informal) TM-6862/1081/08 )
!
KVH/37@ Operator Commands ’
(swe notes at end of table) \ :
Command S Resp Map Destin- Category
M Exp ation(s)
AUTOLOG S Y N AuthProcess 1,1
DOIAL not legal : 8,8
FORCEUSCRID S N(l) U->N NKCP v3,8
FORCE+~ALL M N(1) N all NKCPs vl,@
INDICATE«LOAD M Y N all NKCPs 2,3
INDICATE~QUEUES M Y N all NKCPs 2,4
INDICATE«IO S Y N 1/Q Scheduler 1,1
INDICATE~PAGING S Y N [/0 Paging 1,1
Scheduler
INDICATE+~USER S Y U-»>N NKCP 3,1
LOGON not legal 8,8
LOGOFF not legal
HALT S (2) N Kernel S,0
LOCK«USERID S Y U->N NKCP 3,1
LOCK«SYSTEM S Y N NKCP 1.1
MESSAGE«USERID S N U->N NKCP 73,8 g
MESSACE«ALL M N N all NKCPs 2,8
HMONI TOR«NKCP S Y N NKCP 1,1 e
MONI TOR«ALL M Y - N all NKCPs 2,2 %aI
NETWORK S Y N Netuork Process 1,1
QUERYPAGING S Y N 1/0 Paging 1,1
Scheduler
QUERY«PRIORITY S Y U->N NKCP 3,1
QUERY«SASSISTeNKZP S Y N NKCP 1,1
QUERY«SASSIST-ALL M Y N all NKCPs 2,2
QUERY«DASO S Y . N AuthProcess 1,1
QUERY+TAPES S Y N URProcess 1,1
QUERY«LINES S Y N AuthProcess 1,1
QUERY«GRAF S Y N AuthProcess 1,1
QUERYSYSTEM S Y N AuthProcess 1,1
QUERY«+NAMES S Y N AuthProcess 1,1
QUERY<USERS S Y N AuthProcess 1,1
QUERYUSERID S Y N AuthProcess 1,1
QUERY«UR S Y N URProcess 1,1
QUERY«ALL M Y N AuthProcess, 9,2
URProcess,
Kernel
;
S
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21 May 1978

System Development Corporation
3.1.1 Operator Proczse (Informal)

TM-6862/101/80

Command S Resp Map Dastin- Category
M Exp ation(s) \
QUERY«DUMP S Y N Oump 1,1
Processor
QUERY«TDSK M Y N all NKCPs 2,2 .
QUERY«STORAGE S (2) N Kernsi S,0
QUERY«RADDR S Y R->T URProcess or 4,1
AuthProcess
QUERY«FILES S Y N URProcess 1,1
QUERY+READER S Y N URProcess 1,1
QUZRY«PRINTER S Y N URProcess 1,1
QU':RY«PUNCH S Y N URProcess 1,1
QUERY«HOLD 5 Y N URFrocess 1,1
QUZRY+LOGMSG processed directly 8,0
SET<FAVORED S Y U->N NKCP 3.1 :
SET<RESERVED S Y U=>N NKCP 3,1 :
SET<PRIORITY S Y U->N NKCP 3,1 :
SET«SASSISTNKCP S Y - N NKCP 1,1 !
SET«SASSIST«ALL M Y N all NKCPs 2,2 ;
SET«~LOGMSG processed directiy 8,8 i
SET~DUMP S N N . Dump %l,0 \
Processor &
SET«RECORD not legal 8,0 ¢
SET«MODE not legal a,8 {
SHUTOOWN M N N AuthProcess, 19,0 !
URProcess, :
all NKCPs :
SLEEP not legal 2,0
UNLOCKUSERID S Y U-s>N NKCP 3,1
UNLOCK«SYSTEM ) Y N NKCP 1,1
UNLOCK«VIRT nat legal 8,0
LARNING-USERID S N U->N NKCP 3,0
WARNING«ALL M N N NKCP w2,8
BACKSPAC S Y N URProcess 1,1
CHANGE S Y N URProcess 1,1
ORAIN S Y N URProcess 1,1
FLUSH S Y N URProcess 1.1
FREE S Y N URProcess 1,1
HOLOD S Y N URProcess 1,1
OROER S Y N URProcess 1,1
PURGE S Y N URProcess 1,1
REPEAT S Y N URProcess 1,1
SPACE S Y N URProcess 1,1
START S Y N URProcess 1,1
TRANSFER 3 Y N URProcess 1,1
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21 May 1978 System Developmert Corporation

3.1.1 QOperator Process (Informal) TM-8062/101/88 }
F
, Command S Resp Map Destin- Category
M Exp ation(s)
ATTACH«-CHANNEL. not legal 2,8
ATTACH<RADDR S Y R->T URProcass or 4,1
: AuthFrocess
DETACH-CHANNEL .  not legal a,e 4
DETACH~RACDR S Y R->T URProcess or 4,1
AuthProcaess
DISABLE S Y N Network Process 1,1
DISCONN not legal . 6,8
ENABDLE S Y N Netuork Process 1,1
LOADBUF S Y N URProcess 1,1
VARY ] Y R-»>T = URProcess or 4,1
AuthProcess
ACNT«USERIDS Both Y U-sN some NKCPs 7,2
ACNT«ALL M Y N a!l NKCPs 2,2
OCP S Y N NKCP 1,1
oMcP S Y N NKCP 1,1
LOCATE~USERID S i UusN NKCF 3,1
LOCATE«~RADDR S Y R->T URProcess or 4,1
AuthProcass
SAVESYS not legal 8,0 -
STCP 5 v N NKCP 1,1 )

s
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21 May 1978 System Development Corporation
3.1.1 Operator Process (inftormal) TM-6062/101/89

Notes:
The column headings are as follous:

Command = command name
S/M = single message versus muitiple messages sent
Resp Exp = responss expected (Y=yas, Nwno)
Map = mappings performed, if anys
U -> N = user id to NKCg id
R -» T = real device address to device type
Destination = to Wwhat processes the messages are sant
AuthProcess = Authorization Procass,
URProcess « Unit Record Procass

Catrgory = ordered pair of (input category, output
category). The category refers to the classification of the
command in the formal specification. Each operator command is
separated into two equivalence classes by

- the processing required when
the command is first received,
and

- the processing required to
compute one response from all
the responses to massages sent
in the processing of the
original command.

(1Y FORCE command responses are provided by the
Authorization Process as unsolicited messages rather
than solici ted responses because the number of
expected responses is not knoun and because it
simplifies the interaction.

(2) A response is provided‘ immediataly =-- no message
response is needed,
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21 May 1978 System Developmcnt Corporation
3.1.1 Operator Process (Informai) T™M-8062/1081/00
OPERATOR COMMANDS:
MISCELLANEQUS
FUNCTIONS

AUTOLOG (A,B)

"Automatically log on and toad @ virtual machine uith I[PL
defined in its directory."

[extend syntax to provide NKCP id (security ievel)]
reflect meessage to Authorization Process
print response

DIAL (Any)

"lLogically attach a wuser terminal to a multi-access
virtual system."

‘not allowed as an operator command in Kvh/378

FORCE (A)
“Force the logoff of any virtual macﬁino.“

{extend syntax to provide "ALL" operand]
user id - mav user id to NKCP id
refiect message to NKCP
Nno response expacted
[rnsponse from Authorizatiorn Process)

ALL - reflect message to each NKCP
no response expected [separate responses
from Autharization Process]

INDICATE (E)

“Display wuse of and contention for major system
resources. "

LOAD, QUEUES -
reflect message to sach NKCP
gather responses
compute "average" response
print computed response

170 - reflect measage to [/0 Scheduler
print 1/0 Scheduler response
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21 May 1878 : Systam Development Corporation
3.1.1 Qperator Process (Informal) T™M-68682/101/00

PAGING -~ reflect message to [/() Paging Scheduler
print |/0 Paging Scheduler response
USER - map user id to NKCP id

raflect message to NKCP
print NKCP responses

LOGON {Any)
"Gain access to a virtual system from a user terminal."

not allowed as an operator command in KVM/37@

LOGOFF . (Any)
"Terminate user activity on a viriual machine."
reflect messags to Autnoirization Procuss
(response from Authorization Procass]
HALT (A)
"Stop any active channel program on a spacified device."
Kernel Cali: HALT
print Kernel response
LOCK (A)
"Lock a user's pages in processor storage."
user id - map user id to NKCP id
roeflect message to NKCP
print NKCP response
SYSTEM - [(extend syntax to provide NKCP id
(security level)]
reflect message to NKCP
print NKCP response
MESSAGE (Any)

"Send a specified message from one virtual machine to
another."

user id - map user id to NKCP id

reflact message to NKCP
ne response to operator
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21 May 1978 System Development Corporation
3.1.1 Operatur Process (informal) TM-6062/181/808

ALL - reflect message to each NKCP
ne response to operator

MONITOR (A,E)
[Also listed under PROGRAM ANALYSIS AND MONITOR FUNCTIONS)

"Initiate or tarminate the recording of events that cccur
in the real machine,"

{extend syntax to provicde NKCP id
(security level) / "ALL" operand]

NKCP id ~ ref ect message to NKCP
print NKCP response

ALL - reflect ~essage to each NKCP
gather responses
print NKCP response

NETWORK (A,B.F)
fAlso listed under DEVICE CONTROL FUNCTIONS]

"Provide loading, dumping, tracing, and other functions
for the 3784/3705 Communications Controller,"

reflect message to Netuork Process
print Network Process response

QUERY

"Provide status information on the real or virtual
machine, and miscellaneous CP functions."

PAGING - reflect message to 1/Q0 Paging Scheduler
print 1/0 Paging Scheduler responsa

PRIORITY - map user id to NKCP id
reflect message to NKCP
print NKCP response

SASSIST - [extend syntax to provide NKCP id
(security feval) / "ALL" sub-operand]

NKCP id - reflect message to NKCP
print NKCP response

ALL - refiact message to each NKCP

gather responses
print amalgamated response

o
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21 May 1978 System Qevelopment Corporation
3.1.1 Operator Process (Informal) TH-6062/181/80

DASD, LINES, CRAF,

SYSTEM, NANCS, USERS, user id -
ruflect massage to Authcrization Process
print Authorization Process response

UR - reflect message to URProcess
print URProcess response

ALL - reflect message to Autharization Process
and URProcass
Karne! Call:s STORAGE
gather responses
perint amalgamated rasponse

TOSK - reflect message to each NKCP
gither responses
print amalgamated response

STORAGE - Kernel Call: STORAGE
print Kernel response

P S T T

raddr - map raddr to device type
if device is unit record device:
reflect message to URProcess
print URProcess response
alses
reflect message to Authorizaticn Process
print Authorization Process responss

TAPES, FILES, READER, PRINTER, PUNCH, HOLD -
[axtend syntax to provide NKCP id
(security level) / "ALL" operand]

raflect message to URProcess
print URProcess response

LOGMSG - print log message

punP - reflect message {o Oump Processor i
print Dump Processor response r

SET (A,B,F)

"Establish system parameters for virtual and real
machines, as well as other YM/370 values."

FAVORED, RESERVE. PRIORITY -
map user id to NKCP id
reficct message to NKCP
print NKCP response

r
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21 May 1978

A System Daevelopment Corporation
3.1.1 Operator Process (Informal)

TM~-6@62/181/08
SASSIST - (extend syntax to provide NKCP id
(security ievel) / "ALL" sub-operand]

NKCP id - reflect message to NKCP
print NKCP response

ALL - raflact message to each NKCP
gather responses
print amalgamated response
LCGMSG - NULL - set log message to empty string
nn - read next console !ine, and
make it ling nn in the current
lag msssage

puMP - reflect message to Oump Processor
{no response to ocperator)

RECORD, MCOE -
not allowed in KVM/370

SHUTOOWN (A)

"“Terminate VM/378 activity in an orderly manner and
checkpoint the system.”

Reflect message to Authorization Process, URProcese, and each NKCP
no response toc operator

SLEEP (Any)

"Place the virtual machine in a dormant state, With the
keyboard locked."

Not allowed as an operator command in KYM/378

UNLOCK (A)

"Release previousiy !ocked page frames of real storage."

user id - map user id to NKCP id
reflect mrssaye to NKCP
print NKCF response

SYSTEM, VIRT -
not allowed in KYM/378
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21 May 1978

System Development Corporation
3.1.1 Operator Process (Informal)

TM-6862/181/00

WARNING (A,B)

"Transmit high priority messages or warnings to a user or
all usere,"

user id - map user id to NKCP id
: reflect message to NKCP
no response to operator

ALL - reflect message to each NKCP
no response to operator
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21 May 1978

System Development Corporation
3.1.1 Operator Process (Informal)

TM-6062/101/88

OPERATOR COMMANDS:
SPOCLING

AND
FILE CONTROL
FUNCTIONS

All Spooling and File Control Commands are reflected to the Unit
Record Process uhich makes the necessary response. See the Unit
Record Process Description for processing details,

BACKSPAC (0}
CHANGE (D)
DRAIN (D)
FLUSH (D)
FREE (D)
HOLD (D)
ORDER (D)
PURGE (D)
REPEAT (D)
SPACE (D)
START (D)
TRANSFER (D)
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21 May 1978 System Development Corporation
3.1.1 Operator Process (Informal) TH-6062/181 /080

OPERATOR COMHMHANDS:
DEVICE CONTROL
FUNCTIONS

ATTACH (B)

"Attach a real device to a virtual machine or tha real
system."

CHANNEL - not atlowed in KYM/370

racer - man raddr to device type
if device type iv unit record:
reflect messzge to URProcess
print URProca2ss response
elsa: :
reflect message to Authorization Process
print Authorization Process response

DETACH (B)

"Remove a real or virtual device or channel from a virtual
machine or the real suystem."

CHANNEL - not allowed in KYM/378
racldr - map racdr to davice type
if device type is unit raecord:
raflect message to URProcess
print URProcess response
alse:
reflect message to Authorization Process
print Authorization Process response
DISABLE (A,B)

"Disable direct or suwitched communication lines from the
YM/378 system."

reflect messaae to Netuork Process
print Netuork Process response

OISCOBN  (Any)
"Disconnect the terminal from the user's virtual machine."

not aliowed as an operator command in KYM/370@

35




T T T

e v - T

21 May 1978 System Development Corporation X
3.1.1  Operavor Process (Informa!) ™-6062/181/08 )
ENABLE (A,B)

"Connect specified communication lines to the system."

reflect message to Network Process

print Network Process response
LOADBUF (D)

"Load a specified train image inta either the 1483
universal character set buffer or the 3211 universal character set
or form control buffers."”

reflect message to URProcess

print URProcess response

NE TWORK A
(See MISCELLANEOUS FUNCTIONS]
VARY (B)

"Allou or disallou the availability of a device to a
virtual machine or the Vi1/378 contro! program.” -

K-

map raddr to device type
if device type is unit record:
reflect message to URProcess
print URProcess resconse .
else;
reflect massage to Authorization Process
print Authorization Process respaonse
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21 May 1978 System Development Corporation
3.i.1 Operator Process (Informal) TH-6062/1061/88

OPERATOR COMMANDS:
PROGRAM ANALYSIS
AND
MONI TOR
FUNCTIONS

ACNT (A)

"Render accounting information for and to the user."
user ids - map each user id to NKCP id
reflect message to each concerned NKCP
gather responses
print amalgamated response
ALL - reflect message to each NKCP

gather responses
print amalgamated response

OCP (C.E)

“Diaplay real processor storage locations.”

[extend syntax te provide NKCP id (security level))

reflect message to NKCP
print NKCP response

oMcP (C,E)

“Oump the real storage locations to a user’'s virtual
printer,"

[extend syntax to provide NKCP id (security level)]

reflect message to NKCP
print NKCP response
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21 May 1978 System Development Corporation "+
3.1.1 Operator Process (Informal) T™M-68062/181/00 }

LQCATE (C,E)

“Provide the starting location of the usar’'s CP control
blocks or (virtual or real) devices."

user id - map user id to NKCP id
reflect message to NKCP
print NKCP response

raddr - map raddr to device type
if device type is unit record:
reflect message to URProcess
print URProcess raesponse

else:
reflect message to Authorization Process
. brint Authorization Process response

MONITOR
(See MISCELLANEQUS FUNCTIONS)

SAVESYS (E)

"Provicde a storage copy of virtual machine storage, ' LT
registers, and PSWU contents as they currently exist." '

R

not allowed as an operator command in KVM/378

STCP (©)

"Change the contents of real processor storage."
[extend syntax to provide NKCP id (security levei)]

reflecct moasage to NKCP
print NKCP rcaponse
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( 21 May 1978 ‘ System Development Corporation
- 3.1.1 Opecrator Process (lInformal) TM-60862/181/08
Authorization Process
- Responses -
User [ dMapped
ResponseToOpRequest
NKCP Requests
Operatorfiessage
QuerylogMsg
RespénseToOpRequest
{ .
Jther Processes
- Responsas -
ResponseloOpRequest
Other Processes
- Requests -
Operatorfessage




21 May 1978 System Development Corporation
3.1.2 Operator Process (Formal) TM-6862/101/88

3.1.2: Cperator Process
Formal Specification

mocule OpProcess

type

DeviceTypes,

Char,

String » list of Char,

Messagelabel = (ResponseToOpRequest,OperatorRequest,MappedUserld,
AcdcdNkep,DeleteNkep, OplisgPrinted,OpHi tAttn,OpRequestRead),

KernelFunction = {(GrantAccess,Releaselevica,CreateProcess,
DectroyProcess.CreateAddrassSpace, DestroyAddressSpace,
Requestl0,teceivelnterrupts,RaleaseCPU,Receivelessage),

ProcessNane,

Messageld,

CommandName = (DIAL,LOGON, SET~RECORD, SET+-MOOE, SLEEP.,
UNLOCK~SYSTEM, UNLOCK«YIRT,ATTACH<CHANNEL , DE TACH-CHANNEL ,
DISCONN, SAVESYS,

AUTOLOG, INDICATE:10, INDiCATE~PAGING,

LOGOFF, LOCK~SYSTEM, MONI TOReNKCP , NETLORK , QUERY<PAGING,
QUERY~SASSIST«NKCP, QUERY+DASD, QUERY+~TAPES, QUERY«L INES,
QUERY«GRAF , QUERY~SYSTEM, QUERY«~NAMES, QUERY+USERS, QUERY«~USER!D,
QUERY«UR, QUERY«CUMP, QUERY«FILLES.QUERY~READER, QUERY+PRINTER,
QUERY«~PUNCH, QUERY~HOLD, SET<SASSISTNKCP,SET-DUMP,
UNLOCK-SYSTEM, BACKSPAC, CHANGE . DRAIN, FLUSH, FREE, HOLD, ORDER,
PURGE,REPEAT.SPACE, START, TRANSFER, DISABLE, ENABLE, LOADBUF,
oce,DMCP, STCP,

FORCE«ALL, INDICATE~LOAD, INDICATE-QUEUES,MESSAGE-ALL,

MONT TOR«-ALL . QUERY«SASSIST+ALL, QUERY~TOSK, SET-SASSIST+ALL,
WARNTNG-ALL. , ACNT<ALL,

FORCE+~USERID. INDICATE~USER, LOCK-JSERID, MESSAGE+USERID,
QLIERY«PRIORITY, SET-FAVORED, SET~RESERVED, SET-PRIORITY,
LINL.OCK.-LISERID, WARNING-USER] D, LOCATE-USER:D,

QLIERY«RADOR, ATTACH-RADOR, DETACHRADDR, VARY, LOCATE~RADOR,
HALT, QUERY.-STORAGE,

ACNT«USERIDS, QUERY«LOGMSG, SET+LOGMSG, QUERY+ALL , SHUTOOWN) ,

Cat@ « T" (DIAL,LOGON,SET~RECORO, SET+MODE, SLEEP,
UNI.OCK«+SYSTEM, UNLOCK«VIRT, ATTACH-CHANNEL , DETACH~CHANNEL ,
DISCONN, SAVESYS),

Catl « T"(AUTOL.OG, INNICATE~[Q, INDICATE-PAGING,
LNGOFF,L.OCK<SYSTEM, MONI TOR-NKCP, NETWORK , QUERY~PAGING,
QUERY«-SASSIST-NKCP, QUERY«-DASD, QUERY«TAPES, QUERY+~L INES,
QUERY«GRAF , QUERY«~SYSTEM, QUERY+NAMES, QUERY~USERS, QUERY~USERID,
QUERY«UR, QI IERY«-DUMP, QUERY~F 11 ES, QUERY+~READER, QUERY~PRINTER,
QUERY«PUNCH, QUERY«HOLD, SET-SASSIST<NKCP, SET0DUNP,
UNLOCK.-SYSTEHM, BACKSPAC, CHANGE . DRAIN, FLUSH, FREE , HOLQ!, ORDER,
PURGE ,REPEAT, SPACE, START, TRANSFER, DISABLE, ENABLE, LOADBUF,
DCP,DMCP, STCP) ,
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21 May 1978 System Davelopment Corporation
3.1.2 Operator Procras (Formal) TM-6062/101/08

Cat2 = T"(FORCE+~ALL, INDICATE-LOAQ, INDICATE~QUEUES, HESSAGE«ALL ,
MONTTOR.-ALL , QUERY+~SASSIST+ALL , QUERY«TOSK,SET-SASS I ST+ALL ,
WARNING«ALL., ACNT«ALL},

Cat3 = T" (FORCEUSERID, INOICATE-USER, LOCK-~USERID,MESSAGE-USER1D,
QUERY«PRIORI TY, SET~FAVORED, SET-RESERVED, SET<PRICRI TY,
UNLOCK«~USERTO, WARNING-~USERID, LOCATE-USERID) ,

Cat4 =« T" (QUERY.~RADDR,ATTACH-RADOR, DETACH-RADOR, YARY, LOCATE-RADDR] ,
CatS « T" (HALT,QUERY~STORAGE),
ConsoleQutputStatus = (Continuing,ldiel,
ResponseStatus = (NoResponse, Responded),
RequestCategory = (OpRequest,ReadOpRequest,PrintlpMsg, MapUserld),
Ansuer = structure of (
HMS = String.
Text = Stringl,
ResponseSiot = siructure of(
Respondent = ProcesssName,
Text = String,
State = ResponseStatus),
PendingRequest = structure of(
Megld = Messaceld,
Kind = RequestCategory,
Command = CommancName,
Responses = set of ResponseSliot),
LoglLine = structure of(

Num = T"]sinteger(l <= [ & | <= 99},
Line = String)
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21 May 1978 System Development Corporation

3.1.2 Overator Process (Farmal)

variahile . :

Ansuer: list of Ansuer,
PendingRequasts: sct of PendingRequest,
LogMessaqe: set of Logl ine,
CummandExpacted: boolean,
ConsoleQutputState: ConsoleOutputStatus,
CurrentNkeps: set of ProcessName

Th-6062/101/08
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21 May 1978 System Developnent Corporation
3.1.2 Opurator Process (Formal) TM-6082/181/88
initial

Ansuers « nil
PendingRzquests = Empty
fogﬂassago = Empty
gommandExpected = true
gonsoleOutputStata = ldle .
gurrentNkcps = Empty

invariant
A"P1,P2:FendingRequest (§1<:PendingRequeats

P2<:PendingRequests ->
(P1.Msgld = P2.Msgid -> Pl = P2))

8

A"P:PendingRequest.Pl,R2:ResponseSiot
(P<:Pendiancquests&Rl<:P.Responses&R2<:P.Responses ->

g (R1.Respondent ~ R2.Respondent -> Rl = R2))

A“Ll.L2:LogLine(§l<:LogHessage

L2«<:Logltlessage ->
(L1.Num = L2.Num -> L1 = L2))

33
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21 May 1378 System Development Corporation
3.1.2 Opecrator Process (Formal) TH-6862/1081/88
constant

OpProcess, URFProcess,AuthProcess,AcntProcess,UpdaterProcess:
ProcessName,

[OPaginaScheduler, [0Scheduler,NetiiorkProcess, DumpProcessor:
ProsecasNane,

TrugtedProcesses = S" (OpProcess,URProcess, AuthProcess,
AcntProcess,UpdaterProcess),

MsgName (String): MessagelLabal,

Destination(CommandName): ProcessName,

DeviceTupe (DeviceAddress): DeviceTypes,

Raddr (Stringl: DeviceAddress,

ClockRead: String.

Errorftsg: String,

NeuMsgld: Messageld,

SendMessage (ProcessName): KernelFunction,

KFen{(CommandName): KernelFunction,

DefinedE!senhere: boolean = true,

MakeString(set of LogLine): String,

LogPrompt: String,

Line/(Stringl: T"liinteger(l <= | & | <= 39},

Line(Stringl: String

transform KerneiCalled(K: KerneiFunction)
effect (K = SendMessage => DeafinedElseuhere
<> » GrantAccess «> JefinedE!seuhere
<> = Releaselevice => DofinadE!seuhere
<> CreateProcess => DefinedElseuhere
<> DestroyProcess => DefinedE| seuhere
<> CreateAddrassSpace »> DefinedElseuhers
<> DastroyAddressSpace => DefinedE!seuhera
<> Request|0 => DefinedElseuhere
<> Receivelnterrupts => DefinedE|seuhere
<> ReieaseCPU => DefinedE|seuhere
<> ?eceiveﬂessage > DefinadEi suhers
<> (]
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21 May 1978 System Oavelopment Corporation
3.1.2 Operator Process (Formal) TM-6862/1081/00

transform OpCatd (Command: CommandName)
refcond Commancd<:Cat@
effect N"Ansuers = Ansuers;. (ClockRead, ErrorMsg)

8
N"CommandExpec ted
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21 May 1978
3.1.2 Operator Process (Formal)

System Development Corpnratisn

transform OpCatl (Command: CommandMName)

refcond gommandExpected
Command<:Catl
effect N"PendingRecquests =

(Command = SET«DUMP >
Pendingillequests

<> Pendingllequests |1 S" {(NewMsgld,

&
g"CommandExpected

™M-8862/181/88
Ve
OpRequest,
Command,
S"{(Destination(Command),
nit,

NoResponse)))))

KernelCal led (SendMessage (Destination(Command)))

Pry
. .
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21 May 1978 Syatem Development Corporation
3.1.2 Opecrator Process (Formal) TM-6062/101/88

transform OpCat2 (Command: CommandName)

.refcond ComméndExpccted
8 .

Command<:Cat2
effect N"CommandExpocted
&

A"P:ProcessName (P<:CurrentNkcps -»
. KerneiCal led (SendMessage (P)))

(Command ~<:5" (FORCE~ALL, NARNING~ALL) =>
N"PencingRequeits = PendingRequests ||
5" ({NeuMsgld,

OpRequest,

Command, .

S"R:ResponseSlot{E"P:ProcessName
(§<:CurrentNkcps

R = (P,nil,NoResponsel}))}))
<> N"PendingRequests = PendingRequests)
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21 May 1978 System Developnent Corporation
3.1.2 Opcrator Process (Formal) TM-6062/1081/08

transform OpCat3(Command: CommandName,
Mkcps: set of ProcessName)

refcond Command<:Cat3

effect (Nkcps<<=CurrentNkcps =>
N"PendingRecquests =
(Command<:S" (FORCE-USER!D.
MESSAGE=USERID,

WARNING<USERID) => PsndingRecuests
<> PendingRequests I |

S" { (NeuMsgld,
OpRequest,
Command,

S"R:ResponseSiot (E"P:ProcessName
(:<:Nkcps

o R = (P,nil,NoResponse)}))))

E"CommandExpectad

A"P:ProcessName (P<:Nkcps ->
KaerneiCal led(SendMessage (P)))

NoError

<» Error g:)
8

z"PendingRequasts = PendingRequests
N"CommandExpec ted)
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21 May 1978 . . System Development Corporation !
3.1.2 Cperator Process (Formal) TM-6B62/181/08 p
;
transform QpCat4 (Command: CommancName, _ 3
Raddr: OaviceAddress) ) ?
refcond CommandExpected ; !
Command<:Caté
effect N"PendincRequests = PendingRequests || é
S" { (NcuMsgld, : 1
OpRequest, 4 ‘
Command. :
§" ({ (DovicaType (Raddr) = UnitRecord => i
URPraocess H
<> AuthProcess), %;
nil, i
NoResponse) ) )) 3
& B
N"CommandExpec ted ;
(DeviceTupe (Raddr) = UnitRecord => é
KornelCal | ed(SendMessage (URProcess) ) i
<> KernelCal led(SendMessage (AuthProcess))) p
H
3
3
]
]
;
|
99




21 May 1978 System Developmant Cecrporation )
3.1.2 Operator Process (Formal) TM-6062/101/088

trarsform OpCatS (Command: CommandName)
refcond gommandExpectad
Command<:CatS
effect KernelCallad(KFcn(Command))
§“Ansuers = Ansuers;. (ClockRead, erne |Resul t)

N"CommandExpec ted

100 )

e T




\
|
I
!

e i

-
TR O P Yentim e om

——~

R D T S,

[PPSO TN

e 5 AR MR S G e g 6 e aa e At e i e i sy et

21 May 1978 System Development Corporation
3.1.2 Opcrator Prozcss (Formal) TM-6062/101 /00
transform OpCate (Command: CommandName)
refcond,gommandExpectod
Commanc<:Cat3 11 S" (ACNTwUSERIDS)
effect N"PendingRcquests = PendingRequests ||
S" ((NewuMeagld,
Maptlaerla,
Command,
S$" ((AuthProcass,ni| ,NoResponss))))
N"CommandExpec ted
KernelCal ied (SendMessage (AuthProcess))
191




21 NMay 1978 System Development Corporation
3.1.2 Operator Process (Formal) TM-6862/101/908

transform OpCat7 (Command: CommancName,
Nkcpps: set of ProcessName)

refcond Command = ACNT-USERIDS
effect (Nkcps<<aCurrentNkcps =>
N"PendingRequests = PendingRequasts ||
S" { (NauMagld,
OpRequest,
Command,
S"R:ResponseSiot (E"Pi1ProcessName
(Z<xNkcps
A R = (P,nil,NoResponse)})))
Q"CommandExpected

A"P:ProcessName (P<:Nkeps ->
s KerneiCal led (SendMessage (P)))

NeError
<> Error

N"PendingRlequests = PendingRequests

N"CammandExpeocted)
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( 21 May 1978 System Development Corgarltlon
' 3.1.2 Opcrator Proceas (Formal) TM-E062/101 /08

transform OpCat8a(Command: CommandName)
refcond CommancExpected
gommand = QUERY-LOGMSG
effect E“Ansuor. = Ansuersi. (ClockRead, MakeStr ing (LogMessage))

N"CommandExpec ted

193
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21 May 1978 Systam Oeveliopment Corporation
3.1.2 Operator Process (Formal) TM-6062/101/08

transform OpCat8b (Command: CommandName)
refcond CommandExpccted
gommand = SET-LOCGMSG
effect g"Ansuoro = Ansueret, (ClockRead,LogPrompt)

N"CommandExpected = false

194
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21 May 1978 Suatem Dwve lopment Cor
{ 3.1.2° “Qperator Procoss (Formal) TH-606,

transtorm OpCatsc {Lined: T'lItintegeril <= | & | <= 99),
Line: String)

refcond ~CommancExpected
effect Q"CommandExpected

([E"LiLogline (L.<:LogMeysage &
L.Num = Line#) =y
E"L:Logline (L<iLogMessage &
k.Num » Line#

N"Logllessage » !.oglessage ~ S"(L) ||
S"((Line#.Line)})
<> N"LogMessage =« LogHMersage || S"((Lined,Line)))
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21 Nay 1378 Systerm Developmant Corporation
3.1.2 Operator Process (Formal) TM-E062/181/00

transforn MnCat Command: CommandName)
refcond gnmmandExpectnd
Command = QUERY«~ALL
effect g"CommandEupucted
N"PendingRoquests = PendingRaquests ||
3" ({NewMagld,
Command,
S" ({(Kernei KerneiResul t,Responded),
{AuthProcess,ni | ,NoResponse!},
5 {URProcess,ni | ,NoResponse))))
gerneICalled(KF:n(QUERY-STORAGE))
§urnolCa|lod(Sendﬂassago(AuthProccss))

KernelCal led (Senditessage (URProcess) )

186
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21 May 19/8 System Development Corporation
3.1.2 Operator Procoss (Formal) TM-6062/1021/00

transform OpCatl@(Commanc: CommandName)

refcond CommandExpected
gommand = SHUTDOUWN

eftfect N"CommandCxpected
SEPnelCallnd(KFcn(SHUTDOUN))
gerncltélIed(SondNtosago(AuthProcesa))
SurnelCalIed(SendHessago(URProcoss))
gwrnQICalIed(Sendﬂcssago(AcntProcoss))

A"P:ProcessName (P<:CurrentNkcps ->
KernaiCal . ad(SendMessage(P)))
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21 May 1978 System Development Corporation
3.1.2 Operator Process (Formal) TH-6062/181/80

transform AUTHL (Nkcp: ProcessName)

efféct (Nkep<:Cur  :ntNkcps =>
o Error

&
N"CurrentNkcps = CurrentNkeps
<> NoError

8
N"CurrcntNkcpsr- CurrentNkeps |1 S"(Nkep))
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21 May 1378
3.1.2 Operator Process (Formal)

System Deveiopment Corporation
™-6962/181/80

transform AUTHZ (Nkci: ProqessNams)

effect (Nkcp<:CurrentNkcps =>
goError

N"CurrentNkcps = CurrentNkeps ~~ S" (Nkcp)
<> Error

&
N"CurrentNkcps = CurrentNkcps)
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21 May 1978 System Development Corporation
3.1.2 Operator Process (Formal) TM-60862/181/00

transform ProcessedResponse (P: PendingRequest,
Tex*t String,
Source: PracessName)

refcond §<:Péndingﬂequests
P.Kind = OpRequest
s
MsgName (Text) « ResponseTo(pRequest

effect (E"R:ResponseSiot(R<:P,Responses.&
E.Rospondent = Jource

R.State » NoResponse) =>
E"R:ResponseSiot (R<:P.Responses &
Z.Resnondent = Source

R.State = NoResponss

&
(E"gi:RessonseS|ot(R1<:P.Rasponsea &

& .
RL.State = NoResponse) =>
E"Ansuers = Ansuers

N“Pendingﬁequests = FondingRequests ~~ S" (P)
S"((P.Msgld,
P.Kind,
P.Command,
P.Respor:.es ~~ S"(R} 1|
S" ((R.Respondent,
Response (Text),
Responded}) i)
<> N“PendingRequests =~ PendingReguests ~~ S" (P)

N"Answers = Ansuers:.0OpResponse(F)))
<> Error} -
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21 May 1978 System Development Corporation
3.1.2 Operator Process (Formal) TM-6862/101/00

transform ProcessedCommand(Text: String)

effect (CommandExpected =>
E"Command: CommancdName (Command = CommancdName (Text) &
{Commanci<:Catd =»

<>

<>

<>

<>

- <>

<>

<>

<>

<>

<>

<>

OpCat@ (Command)
Commoand<:Catl =>

OpCatl (Command)
Command<:Cat2 =>

OpCat2 (Command)
Command<:Cat3 =>

OpCat6 (Command)
Command<:Catsd =>

0pCaté (Command, Raddr (Te.xt) )
Commanci<:CatsS =>

OpCatS (Command)
Conmand = ACNT<USERIDS =>

OpCat6 (Command)
Command = QUERY~LOGMSG =>

OpCat8a(Command)
Command = SET«LOGMSG =»

OpCatdb (Command)
Commanid = QUERYeALL =>

0pCat3 (Command)
Command = SHUTOOWN «=>

OpCatl@ (Command)
Error))

<> OpCat8c(line# (Text) ,Lina(Text)))
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21 May 1978 System Development Corporation
| 3.1.2 Operator Process (Formal) TM-6062/181/80

transform MsgNkep (Msgicd: Messageld,
Text: String,
Source: ProcessName)

“ refcond Source ~<:TrustedProcesses ||

S"(lOPaginSScheduler.lCScheduler,
Ne tuorkProcess, DumpProcessor)

effect (E"P:PendingRequest (P<:PendingRequests &
P.Msgld = Magld) =>

E"P:PendingRequest (P<:PendingRequests &
z.ﬂsgld = Msgld

éP.Kiad = OpRequest

MsgName (Text) = ResponseToOpRequest =>
ProcessedResponse (P, Text, Sourcs)
<> Grror})
<> (MggName(Text) = OperatorRequest =>

N"Ansuers = Ansuers;. (ClockRead, Text)
<> Error))

112
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(  21 Hay 1978 System Development Corporation :
‘ - 3.1.2 Operator Proceas (Formal) TM-6082/101/00 i
transform MsqUR (Msqld: Measageld, ;
Taxt: String, i
Source: ProcessName) i
refcond Source = URProcess : '
effect (E"P:PendingRequest(P<:iPendingRequests & é
P.Hsqld = Magld) => :
E"P:PendingRequest (P<:PendingRequests & %
z.ﬂsgld « Msgld g
éP.Kind a OpRequest §
‘ MsoName (Text) ~ ResponseToOpRequsst =» §
\ ProcessedResponse (P, Text, Source) E
! <> Error)) :
1 <> (MsgName(Text) = OperatorRequest =>
‘ N"Ansuers = Answers;. (ClockRead, Text)
‘ <> Error)) )
»
!
i
i
|
‘
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21 May 1978 System Oavelopment Corporation
3.1.2° Operator Procuses (Farmat) : TM-E@62/1081/88

transform MsglOPS (Megld: Message!d,
Taxt: String,
Sources Procollenr)

refcond Source = 10PagingSchedul er

effect (E"P:Pendingﬂequest(P<:Pondlngﬂoqunota &
: P.Msgld = Msgld) w>
E"P:PendingRequest1P<xPundingRQqucpts ]
:.Nagld = Magld o

éP.Kind = OpReques’

MagName (Text) = RosponlaTOOpRequlgt-->
Procqsaldﬁusponsc(P,Text.Sourqq) -
<> Error)) a
<> (MsgName (Text) = OperatorRequest «>
N"Ansuers = Ansuers: . (ClockRi ad, Text)
<> Error}) . v
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21 May 1978 System Oevelopment Corporation
3.1.2 Overator Procras (Formal) TM-6862/101/00

transform MsglOS(Msald: Messageld,
Text: String,
Sourcut ProcessName)

refcond Source = [0Scheculer

effect (E"P:Pendinglequest (P<:PendingRequasts &
P.Msgid = Mspld) =>
E"P:PendingRequest (P<:PandingRequests &
P.Magld = Msgld
]
(P.Kind = OpRequest
s
MeeName (Text) = ResponseToOpRequest =>
PrucessecResponse (P, Text,Source)
<> Error)) .
<> (MsgName (Text) = OperatorRequest =>
N"Ansuers = Ansuers;. (ClockRead, Text)
<> f:rror))
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2) Mey 1973 Syt tem Development Corporation }

3.1.2 Oporator Proceass (Formal) THM-606<2/101/008

transform MsgOumn (Msgld: Messageld,
Taxts String,
Source: ProcessName)

refcond Source = DumpProcessor

effect (E"P:PendingRequest (P<iPendingRequests &
P.Msgld « Msgld) =>
E"P:PenctingRequest (P<:PendingRequests &
z.ﬂsgld = Msgld

éP.Kind = OpRequest

MagName (Text) = ResponseToOpRequest =>
_ ProcessedResponse (P, Text,Source)
A <> Errcr))
<> (Msgiame (Text) = OperatorRequest =>
‘ N"Arguerg = Ansuers:. (ClockRead, Text)
<> Error))
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21 May 1978 System Devalopment Corporation
3.1.2 Operator Process (Formatl) T™M-6062/181/08

transform MsgAcnt (Msgld: Messegeld,
Taxt: String,
Source: ProcessName)

refcond Source = AcntProcess

effect (E"P:PendingRequest(P<:PendingRequests &
P.Magld = Negld) =>
E"P:PandingRequest (P<:PendingRequests &
P.Msgld = Megld

é
AéP.Kind = OpRequest
MsygName (Text) = ResponseToOpRequest =>
FrocessadResponsa (P, Text, Source)
<> Error})
<> (MsgName (Text) « OperatorRequest =>
N"Ansiiers = Answers;. (ClockRead, Text)
<> Error))
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21 May 13978 System Dsveiopment Corporation
3.1.2 Operator Process (Formal) ™-6062/181/00

transform MsgAuth(isgicd: MHessageld,
Text: String,
Sourcet ProcessName)

refcond Source = AuthProcess

effect (E"P:PendingRequest(P<:PendinpRequests &
P.Hsgld = lagld} «>
E"P:PendingRequest (P<iPendingRequests &
Z.ngld a Megld :

(P.Xind = OpRequest =>
{HagName (Text) = ResponseToOpRequest =>
ProcessecdResponse (P, Text, Source)
<> Error)
<> P.Kind = MapUserld =>
(MsgName (Text) = MappedUserid =>
{(P.Command<:Cat3 =>
OpCat3 (P.Command,Nkeps (Text))
<> P.Command = ACNT<USERIOS w>
OpCat7 (P.Command,Nkcps (Text))
<> Error)
<> Error)
<> Error})
<> (MagName (Text) = OperatorRequast =>
N"Ansuers = Ansuers:. (ClockRead, Taxt)
<> MsgName (Text) = AddNkcp =>
AUTH] (Nkepe (Text) )
<> MagName (Text) = DeleteNkep =>
AUTHZ (Nkcps (Text) )
<> Error})
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21 May 1978 System Development Corporation
3.1.2 Opcrator Procrss (Formal) TM-6R62/101/80

transform MsgNet(Meyld: Messagela,
Texlt Slring,
Sourcat ProcessName)

refcond Source = NetworkProcess

effect (E"P:iPendinuRoquest (P<:PendingRequests &
P.Magld = Msglad) w=>
E"P:PendingRequest (P<iPendingRequests &
P.Msgld = Mapld
&

(P.Kind » OpRequast «>
(MugName (Text) = ResponseTcOpRequest =»
ProcusuedResponse (P, Text, Source)
<> Error)
<> P.Kind = PrintpMeg «>
(MsgName (Text) « OpMsgPrinted =>
(Ansuers = nil =>
N"ConsoleQutputState = ldie
<> KernelCal ied(Sendiessage (
NetworkProcess))

2"ConsoleOutputStlte = Continuing
N"Ansuers = Ansuers:2)
<> MagName (Text) = OpHitAttn «>
g"CammandExpoctld
g"ConqoleOutputStato = [die
KarnelCélled(Sendﬂessagc(thuorkProc.sl))
<> Error)
<> P,Kind = RoadOpRacquest =>
(MsgName (Text) = OpRequestRead =>
ProceasedCommand (Text)
(EcmmandExpected
gonsoleoutputState » ldle
Ansuers ~= nil =>
Kerne!Cal i ec (SendHessage (
g NetuorkProcess))
z"Ansuers a Ansuersg:2

N"ConsoleQutputState = Continuing
<> N;Ansuars = Ansuvers

N"ConsoleQutputState =
ConscleQutputState)
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3.1.2 Operator Process (Formal) Th-8062/181 /80 )

<> MogName (Taxt) « OpHitAttn =>
g“CommlndEnpcﬂtld

g“ConuolcOutputStato w [dle

KarneiCalied(SendMessage (NetuorkProcwes))
<> Error)

<> Error))
<> (MsgNamei{Text) =« OperstorRequast =>

N"Ansuars = Ansuers:. (ClockRead, Text)
<> MagName (Text) = OpHitAttn =>

Q"Commlnd xpected
g”Consol00utputStatu = [dle

Kernel!Cal led (SendMassage (NetuorkProcess) )

<> Errorl))

e
oy
’A ]
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21 May 1978 System Qaevelopment Corporation ; 5
3.1.2 Operator Process (Formal) TM-6862/101 /7808 Lo

(, transform OpOriver (InterruptType:,
. InterruptSubType:,
| Megld: Messageld,
. Text: String,
. Source: ProcessName)

. affact (InterruptType = Externallinterrusi
(lnturruptSubT?pc = Measage =>
Kerne|Called(Recelvailessage)
)

(Source « AuthProcess =>
MegAuth (Msgld, Text, Source)
<> Source = URProcess «.
MegUR (Meglid, Tuxt,Source)
» <> Snyrce = [OPagingScheduler =»
i MeglOPS (Magid, Text, Source)
<> Scurie = [QSchaduler <>
| , Aegl0S (Meglid, Text,Source)
‘ <> Suurce = NetuorkProcess »>
Hquot(Nsslu.?axt.Sourca)
\ <> Source = DumpProcessor s>
{ MsgOump (Magld, Text, Source)
|

KM At T AT a0 il 0t < &

<> Source~<:TrustedProcesses ||
S" (10PagingScheduler, [QSchedul ar,

NetuorkProcess, DumpProcessor) =»
| MsgNkep (Megld, Text, Source)
) <> Error)
‘ <> Error)
( &<> Error)
b

garnchallod(Roc.ive!nt-rrupto)

KernalCal led (Re!lsaselPU)
end OpProcass
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21 May 1978 S?stem Daveiopment Corporation
3.2.1 Unit Record Process (Informal T™M-68682/181/00

3.2.1: Unit Racord Process
Informal Description

This section contains the informal description of the Unit Record
Process of KVM/378. -

Overviesu
The Unit Record Prccess (URProcess) performs four main functions:

(1) routes readers to the appropriate NKCP input
spoo!l file processor;

(2) controls the allocation of printers and punches
to NKCP oqutput spoal file processors;

(3) processes operator commands dealing with spool
files or unit record devices; and

(4) controls the allocation of all wunit record
devices and tapes.

Input Spoo!l Files

The Unit. Record Procass receives an external interrupt from the
Kerne! which tells the Unit Record Process that a particular card
reader is ready to transfer card images. The Unit Record Procass
initiates a single-card read, which causes the identification card
to be read. This identification card contains (at least) the
security level of the information in the file. The Unit Record
Process attaches the device to the appropriate NKCP and sends a
message to the NKCP controlling this security level, notifying the
NKCP that an input file awaits spooling. When the NKCP's input
spooi file processor has completed the traonsfer it notifies the
Unit Record Process, which in turn detaches the input device.

OQutput Spoo! Files

When the output spool file processor of an NKCP wishes to print or
punch a (set of) spool file(s), it sends a message to that effect
to the Unit Record Process, uhich in turn enters tha NKCP in a
list of NKCPs auaiting a real device. UWhen an appropriate device
becomes available, the Unit Record Process causes the device to be
readied for the new security level (possibly by the operator,
according to installation policy), attaches the device to the
NKCP, and notifics the NKCP. When the NKCP is finished Wwith the
device, it notifiss the Unit Record Procees, uWhich detaches the
device from the NKCP. The Unit Record Process then marks the
device as available, allowing the cycle to begin aneu.
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21 May 1978 System Deveicpment Corporation
3.2.1 Unit Record Process (Informal) TM-6862/181/00

Operator Commands

Operator commands reqgarding spool files or unit record devices ara
sent by the Operator Process to the Unit Record Process for
processing. Most information about spool filss Is distributed in-
the NKCPs, Thus the Unit Record Process processes cperator
commands dealing with spool files by sending messages to the NKCPs
and auaiting their responses. [t then gathers the responses and
prepares one message for the Operator Process, which Hill cause
the response to be printed on the operator’s console.

Each operator command Processed by the Unit Record Process is
discussed below, Figures 1 through three display the various
processing cycles of the unit record devices. :
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21 May 1978
3.2.1 Unit Record Process (Informal)

NON-SPOOLING USES

DRAIN

STARTED,
AVAILABLE

fﬁv 7 3

SECURITY
HEADER

l

ATTACH,
PENDING

0
SPOOLING
PROCESS [*

Figure 1

THE READER SPOOLING CYCLE
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21 May 1978 System Development Corporation
3.2.1 Unic Record Process (Informal) T™-6062/101/00
NON-SPOOLING USES
DRAIN
STARTED,
7| AVAILABLE
SECURITY |t —py SECURITY
TRAILER SECURITY SECURITY HEADER
WAIT FOR TRAILER HEADER WAIT FOR
READY — 4= READY
ATTACHED
TO SPOOLING |—mad
PROC!S;
Figure 2
Printer and Punch
Spooling Cvcles
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3.2.1

System Development Corporation
Unit Record Procaess {Informal)

T™=6062£101/00
SPOOLING USES
START
DRAINED, ATTACH
AVAILABLE

NOT AvAiLABLE
FOR SPOOLING,
OFFLINE

NOT AVAlLABLE
FOR SPOOLING,
RELINQUISH ATTACHED TO
DEVICE USER
DETACH
NOT SPOOLING,
PENDING
Figure 3

NON-SPOOLING CYCLES FOR ALL UNIT RECORD DEVICES

126

R —-—mﬁmn




R S T

n

i
;

FETIERT T I RTER T § S e S i R T T

21 May 1978 S-rntom Development Corporstion
3.2.1 Unit Record Process ([nformal TM-8062/101/08

Operator Commands
sant first to Unit Record Process

Command s/M Map Cate~ Destination(s)
gory
QUERY«UR Both - e Attached Processes
QUERY«ALL Bo th “ 8 Attached Processes
QUERY«+RADDR Both - ] Attached Processes
QUERY+TAPES Both - | Attached Processes
QUERY«F [LES~USERID S U<>N 3 NKCP
QUERY«FILES~ALL ] - 2 al) NKCPs
QUERY«-READER«USERID S U->N 3 NKCP
QUERY«~READER-SPOOL D S - 1 NKCP
QUERY~READER«ALL M - 2 al) NKCPs
QUERY+~PRINTER«{SERID S U->N 3 NKCP
QUERY~PRINTER-S”QOLID S - 1 NKCP
QUERY~PRINTER+ALL M - 2 al! NKCPg
QUERY«PUNCN<USERID S U=>N 3 NKCP
QUERY«~PUNCH«SPOOL ID S - 1 NKCP
QUERY«PUNCH«ALL y] - 2 all NKCPs
QUERY«HOLD M - 2 all NKCPs
SHUTDOWN See command description
BACKSPAC ) - 4 Attached Process
CHANGE~USERID ] U-sN 3 NKCP
CHANGE~SYSTEMCLASS~ALL M - 2 all NKCPs
CHANGE~SYSTEM-SPQOLID S - 1 NKCP
ORAIN See command description
FLUSH S - 4 Attached Process
FREE S U->N 3 NKeEe
HOLD S U->N 3 NKCP
OROER«USERID ) U=sN 3 NKCP
ORDER«SYSTEM Both - 6 some NKCPs
PURGE+USE D S U->N 3 NKCP
PURGE«SYSTEM Both - 6 some NKCPs
REPEAT S - 4 Attached Process
SPACE S - S Attached Process
STARY See command description
TRANSFER See commund description
ATTACH See commanc description
DETACH See command description
LOACBUF See command descriptian
VARY See command description
LOCATE S - 7 Attached Process
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21 May 1978 Systen Development Corporation
3.2.1 Unit Record Process (Informai) TM-6@62/181/08

Dedicated Device Attachment

The Unit Record Process also oversses the assignment of unit
record devices and tapes in nonsharable status to YMs. There are
two ways & user can initiate the attachment of a dedicated device.
At logon time, the Authorization Process wil! automatically
request device attachment if a permanent device attachment request
existes In the user's directory entry. The user may aiso request
device attachment from the operator uho will send the request on
to the Unit Record Process. In sither cese, the device must be
available for assignment (i.e,, not attached to some other processs
and in the case of readers, printers, and punches, not involved In
spooling operations) and must meet security requirements. The
Unit Record Process performs the attachment if it can and notifles
the requesting process of the result., (Further details can be
found in a later section.)

More on Readers

Each reader's initial state is either "Orained, Available" or
"NotAval lableForSpool ing, OftfLine," depending on the system
configuration information provided by the Authorization Process.

The "Drained, Available" state provides the |ink batussn the
spool ing and nonspocling cuycles: to be employed in a8 nonspaoling
capacity, a device must first reach this state. For example, the
ORAIN command must be issued for a device before it can be
attached to a user, or varied offline.

A device can be entered into the spooling cycle by issuing the
START command. The reader’'s associated state then becomes
“Started, Available.” The very first time the START command s
issued, a list of file classes the device may process must be
provided.

A UWalk Around the Reader Spooling Cycle

The operator first issues the START command, providing a 1list of
file classes uhich the reader may process.

The operator then loads a deck of cards into the reader's hopper
and preoses the read button, The resulting "Ready" interrupt
("ODevice End") causes a state transition from "Started, Available"
to "Started, SecurityHeader". The Unit Record Process initiates a
card read operation to read in the header card that contains the
sacurity leval of the deck.

The interrupt generated by the end of the card causes the next
state change. |f there is no read error, the Unit Record Process
attaches the device to tha NKCP uwhich shouid process this security
level. The state changes to "Started, SpoolingForProcess." I[f
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21 May 1978 System Development Corporation
3.2.1 Unit Record Process (Informal) TM-5062/181/008

there is & read error, the Unit Record Process notifies the
operator that physical intervention is required by sending &
message to the Operator Process. The Unit Record Process then
updates its state information for this reader to reflect that a
wait for @ "Devics Ready" interrupt is necessary., Upon receipt of
this Interrupt (caused by the operator again pushing the read
button), the Unit Record Process reissues its request for input of
the header card,

1t the appropriste NKCP does not currently exist, the Unit Record
Process asks the Authorization Process to create it. The state
becomes "Started, AttachPending.” When the reader has resched
this state, further processing auwaits the receipt of a message
from the Authorization Process stating whether or not the NKCP uas
created.

Jnce the reader is under the control of the NKCP, the Unit Record
Process upcates the status of the reader to “Started,
Spoo! ingForProcess.” The Unit Record Process pagn no  more
attention to the reader until the controlling NKCP explicitly
requests its release.

For various reasons the Unit Record Process can reject the reguest
that t-e reader be attached to an NKCP. These reasons include:

o the reader is not cleared to read this deck
{operator error): or

o the NKCP wuhich should read this deck does not
currently exist, and for some resson the
Authorization Process Is not going to create it.

In these cases, the Unit Record Frocess returns the device to the
"Available" state and sends 2 message to the Operator Process
asking e operator to physicaliy fiush the deck from the reader.

I1f the attach succeeds and the card deck is processed by some
NKCP, .» Unit Record Process uwill next receive a releass request
from the NKCP. At this point, the Unit Record Process detaches
the device from the NKCP, and updates the device status to
“Started, Available". The cyclie is then complate.
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3.2.1 Unit Record Process (Informal TM-6062/101/0@

A More Detailed View of Dedicated Device Attachment

At logon, the Authorization Process attempts to attach to the new
VM each of the devicos listed in the dedicated device section of
the directory entry for the user logging on. (See the description
of the Authorization Procoas for & detailed view of the directory
and ite contents.) [f the device boing requested is sither a unit
record dcvite or a tape drive, the Authorization Process, after
examining the security conditions of the attachment, requests that
the actual assignment be performed by the Unit Record Process.
The Unit Record Procoss determines if the device is available (not
attached to any other process, and if a unit record device,
drained), and attaches the device if, it can. It informe the
Authorization Process of tha resulit. The Unit Record Process does
not directly notify the NKCP, since the Authorization Process will
inform the NKCP of the device attachment st the same time it tells
the NKCP about the new VM.

When the NKCP is finished uWith - the device (bacause the user
er formed an explicit detach or because he or she Iogaod off), the
KCP is expected to direct!y notify the Unit Record Process which

néég update its status information and detach the device from the

The other method of attaching a device for nonsharable use
requires that the user send a message to the system operator uho
decides if such an attachment should be performed. The operator
first ensures the cevice is available and/or drained, and then
types the operator command ‘Attach’ Wi th the appropriate
paramsters., [f the device is a unit record davice or a tape
drive, the Operator Process reflacts the message to the Unit
Record Process. The Unit Record Process datermings wuhsther the
device is available and/or drained, and whather or not the process
and device have compatible security levels given the requested
access. !f these conditions are met, the Unit Record Process
performs the attachment. I|f the attachment is performed, the Unit
Record Process informs both the operator and the affected NKCP.
I[f it cannut be performed, the Unit Record Process informs only
the operator. [f tha operator then decides that the device is not
currently assignable to the NKCP, it is up to him or her to so
inform the NKCP., Again, uwhen the NKCP is finished with the
device, it directly informs the Unit Record Process which releases
the assignment.

In summary, dedicated unit record or tape drive device attachment
is performed either at togon time or by operator request, rather
than b the wuser directly requesting attachment from the Unit
Record Process. Houcver, device detachment is directly requested
of the Unit Record Process. ,
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21 May 1978 System Development Corporation
3.2.1 Unit Recorc Process (Informal) TM-60862/101/08

QPERATOR PROCESS
- Recuests -

QUERY

"Provide status information on the real or virtual
machine, and miscel!aneous CP functions."

UR, "'ALL - for each device in each device toble;
if device is current!y attached to NKCP:
reflect measage to NKCP

prepare response from status information
and NKCP response
else:

prepare response from status information
sand response to Operator Pro:sss
raddr - (racidr must be unit record device)

1f device is currently attached to NKCP:
reflect message to NKCP

prepare response from status information
and NKCP rasponse
elsae:

prepara response from status information
send response to Operator Process

FILES - user id - map user id to NKCP id
reflact message to NKCP
send NKCP responss to Operator Process

(ALL] - reflect message to each NKCP
gather responses
send amalgamated responsa
to Operator Process

READER, PRINTER, PUNCH -
user id ~ map user id to NKCP id
. reflect message to NKCP
send NKCP response tc Operator Procass

spnol id - (syntax has been extended
to provide NKCP ids along
Wwith all spool ids]

reflect message to NKCP

ouning spool file
send NKCP response to Operator Process
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Unit Record Process (Informal) T™M-6862/181 /08

(ALL) = reflect mevsage to each NKCP
gather responses
send amaigamated response
to Operator Process

HOLD - refiect message to each NKCP
gather responses

send amaiqamated response to Operator Process

BACKSPAC

device,"

CHANGE

ORAIN

current

“Restart or backspace the output of a unit record spooling

(device must be printer or punch;
must he assigned ta Process)

refluct message to Process ouning device
send Process response to Oparator Process

"Alter one or more attributes of a closed spooied file,"

user id - map user id to NKCP id
reflect messaga to NKCP
send NKCP response to Operator Process

SYSTEM - i¢ "CLASS" or "ALL" spaci fied:
refiect message to each NKCP
gather responges.
send amaigamated response

to Operator Process

alsa: {spool id specified)
(syntax has been extended to
provide NKCP ide along with
all spoof idsl]

reflect mesaage to NKCP ouning spool file
send NKCP response to Uperator Process

"Stop spooling activity on the specified devices after the
fites in operation reach termination," :

update appropriate device table entrias
refiect message to each Process

ouning an affected devics,
if no message has already been sent
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3.2.1 Unit Record Process (Informal) TM-6062/101/09

gather resphonces
scnd amaigamated response to Operator Process
FLUSH

"Eliminate and halt the current file output on the
specified real unit record device."

{device must be printer or puncht
must be assigned to Processl

reflect message to Process ouning device
send Procoss reaponse to Qperator Process

FREE

"Release spool HOLD status from previousiy hel!d files for
real reader, printer, and punch devicaes."

map user id to NKCP id
reflect message to NKCP
sond NKCP response to Operator Process

HOLD
"Defer file output to the real reader, printer, and punch
devices."
map user id to NKCP id
reflect message to NKCP
send NKCP response to Operator Process
ORDER
"Redefine the order of ciosed spool files."
user id - map user id to NKCP id
reflect message to NKCP
send NKCP response to Operator Procass
SYSTEM - determine concerned NKCPs
refiect message to each
gather responses
send amalgamated response to Operator Process
PURGE
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3.2.1  Unit Rocord Procass (Informal) ™M-8@62/101/806
"Remove spoolied file(s) before roadlng. punching, or
printing,"
user ld - map user id to NKCP id
reflect message to NKCP
. snnd NKCP responss to Operator Process
SYSTEM - dotermlno concerned NKCPs .
reflect message to each
gather responses
send amalgamated response to Operator Process
REPEAT
"Add to the numher of copies of an output printer or punch
file on a real unit record device."
(raddr must be & printer or punchi
must be assigned to an NKCP]
reflect message to Process owning device
send Process responss to Opsrator Procen.
SPACE
"Force single space on the printer, rogardlosa ot carrisge
control codes contained in the file,"
(racddr must he a printers
must be assigned to an NKCP)
reflsct message to Process ouning davice
send Process response to Operator Process
START
*Stact unit record devicss, or restart drained devices, or
restart and change output classes that may be serviced."
update appropriate device table entry
send respnnse to Operator Prococs
TRANSFER
"Oirect an input spool file to or retrieve It from a
specified vser's virtual card reader."

lsyntax has bean extended to provide NKCP ids
along With all user idsl
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21 May 1978 System Development Corporation
3.2.1 Unit Record Procass (Informal) TM-80862/181/88

user id, SYSTEM spoolid =
TO user id. FROM user id =
it aource NKCP « dustination NKCP:
reflect message to source NKCP
sand NKCP respcnse to Operator Process
slsal
sand "l legal" message to Operator Process

FROM ALL - not allowed in KVM/3780

SYSTEM ALL -
TO user id - not allowed in KYM/370

FROM user id - (same as SYSTEM spoolid FROM user id)

ATTACH
»
"Attach a real device to 8 virtual machine or the real
system."

[radcdr must be & unit record device:
device must be in a DRAINED statel

KerneiCall: GrantAccess

upclate appropriate device table entry
send responsc to Operator Process

DETACH

"Remove a real or virtual device or channel from a virtuai
machine or the real system."

raddr must be a unit racord device:
device must be in a DRAINED statel

KerneiCall: ReleaseDevice

update appropriate davice table entry

send response to Operator Proceas
LOADBUF

“Load a specified train image intc either the 1483
universal character 3at buffer or the 3211 universal character set
or form control buffers."

(raddr must be a printer in a ORAINED statel

if device is currently attached to NKCP:

refiect message to NKCP
send NKCP responss to Operator Process
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21 May 1978 S?stem Development Corporation
3.2.1 Unit Record Procoss (Informal TM-6P62/101/88
| ' ; .
: else: . . ‘ )
update appropriate cdevice table entry
R VARY - : 3

"Allow or disallow the availability of a device to the
vM/370 control program," o

racdr - [raddr must be a unit record devicel

upcdate appropriate device table entry
if davice is attached to Process, notify Prccess
send response. to Operator Procass

R T S

LOCATE

"Provide the starting location of the user’s CP control
biocks or (virtual or real) devices.,"

raddr - [raddr must be a unit record device;
device must be assigned to NKCP]

reflect message to NKCP owning device
send NKCP response to Operator Process
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L 21 May 1978 System Oevelopment Corporation f
‘ j 3.2.1  Unit Record Process (Informal) TM-6062/181/00 i
; ‘ ( :
T Authorizrtion Process |
i - Rasponses - ;
| )
AddedNkcp :
Canno tAddNkep i
User | dMapped
Authorization Process
- Requests -
. AttachDevice
E DeleteNkcp
3
NKCP Requasts
{
AssignSpoolilevice
RelesaseSpooilevice
DetachDevice
o
' NKCP Responses
ResponseToCpRequest
DetachDevice
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21 May 1978 Systam Deveiopment Corporation
3.2.2 Unit Record Process (Formal) TM-8862/181/¢t3

3.2.2: Unit Record Process
Formal Specification

module URProcess

tupe

DeviceAddress,

Char,

String = list of Char,

HardwareStatus,

Messageld,

ProcessName,

Class,

ResponseStatus = (NoResponse,Responded),

RelDevRequestStatus = (NoNeed,ShouldSend,Sent),

CommandName « (QUERY-UR«ALL,QUERY+~RADDOR,
OUERY«F ILES«USER|D~, QUERY~FILES«ALL,
QUERY«ROPRPU~USERID, QUERY+RDPRPU~SPQOOLID,
QUERY«~ROPRPU«~ALL , QUERY«HOLD, BACKSPAC, CHANGE+~USERID,
CHANGE «SYSTEM,DRAIN, FLUSH, FREE, HOLD, ORDER-USERID,
ORDER-SYSTEM, PURGE-USERID, PURGE-~SYSTEM, REPEAT, SPACE,
TRANSFER, LOCATE«~RADDR) ,

ReqestCategory = (OpRequest,MapUserid,NeadNkep,RelinquishDevicel,

InputDeviceStatus = (SecurityHeader,SecurityHeaderlai tForReady,
AttachPending,AttachedToSpool ingProcess,Availablae,
AttachedToUser,DetachPending,0ffline),

OutputDeviceStatus = (SecurityHeader,SecurityHeaderWaitforReady,
AttachedToSpool ingProcess,SecurityTrailer,
SecurityTra: lerlaitForReady,Avaiilable,AttachedTalser,
DetachPending.0ftLine),

TapeDriveStatus = (Available,AttachedToUser,0f fLine,DstachPendingl},

ActivityStatus = (NotSpooling,Drained,Started,Oraining),

Spoolid = structure off
Process = ProcessName,
File = T"lsinteger(@ <= 1 & | <= 9399)),

OORequestStatus = (Processing,WaitingForDevice),
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TH-6862/101/80

QutputDeviceRequest = structure of |
Procass = ProcessName,
RecjuestedCiasses =~ set of Class,
AttachedDevice = DeviceAddress,
State = 0DRequestStatus),

TapeOriveEntry = structure of {
Racddr = DeviceAddress,
State = TapeDriveStatus,
AttachedProcess = ProcessName),

ResponseSlot = structure of (
Respondent = ProcessName,
Text = String,
State = ResponseStatus),

PendingRequest = structure of (
Msgid = Messageld,
Kina = RequestCategory,
Command s CommandName,
Responses = set of ResponseSiat),

ReaderEntry = structure of (
Racdr = DeviceAddress,
State = ActivityStatus,
CyclePosition = InputDeviceStatus,
AttachedProcess = ProcassName,
ClassesServedCurrentiy = set of Class,
ClassesServedNextCycle = set of Class,
ChannelStatusllord = HardwareStatus,
LineBuffer = String),

PrinterEntry = structure of {

) Rarledr = DevicoAddress,
State = ActivityStatus,
CyclePosition = QutputDeviceStatus,
AttachedProcess = ProcessName,
ClagsesServedCurrently = set of Class,
ClassesServecdNextCuycle = set of Claas,
Rel inquishDev.ceRequestState =« RelDevRequestStatus,
ChannelStatusllord » HardwareStatus),

PunchEntry = structure of |
Rarldir = OeviceAddress,
State = ActivityStatus,
CyclePosition = QutputDeviceStatus,
AttachedProcess = ProcessName,
ClassesServediurrent|y = set of Class,
ClassesServedNextCyciea = sat of Class,
RelinquishleviceRequestState = ReilevRequestStatus,
ChannelStatusldord = HarduareStatus),
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21 May 1978

System Development Corporation
3.2,.2 Unit Record Process (Formal)

TM-6062/101/88

NkcpEntry = structure of
Process = ProcessName,
UsaliicReaders = set of DaviceAddress,
UsablePrinters = set of DeviceAddress,
UsablePunches = set of DeviceAddress,
UsableTapeOrives = set of DeviceAddress)

type
Messagelabel « ({Addedikep,CannotAddNkep,UserldMapped,
AdciNkcp,DeleteNkep,AttachDevice),

DeviceTypes,
KernelFunction,

Cat@ « T" (QUERY+UR,QUERY~ALL,QUERY~RADOR, QUERY+-TAPES),

= T" (QUERY+READER~SPOOL 10, QUERY«~PRINTER-SPOOLID,
QUERY«PUNCH«-SPOOL 10, CHANGE+-SYSTEM~SPOOL 1D},

Cat2 = T" (QUERY«FILES~ALL,QUERY~READER~ALL,QUERY~PRINTER~ALL,
QUERY«~PUNCH«-ALL , QUERY«HOLD, CHANGE ~SYSTEM-CLASS«+ALL),

Cat3 = T" (QUERY«FILES~USERID, QUERY-READERUSER!D, QUERY-PRINTER-USERIDO,
QUERY«~PUNCH-USER 10, CHANGE+-USER10, FREE , HOLD, ORDER-USER!O,
PURGE~USERID},

Cat4 = T" (BACKSPAC,FLUSH,REPEAT),

CatB = T" (OROER~SYSTEM,PURGE«SYSTEM)

constant

MsgName {(Str ing) :Messagel abel,

DeviceType (DeviceAddress) :0evicaTypas,

Raddr (String) :DeviceAddress,

NeuwMsgld:Messageld. .

SendMessage {ProcessNamne) :Kerne!Function,

De f inedE | selihere:booiean = true,

Nkcps(String)tset ot ProcessName,

OpCmd (String) :CommandName,

OpProcess, URProcess, AuthProcess,AcntProcess,UpdaterProcess:
ProcessName,

TrustedProcesses = S" (OpProcess,URProcess, AuthProcess,
AcntProcess,UpdaterProcess)
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21 May 1978

System Development Corporation
3.2.2 Unit Record Process (Formal)

TH-8862/101/00

variable

Shut tinybDown: boolean,

Readers: set of ReaderEntry,

Printers: set of PrinterEntry,

Punches: sot of PunchEntry,

TapeOrives: set of TapeOriveEntry,
PrinterSpooiRequeste: set of QutputDeviceRequest,
PunchSpooiRequests: set of OutputDeviceRequasts,
CurrentNkcps: set of NkcpEntry,

PendingRequests: set of PendingRequest
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21 May 1978
2.2 Unit Record Process (Formai)

initial
zcndingnequeste = Empty

EurrentNkcps - Empty
grlnterSpooanqucoto - Empty
;ShuttingOoun

A"R:ReaderEntry(R<:Readers ->
(g.State = Orained

R.CyclePosition = Available
g.AttaxhedProcess = URProcess
g.LineBuffer = nil
g.ClassesScrvedCurrantlg w Empty
g.ClassesServedNextCycle = Empty))

4
A"P:PrinterEntry(P<Printers -»
(z.State = Drained

P.CyclePosition = URProcess
g.AttachedProcess = URProcess
g.ClassosServedCurrentlu = Empty
g.ClassesServedNexthcle - Emptg
g.RelinquisthviceRequestStata « NoNeed))

]
A"P:PunchEntry(P<:Punches ->
(Z.State = Drained

P.CyclePosition = URProcess
g.AttachedProcess = URProcess
g.CIassasServedCurrentlg = Empty
g.CIassesServedNexthclo = Empty
2 g.ReIinquishDeviceﬂequestState = NoNeed))
A"T:TapeDriveEntry(T<:TapeDrives ->
(T.State = Availabie

&
T.AttachedProcess » URProcess))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-60852/181/00
ariant

n
"

v
Rl,R2:ReaderEntry(Rl<:Readers & R2<:Readers ->
(Rl.Racddr = R2.Racidr -> Rl = R2))

“Prl,Pr2:PrinterEntry(Prle:Printers & Pr2<:Printers ->
{Prl.Racdr = Pr2.Raddr -> Prl = Pr2))

"Pul,Pu2tPunchEntry (Pul<:Punches & Pu2<:Punches -»>
(Pul.Radcdr = Pu2.Raddr ~> Pul = Pu2})

i
A
]
A
]
A
] ,
A"Ti,T2:TapeDriveEntry(Tl<: TapeDrives & T2<:TapeOrives ->
s (Tl.Raddr « T2.Raddr => Tl = T2))
A"R:ReaderEntry, Pr:PrinterEntrg. Pu:PunchEntry, T:TapeDriveEntry
(R<:Reacders & Pr<:Printers & Puc:Punches & T<:TapeDrives ->
lg.Raddr ~- Pr,.Raddr & R.Raddr ~» Pu.Radir & R.Raddr ~= T.Raddr

:r.Raddr‘ ~n Pu.Raddf’ & PP.Raddl‘ ~e ToRaddr
Pu.Radcr ~= T,Raddr))
&
A"R:ReaderEntry(R<:Reacders ->
((R.State = NotSpooling ->
R.CyclePosition<:S" (AttachPending,DetachPending,
AttachedToUser,QffLine)
<> R.CyclePosition<:S" (Securi tyHeader,
Secur i tyHeaderWlai tForReady,
AttachPending,
AttachedToSpool ingProcess,Available))

(R.CyclePosition = Available ->
(E.ClassesServedCurrentlg = R.ClassesServedNextCycle

R.AttachedProcess = URProcess))))

A"P:PrinterEntry(P<:Printers ->
((P.State = NotSpooling =>
P.CyclePosition<:S" (AttachPending.DetachPending,
AttachedToUser,0ffLine)

<> P.CyclePosition<:S" (Securi tyHeader,
Secur i tyHcaderWai tForReady,

SecurityTrailer,
SecurityTrai!erlaitForReady,

AttachedToSpoc! ingProcess,Availablae))
8

(P.CyclcPosition = Available ->

(Z.Classes$erved0urrentIg = P.ClassesServedNextCycle
P.Attack-  Jcess » URProcess})))

s
A"P:PunchEntry (P<:Punches -»>
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21 May 1978 System Oevelopment Corporation
3.2.2 Unit Record Process (Formal) TM-6062/101/80

((P.State = NotSpooling a>

P.Cuzlelasitione: "(AttachPending,DetachPending,
AttachedToUser,0ffLine)
<> P.CyclePosition<:S" (Secur i tyHeader,
Secur i tyHeaderlai tForReady,
SecurityTrailer, ' >
SecurityTraileriai tForReady,
AttachedToSpool ingProcess,Available))

(P.CyciePosition =« Available -»
(Z.ClassooSorvndCurrontlg = P.ClassesServedNextCycle

P.AttachedProcess = URProcess))))
A"DR:OutputDnviceRequest((?R<:PrlntarSpoolRuquests

DR<:PunchSpoc|Requests) ->
(E"N:NkepEntry (N<:CurrentNkcps &
. N.Pracess « DR.Process)))
A“Nl.N2:NkcpEntrg(Nl<:CurrentNkcps & N2<:CurrenthNkcps ->
(N1.Process = N2.Process -> N1 = N2))

A"N:NkcpEntry (N<:Curren (Nkcps -»>
(A"D:DeviceAddress
((D<:N.UsableReaders =>
E"R:ReaderEntry(R<:Readers &
0 = R.Radd!") s
<> D<:N.UsablePrinters «> -L)
E"Pr:PrinterEntry(Pr<:Printers & :
0 = PF.RGddP)
<> D<:N.UsablePunches =>
E"PuiPunchEntry (Pu<:Punches &
D= PUtRad_df‘)
<> D<:N.UsableTapeDrives =>
E"T:TapeDriveEntry(T<: TapeDrives &
0 = T.Raddr)})))

A"Pl.PZ:PendingRequest(P1<:Pendingﬂequasts 8 P2<:PendingRequests ~>
(Pl.Msyld = P2.Msgld -> PI = P2)}

&
A"P:Pendingﬁequest(P<:PendingRequests ->
(A"R1,R2:ResponseSiot (R1<:P.Responses & R2<:P.Responses ->
(Rl.Respondent = R2.Respondent ~> Rl = R2))))
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21 May 1978 System Development Corporation
3.2.2 Unit Racord Process (Formal) TM-65062/181/00

transform KerneiCal led(K:KerneiFunction)

effect true
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21 May 1978 System Davelopment Corporation
3.2,2 Unit Recorcd Process (Formai) TM-6062/181/00

transform RO (Raddr: DeviceAddress)

refcond E"RiReacderEntry (R<:Reacders &
R.Raddr = Roddr)

effect E"R:RoaderEntry(Re<iReaders & R.Racidr = Raddr &
(R.State<:S" (NotSpool ing,Orained)

|
R.CyclePosition<:S" (AttachPending,AttachedToSpoo! ingProcess,
AttachedToUser,DetachPending,0¢flLine) =>
Error
<> (R.CyclePosition = SecurityHeader =>
(R.Channe|Statuslord.Uni tCheck =>
RO21
<> RD2a)
<> R.CyclePosition = SecurityHeaderlaitForReady =>
(R.Channe!Statusilord.Uni tCheck =>
RC2b
<> RD2e)
<> R.CyclePosition = Available =>
(ShuttingOoun => :
KernelCal led{(SendMessage (OpProcess))
<> ROL (Raddr))}))
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' 21 May 1978 Systam Deveiopment Corporation
l 3.2.2 Unit Recorcd Process (Formall TM-6062/1081/60

transtform PR(Raddr: DeviceAddress)

L refcond E'PiPrinterEntry({P<:Printers &
P.Racddr = Raciir)

effect E"PiPrinterEntry(P<:Printers & P.Raddr = Raddr &
(P.State<:S" (NotSpooli ing,Orained)

|
P.CyclePosition<:S" (AttachedToSpool ingProcess,
E AttachedTolUser,DetachPending,0fftLine) =>
rror
<> {(P.CyclePusition = SecurityHeader =>

(P,ChannaiStatusiord.Uni tCheck => .
PR3Nh
<> PR3a)

<> P.CyclePosition = SecurityHeaderlaitForRuady =>
: {P.Channe|S tauslord.Uni tCheck =>
PR3b
\ <> PR3¢)
j <> P.CyciePosition = Available =>
» (PrinterSpoo|Requests ~= Empty
&

P.State = Started

(AL O O A R

i [\
) E"OR:OutputOeviceRequest (DR<:PrinterSpooiRequesis =>
(gR.State = WaitingForDevice

—— sy

. P.ClassesServedCurrentiy 84 DR.RequestecC|asses
i ~a Empty ->
PR2)))
<> P.CycicPosition = SecurityTrailer =>
(P.ChanneiStatusllord.Uni tCheck =>
PRSH
<> PRSa) _
<> P.CyclePosition = SecurityTrailerlaitForReady =>
(P.Channe!Statusllord.Uni tCheck =>
PRSH
<> PRSel)))
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21 May 1978

3.2.2 Unit Record Proceas (Formal)

System Develiopment Corporation
TM-6862/181/00

transtform PU(Racddr: OeviceAddress)

refcond E"P:PunchEntry(P<iPunches &
P.Raddr = Raddr)

effect E"PiPunchEntry(PeiPunches & P.Raddr = Raddr &
(P.State<:5"(NoiSpoollng.Dralnod)

|
P.CyclePosition<:S" (AttachedToSpool ingProcess,

<

v

<

v

<>

<>

<

v

Error

AttachedToUser,DetachPending,0ftfLine) =>

(P.CycicPositian -’SocurltgHeedor >
(P.CHanne!Statuslord.Uni tCheck =>

<>

PU3NL
PU3a)

P.CyclePosition = SecurityHeaderWai tForReady =>
{P.Chann |IStausiord,UnitCheck =>

<>

P.CyclePos

PU3h _
PU3c) .
ition = Available «»

(zunchSpoolRequosts ~u Empty

P.

]
E"DR:QutputDeviceRequest (DR<:PunchSpoo|Requests ->

State = Started

(OR.State = WaitingForDevice

P.CyclePos
(P.

<>
P.CyclePos
(P.

<>

&
P.ClassesServedCurrently 88 DR.RequastedCiasses

~u Empty ->
PU2)))

ition = SecurityTrailer =>
ChannetStatuslord.UnitCheck =>

PUSHh

PUSa) .
ition = SecurityTrailerlaitForReady =>
ChanneiStatusiord.Uni tCheck =>

PUSk

PUSe) )} ))
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21 May 1978 System Oevelopment Corgorltlon
3.2.2 Unit Record Process (Formal) TM-6062/101/00

v TY

transform MesgAuth(Msgld: Messageld, : i
Taxt: String, i
Source: ProcessName) i

refcond Source = AuthProcess

effect (E"PiPendingRaquest(P<:PendingRequests &
P.Msgld = Hsa[d) u> :
(E"PiPend|nglequest (P<tPendingRequests & P.Msgld = Megid &
{P.Kind = NestNkcp =>
(MsgName (Text) = AddNkcp-=>
RO3a (Raddr (Text))

&

N"PendingRequests = PendingRequests a~ s* (P}
<> HaaNcmo(Toxt) e CannotAddNkep =>

D3b (Raddr (Text))

& .
N"PendingRequests = PandingRequests ~~ g P
<> Error)
<> P.Kind = MapUserlid => - :
(MsgName (Text) = UserlidMapped => :
(Nkep (Text) = nit => ‘ H
KernelCal led (SendMessage (OpFrocess))

d &N"Pondingﬂaqgngs7p; PandingRequests
| <> ﬁffnolCal|od(SendHessage(Nkcp(Toxt)))
( N"PendlngRqu:t;nzp?e??lngRoquo:to
S* {(Neulsgld.
OpRequast,

OpCmd (Text),
§" ((Nkcp (Text),

nil,
NoResponse))!))
<> Error)
<> Error)))
<> /v message is a request, not a response %/
(HsgNama(TexszﬁlAddecp ->

<> MsgNang (Text) = DeleteNkcp => A i
AUTHZ2

<> MsgNama(Text) = AttachDavice =>

(DaviceType (Radcdr1Text)) = Reader =>
AUTH3a (Raddr (Text))

<> DaviceType(Raddr (Taxt)) = Printer w>.
AUTH3L (Raddr (Text) )

<> DaviceType(Raddr (Taxt)) = Punch =>
AUTH3c (Raddr (Text) !}

<> DeviceType(Raddr (Text)) = Tapelrive =>
AUTH3d (Raddr (Text) )
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21 May 1978
«2.2  Unit Record Process {(Formal)

<> Eprror)
<» Error))
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21 May 1978 System Osvelopment Corporation
3.2.2 Unit Record Process (Formal) TM-E062/101/28

transform MsgOp(Msgld: Messageld,
Taxt: String,
Source: ProcessName)

refcond Source = AuthProcess

effect (E"P:Pendingﬁequest(P<:PendingRequests &
P.Msgld = Msgld) =>
Error
<> (MsgName (Text) <:Cat@ =>
0P8 (MsgName (Text) )
<> MggName (Text) <:Catl =>
' OP1 (MsgName (Text) )
<> MsgName (Text) <:Cat2 =>
QP2 (MsgName (Text) )
<> MsgName (Text) <:Cat3 =>
A OP3 (MsgName (Taxt) )
<> MsgName (Text) <:Catéd >
(OeviceType (Raddr (Tex!)) = Printer =>
QR4a
<> UeviceType (Raddr (Text)) = Punch =»
OP4b

<> Error)
<> MsgName (Text) = SPACE w=»
(Devicsggpe(Raddr(Text}) = Printer =>

<> Error)
: <> MagName (Text)<:Catf =>
{ QP6 (MsgName (Text) )
<> MsgName (Text) = LOCATE~RADOR =>
(OeviceType (Raddr (Text)) = Reader w>
QP7a(MagName (Text))
<> DeSQ;eTgpe(Raadr(Text)) = Printer =>
o]

<> DeségeTgbe(Raddr(Text)) = Punch =>
c .
<> OeviceType (Raddr (Text)) = TapeDrive =>
oP7d

<> Error)
<> MsgName(gegt) = SHUTDOUN =>
P

<> MagName (Text) = VARY&OFFLINE a»
{DeviceType (Raddr (Text)) = Reader =>
0P9a
<> DeviceType(Raddr (Text)) = Printer =>
0P3b

<> QeviceTypaRaddr (Taxt)) = Punch =>
QP3¢

<> DeviceType (Raddr (Text)) = TapeDrive =>
0PSd

<> Error)
<> MggName (Text) = VARY&OMLINE w>
(QeviceType (Raddr (Text)) = Reader =»
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21 May 1978 System Oavelopment Corporation

302.2

Unit Record Process (Formal) TM-5062/101/00

OPl1Ba -}
<> DeviceType(Raddr (Text)) = Printer =>
OPiOL

<> DeviceType(Raddr (Text)) = Punch =»
0P10c

<> OeviceType (Racdr (Text)) = TapeOrive =>
0oPlod

<> Error)
<> MsgName (Text) = ATTACH-RAODOR =>
(DeviceType (Raddr (Text)) = Reader «>
OPlla
<> DeviceType (Raddr (Text)) = Printer =>
OP11b

<> Deagfngpu(Raddr(Text)) = Punch s>

c .

<> DeviceType (Raddr (Text)) = TapeDrive =>
OPlld

<> Error) !
<> MoseName (Text) « DETACH-RADDR »> '
(DeviceType (Raddr (Taxt)) « Reader =>
OP12a
<> QeviceType (Raddr (Text)) = Printer =>
OP12b

<> DeviceType(Raddr (Text)) = Punch =>
0P12¢

<> DeviceType (Raddr (Text)) = TapeDrive =>
0P12d

<> Error) - ;
<> MsoName (Text) = LOADBUF => N
(Devicgggge(ﬁaddr(Text)) = Printer =» e

<> Error)
<> MsaName (Text) « DRAIN =5
(DeviceType (Raddr (Text)) = Reader =>
OPl4a -
<> DeviceType (Raddr (Text)) = Printer =>
OP14b

ot il

<> DeviceType(Raddr (Text)) = Punch =»
0OPl4c

<> Error)

<> MsgName (Text) = START w>

(DeviceType(Raddr (Text)) « Reaier =>
0P1Sa

<> DeviceType (Raddr (Text)) = Printer =>
0P1Sb

<> DevnceTgpe(Raddr(Text)) = Punch >
0P1%¢

<> Error)
<> MsgName (Text) = TRANSFER >
orPle

<> Error))
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21 May 1978

System Develiopment Corporation
3.2.2 Unit Record Process (Formal)

TM-8062/181 /8@

transform MsgNkep (Msgld: Messageld,
Text: String,
Source: ProcessName)

refétond Source~<:TrustecdProcesses

effect (E"P:PendingRequest (P<:PendingRequests &
P.Magld = Msqgld) =>
(E"P:PondingRequest (P<:PendingRequests & P.Msgld = Msgld &
{P.Kind = OpRequest => ,
MsgName (Text) = ResponseToQpRequest =>
ProcessedResponse (P, Msgl d,Source)
<> Error)
<> P.Kind = RelinquishOevice w=>
(MsgName (Text) = JetachDevice => :
(DeviceType (Racdr (Text)) = Reader »> . *
NKCP1la ;
<: ODeviceTYpe(Raddr (Text)) = Printer =>
NKCP1b
<> DeviceType(Raddr (Text)) = Punch =>
NKCPle
<> DaviceType(Raddr (Text)) = TapeOrive =>
NKCP1ld
<> Error)
<> Error)
<> Error))
<> /v message is not a response, but a request s/
. (MsgName (Text) = DetachSpoolilevice =>
(UeviceTgsz(Raddr(Text)) = Reader =>

<> Devic;Tgpe(Raddr(Text)) = Printer =>
PR4

<> DeviceType(Raddr (Text}) = Punch >
PUA4 .

<> Error)
<> MsgName (Text) = DetachQevice => :
(DuviceType (Raddr (Text)) = Reader => ;
NKCP2a .
«> DeviceType(Raddr {Text)) = Printer => :
NKCP2b
<> DeviceType (Raddr (text)) = Punch w>
NKCEZC
<> DeviceType (Raddr {Text)) = TapeDrive =>
NKCP2d
<~ Error)
> MsgName (Text) » NeedSooolinglevice =>
(Devicengi(Raddr(Text)) = Printer =>

<> Deviga{gpo(ﬂaddr(Text)) = Punch =>

<> Error) !
<> Error))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6062/181/00

transform URDriver (InterruptType: ,
[nterruptSubType: ,
| Raddr: DeviceAddress,
Magld: Messageld,
Text: String,
Source: ProcessName)

o b e e e e 2 e s g g L

effect (InterruptType = [0Interrupt => ‘
(OeviceType (Raddr) = Reader => :
RO (Raddr) :
<> DeviceType{Raddr) = Printer w>
PR(guddr) :
<> DeviceType (Raddr) = Punch => }
PU(Raddr)
<> Error)
<> IntarruptType= Externallnterrupt =>
(InterruptSubType = Message =>
geceivedﬂessage

e

{Source = AuthProcess =»

MsgAuth(Msgld, Text,Source)
<> Source = OpProcess =>

MsyOp (Msgld, Taxt,Source)
<> Source~<: TrustedProcesses =>
) MsgNkcp (Msgld, Text,Source)

<> Error)
<> Erprar)

| <> Error)

{.s-.,.

§ernelCalled(Receivelnterrupts)

KerneiCal lad(ReleaseCPU)
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21 May 1978 System Development Corporation ;
3.2.2 Unit Record Process (Formal) TM-6062/181/08 g
RD1: Unexpected [0 interrupt signaliing deck to be read i
transform RD1 (Raddr: DeviceAddress)
refcond E"R:ReaderEntry (R<:Rmaders &
R.Racddr = Raddr .
& h
g.State = Started 1
R.CyciePosition = Available) '
~ ShuttingDowun
effect E"R:ReaderEntry(R<:Readers & R.Raddr ~ Raddr &
N"Readers = Readers ~~ S"(R) 1|
S" ({R.Raddr,
R.State,
/vellse/ Secur i tyHeader,
R.AttachecProcess,
R.ClassesServecdCurrentty,
R.ClossesServedNextCycle,
R.ChannelStatusilord,
/velitde/ nill))
&
KernelCalled(RequestIO(R.Raddr)})
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21 May 1978

3.2.2 Unit Record Process (Formal)

System Development Corporation
TM-6062/181/08

RD2a: Expected {0 interrupt signailing security header read

transform RD2a(Raddr: OeviceAddress,

Process: ProcessName)

refcond E"R:ReaderEntry (R<:Readers &

R.Raddr = Raddr

g.Stata ~= NotSpooling
g.CgclePosition = SescurityHeader
§.Channel5tatuauord.UnitCheck = false

R.L}neBuffar ~e nil)

effect E"R:ReaderEntry(R<:Readers & R.Raddr = Raddr &

(E"N:NkepEntry (N<:CurrentNkcps &
N.Process = Process) =>
E"N:NkepEntry(N<:CurrentNkcps & N.Process = Process &

N"Readers = Reaciers ~~ S"(R) |1

/*##w/

/velilive/

I velitve/

/wcttive/

S" ((R.Raddr, :

((A"D:?eviceAddress(D<:N.UsabloReadars => 0 ~= R.Raddr)

~GrantedAccess)

&

R.State = Draining =>
Orained

<> R.State) .
(E"D:DeviceAddress (D<:N.Usab!eReaders & D = R.Raddr)
&
GrantedAccess =>
‘At tacheToSpool ingProcess
<> Available),
(E;D:DeviceAddresa(D<:N.UsableReadere & D = R.Raddr)

GrantedAccess =>
N.Process
<> URProcess),
(A"D:DeviceAddress (D<:N.UsableReaders -> 0 ~= R.Raddr)
|

~GrantedAccess =>
R.ClassesServedNextCucle
<> R.ClassesServedCurrently),
R.ClassesServedNextCycle,
R.ChannelStatuslord,
R.LineBuffer))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-5062/101/00
{
‘ (E"DiDeviceAddress (D<:N.UsableReaders & O = R.Raddr) =>

gerneICalIed(GrantAccess)
{GrantedAccass => '
KernsiCalled(Sendessage (N.Process))
<> KernelCal |ed (SendMessage (OpProcess))

&
{R.State = Draining -> Kerne!Called(
SendMessage (OpProcess) ) ))
<> KerneiCal led (Sendlessage (OpProcess))

&
(R.State = Draining -> KernelCalled(
SendMessage (OpProcess)))))
<>
N"Readers = Readers ~ S"(R) |l
§" { (R.Raddr,
R.State,
AttachPending,
Process,
R.ClassesServedCurrentiy,
R.ClasseaServedNextCycle,
R.Channe|Statuslord,
: R.LineBuffer))

/vcllidsel
/acitltse/

Kerne!Cal led (SendMessage (AuthProcess))))
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21 May 1878

System Development Corporation

3.2.2 Unit Record Process (Formal) TM-6062/101/08

RD2b: 10 Error uhen attempting security header read

transform RO2b(Raddr: DeviceAddress)

refcond E"RiReaderEntry (R<:Readers &
R.Raddr = Raddr

&

E.State ~= NotSpooling

R.CyclePosition<:S" (SecurityHeader,

&

Secur i tyHeaderlai tForReady)

R.Channei|Statusilord.Uni tCheck = true)

effect E“R:ReadarEntrg(R<:Readers & R.Raddr = Raddr &
N"Reatlers = Readers ~~ S"(R) 1|

S" ((R.Raddr,
R.State,

ittt/ Securi tyHeaderlWai tForReady,
R.AttachedProcess,
R.ClassesServedCurrentliy,
R.ClassesServedNextCycie,
R.Channe!Statuslord,
R.LineBuffer)))

& :
KerneliCal led (SendMessage (OpProcess) ! !ﬂ}

T L e S T T - e ——————ar L7 %ty
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21 May 1978 System Developmant Corporation
3.2.2 Unit Record Process (Formal) TM-6062/101/088

RD2c: Reader error clearcd by operator (10 interrupt signalling
device ready)

transform RD2¢c (Radcdr: DeviceAddress)

refcond E"R:ReaderEntry (R<:Readers &
R.Raddr = Raddr

8

R.State ~= NotSpooling
3
E.CgclePosition = SecurityHeaderliai tForReady

R.ChanneiStatusiord.UnitCheck = false)

effect E"R:ReaderEntry(R<:Readers & R.Raddr = Raddr &
N"Reacders = Readers ~~ S"(R) ||
S" ( (R.Raddr,
R.State,
/vdtlved Securi tyHsader,
R.AttachecProcess,
R.ClassesServedCurrentiy,
R.ClassesServedNextCycie,
R.ChanneiStatuslord,
/\':”#2/ nit))

KerneliCal led (RequestI0(R.Raddr}))
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21 May 1978

3.2.2 Unit Recorcd Process (Formal)

System Oevelopment Corporation
TM-6062/181/00

RD3a: AuthProceas message re Nkcp creationt added

transform RD3a(Raddr: DeviceAddress)

refcond E"R:ReaderEntry (R<:Readers &

R.Raddr « Raddr

3
E"N:NkcpEntry (N<:CurrentNkeps &

N.Process = R.AttachedProcess))

effect E"R:ReaderEntry(R<:Readers & R.Raddr = Raddr &

(~(R.State ~= NotSpooling

8
R.CyclePosition = AttachPending)

=> Error <

E"N:NkcpEntrg(2<xCurrantNkcps

N.Proceas a R,AttachedProcess

&
N"Readers = Readers ~~ S"(R) ||
S" ( (R.Raddr,

/velittve/

/yelltvel

/yelittve/

/velilte/

((A"D=?eviceAddrcss(0<:N.UsablaReaders => 0 ~= R.Raddr)

g ~GrantedAccess)
R.State = Draining =>
Drained

<> R.State),
(E"D:DeviceAddrass (D<:N.UsableReaders & D » R.Raddr)
&
GrantedAccess =>
" AtttachedToSpool ingProcess
<> Available),
(A"0:DeviceAddress (D<:N.UsabieRaaders -> 0 ~= R.Raddr)
|

~GrantedAccess =>
URProcess
<> R.AttachedProcess},
(A"D:DeviceAddress (D<:N.UsableReaders -> 0 ~= R.Raddr)
|
~GrantedAccess =>
R.ClassesServedNextCycle
<> R.ClassesSarvedCurrently),
R.ClassaesServadNextCycle,
R.Channe|Statusilord,
R.LineBuffer))
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2l May 1978 System Development Corporation

3.2.2

Unit Record Process (Formal) TM-6B62/101/80

KernelCal led(SancdMessage (N.Process))

(E"D:DeviceAddresas (D<;N,UsableReaders & D = R.Raddr) >
gernelCalOQG(GrantAcceaa)

(~GrantedAccess ->
. KerneiCal(ed(SendMessage (OpProcess)))
<> KernelCalIed(Sondﬂesaago(DpProcoos)))J))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6862/181/08

RO3b: AuthPro:;oss message re Nkcp creation: cannot add

transform RD3b(Raddr: DeviceAddress)

refcond E"R:ReaderEntry (R<:Reacders &
R.Raddr = Raddr)

effect E"R:ReaderEntry{R<:Readers & R.Raddr = Raddr &
(~(RéStata ~u NotSpooling

R.CyclePosition = AttachPending)
> Error <>
N"Readers = Readers ~~ S"(R) |l
S" ( (R.Radder,
/vl {(R.State = Draining =>
Drained
<> R.State),

/el Availabla,

/yetitise/ URProcess .

/vlittve/ F.ClassesServedNextCuycle,
R.ClassesServedNextCuycls,
R.ChanneiStatuslord,

8 R.LineBuffer)))

KernelCal led(SendMessage (OpProcess)))
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21 May 1978 System Development Corporation
3.2,.2 Unit Record Process (Formal) T™M-6862/101/80

RO4: Process releases reader after spooling

transform RO4 (Raddr: DeviceAddress,
RequestingProcess: ProcessName)

refcond E"R:ReaderEntry (R<:Raaders &
R.Raddr = Raddr)

effect E"R:ReaderEntry(R<:Readers & R.Raddr = Raddr &
(~(R&State ~= NotSpooling

Az.CgclePosltion = AttachedtoSpool ingProcess

- R.AttachedProcess = RequestingProcess)
=> Error <
N"Readers = Readers ~~ S"(R) ||
S" ((R.Raddr,
/velitteel (DeviceRelsased & R.State =« Draining =>

Drained
<> R.State),
/v lttdve/ (DaviceReleased =>
Available
<> R.CyclePasition),
/velitve/ {(DeviceRelsased =>
URProcess

«> R.AttachedProcoas),
R.ClassesServedCurrently,
R.ClassesServedNextCycle,
R.ChanneiStatusllord,
R.LineBuffer))

KernelCal led (Relsaselevice)
(R.State = Oraining | ~Device Released =>

Kerne!Cal |led(SendMessage (OpProcess))
<> KarneiCalled{Sendessaje (R.AttachedProcess})))})
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Farmal) TM-5862/1081/00

OPl14a: DOrain (Reader)

transform OPl4a(Racddr: DeviceAddress)

refcond E"R:ReaderEntry (R<:Readers &
R.Raddr = Raddr)

g fact E"R:ReaderEntry(R<:Readers & R.Raddr = Raddr &
{R.State = NotSpooling
. => Error <>
N"Readers = Readers ~~ S"(R) ||
S" ( (R.Raddr,
/yelltve/ - (R.CyclePosition = Available =>
-Drained
<> Draining},
R.CyciePosition,
R.AttachedProcess,
R.ClassesServedCurrently,
R.ClassesServedNextCycle,
R.Channe|Statuslord,
R.LineBuffer))

{R.CyclePosition = Availably ->
KernelCal led(SencdMessage (OpProcess)))))
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21 May 1978 System Davelopment Corporation
3.2.2 Unit Record Process (Fermal) TM-6052/181/080

OP15a: Start (Reader)

transform OP15a(Radcir: DeviéeAddress.
NeuClasses: set of Class)

refcond E"R:ReaderEntry (R<:Readers &
R.Raddr = Raddr)

effect E"R:ReaderEntry(R<:Readers & R.Raddr = Raddr &
(R.State = NotSpooiing
=> Error <> ‘
N"Readers = Readers ~~ 5"(R) ||
S" ((R.Raddr,
Iettttsel (NeilClasses ~= Empty
|
R.ClassesServadCurrentiy ~= Empty =>
Started
<> R.Statel},
R.CyclePositian,
R.AttachecdProcess,
/yeltitse/ {N:uClasses ~= Empty
&
R.CyclePosition = Available =»
NeuClassas
<> R.ClassesServedCurrentiy},
/xeltttve/ (NeuClasses ~= Emptg >
NewClassas
<> R.ClassesServedNextCycle},
R.ChanneiStatusllord,
R.LincBuf fer)}
8
KerneiCal led (SendMessage (OpProcess))))
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21 May 1978 ) System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6862/101/808

PRl: Process request for output spooling device assignment

transform PR1 (Process: ProcessName
RecuesteciClasses: set of Class)

effect (A"NiNkcpEntry (N<:CurrentNkecps -»
: N.Process ~s= Process)

RequestedClasses = Empty
=> Error <>
N"PrinterSpoolRequests =
(«Shuttingloun =>
PrinterSpoolRequests ||
4" {(Process,
RecuestedClasses,
nil,
WaitingForDevice))
<> PrinterSpootRequests))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6062/181/00

PR2: Printer Assignment (for spooling)

transform PR2 (OR: QutputDeviceRequest,
P: PrinterEntry)

refcond DR<:PrinterSpoolRequests
&
P<:Printers
&
P.State = Started

8 .
P.CyclePosition = Available
3
OR.State = WaitingForDevice
8
N : ClassesMatch(P.ClassesServedCurrently,
; OR.RequestedCiasses)

8
E"N:NkepEntry (N<:CurrentNkcps &
N.Process = DR.®rocess)

‘ effect E"P:PrinterEntry(P<:Printers & P.Raddr = Raddr &

(E"N:NkepEntry(N<:CurrentNkcps & N.Process = DR.Process &

N"Printers = Printers ~~ S"{(P) ||
‘ S" ((P.Ruddr,
\ ; P.State, )
| A /v#ittye/ ~ (E"D:DeviceAddress(D<:N.UsablePrinters & O « P.R~_dr)
! Secur i tyHeader
<> P.CyciePosition),
/ychitdee/ (E"D:DeviceAddress (D<:N.UsablePrinte~s & D = P.Raddr)
DR.Proucess
<> P.AttachedProcess),
P.ClassesServedCurrently,
P.ClassesServedNextCycle,
P.RelinquishDeviceRequestState,
y P.ChannelStatuslord))
&
N"PrinterSpoolRequests = PrinterSpoolRequests ~~ S"(OR) 11|
S"((OR.Process,
OR.RequestedClasses, ’
[ cHtlye/ (E"D:DeviceAddress (D<:N.UsablePrinters & DO » P.Raddr)
P.Raddr
<> OR.AttachedDevice)

Processing
<> OR.State)})

KerneICal led (RequestiO(P.Raddr)))))
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21.Nag 1978 System Deveiopment Corpaoration
3.2.2 Unit Record Process (Formal) TM-6062/181/83
PR3a: Interrupt indicating end of security header output on '

printer

transform PR3a(Racdr: DeviceAdcdress)

refcond E"P:PrinterEntry (P<:Printers &

2f fect

P.Raddr = Raddr
8
P.State ~= NotSpooling

P.CyclePosition = SecurityHeader
&
P.ChannelStatuslord.UnitCheck = falisse)

E"P:PrinterEntry(P<:Printers & P.Raddr =« Raddr &
N"Printers = Printers ~~ S" (P} |!
S" ((P.Raddr,
P.State,
/velifice/ (GrantedAccess =>
AttachedToSpool ingProcess
<> SecurityTrailer),
P.AttachecProcess,
P.ClassesServedCurrently,
P.ClassesServedNextCycle,
/vcttlve/ (GrantedAccess
&

P.ReéinquishDuviceRequestState = ShouldSend =>
ent

<> P.RelinquishDeviceRequestState),
P.Channe|Statuslord))

{GrantedAccess =>
EernelCalIed(Sendnessage(P.AttachedProcess))

{P.Rel inquishDeviceRequestState = ShouldSend ->
- KarnelCalled(SendMessage (P.AttachedProcess)})
<> KernelCalled{Request!Q{P.Raddr)))) .
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6962/101/80

PR3b: Interrupt, [0 error on attempt to output security header

transform PR3b(Radcdr: DeviceAddress)

refcond E"P:PrinterEntry (P<:Printers &
P.Raddr = Raddr
$
P.State ~= NotSpooling
4
P.CyclePosi tion<:S" (Secur i tyHeader,
g Secur i tyHeaderlai tForReady)

P.ChannelStatusliord.Uni tCheck = true)

effect E"P:PrinterEntry(P<:Printers & P,Raddr = Raddr &
' N"Printers = Printers ~~ S"(P) 1I
S" ( (P.Racidr,
P.State,

/vBR/ Securi tyHeaderblai tForReady,
P.AttachedProcess,
P.ClassesServedCurrently,
P.ClassesServecdNextCycle,

P.Rel inquishDeviceRequestState,
P.ChanneiStatusllord) )

KerneiCal!ed(Sendtessage (OpProcess)})
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21 May 1978
Unit Record Process (Formal)

3.202

PR3c:

System Development Corporation

TH-5062/181/08

Interrupt indicating OK to retry security header output

transform PR3c(Raddr: DeviceAddress)

refcond E"P:PrinterEntry (P<:Printers &

effect

P.Raddr = Raddr
'3

P.State ~a= NotSpooling
3

P.CyciePosition = SecurityHeaderWai tForReady

8
P.ChannelStatuslord.UnitCheck « false)

E"P:PrinterEntry(P<tPrintare & P,Raddr = Raddr &
N"Printers =~ Printers ~ S"(P) 1|

/veldlflve/

S*" {(P.Raddr,
P.State,
Secur i tyHeader,
P.AttachedProcess,

P.ClassegServedCurrentiy,
P.ClassesServedNextCycle,
P.Rel inquishDeviceRequastState,

P.ChanneiStatusilord))

KernelCalled(RequestiO(P,Raddr)))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formai) TM-6062/181/80

PR4: Process message, release output spoaling device

transform PRPU4 (Raddr: DeviceAddress,
Process: ProcessName)

effect E"P:PrinterEntry(P<tPrinters & P.Raddr = Raddr &
(~(E"P:PrinterEntry (P<:Printers &
P.Raddr = Raddr
&
P.State ~= NotSpoo!ing
&

P.CyclePosition = AttachedToSpoolingProcess
&
P.AttachedProcess = Process

[
E"DR: QutputDeviceRequest (DR<:PrinterSpoo!Requests &
gﬂ.Process = P,AttachedProcess

gR.State = Processing

NR.AttachedDevice = P,Raddr)})
x> Error <>
N"Printers = Printars ~~ S"(P) ||
S" ((P.Raddr,
P.State,

/clilsed SecurityTrailer,

/ctiftse/ URProcess,
P.ClassesServedCurrent iy,
P.ClassesServedNextCyc!e,
P.RelinquishDeviceRequestState,
P.Channe!StatusWord))

E"DR:OutputDevlcaRequest(DR<:PrinterSpoolRequaats &
OR.Process = P.AttachedProcess

DR.State = Processing
OR.AttachedDevice = P.Raddr

N"PrinterSpooiRecuasts =
PrinterSpoolRequests ~~S" (OR))

KernelCal led(RequestiO(P.Raddr))))
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21 May 1978 System Oevelopment Corporation -

3.2.2 Unit Record Process (Formal) "M-6862/181/988

PRSa: Interrupt indicating successful completion of security
trailer

transform PRSa(Raddr: CeviceAddress)

refcond E"P:PrinterEntry(P<:Printers &
Z.Raddr = Raddr

P.State ~= NotSpaoling

&

:.CgclePositicn = SecurityTrailer
P.ChannelStatuslord.Uni tCheck = false)

effect E"P:PrinterEntry(P<:Printers & P.Raddr = Raddr &
N'Printers = Printers ~~ S"(P) ||

S" ((P.Rader,
/yeltitee/ (P.State = Draining =>
Orained

<> P.State),
/yctitve/ Availablae,
P.AttachedProcess,
A velilives P.ClassesServedNextCyclae,
P.ClagsesServedNextCycle,
/iclitive/ NoNeed,
P.ChannelStatusldord)})
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21 May 1978

3.2.2 Unit Record Process (Formal)

PRSbh: Interrupt,

N AR

System Davelopment Corporation

TM-6062/181/088@

[0 error on security trailer output

transform PRSb(Raddr: DeviceAddress)

refcond E"PtPrinterEntry (P<:Printers &

:.Raddr = Raddr

E.State ~= NotSpooling

P.CyclaPosition<:5" (SecurityTrailer,

SecurityTrailerlaitForReady)

&
P.ChanneiStatuslord.UnitCheck = true)

effect E"P:PrinterEntry(P<:Printers & P,Raddr = Raddr &

N"Printers = Printers ~~ S"(P) ||

S" ((P,.Radcr.,

/ycttve/

P.Stateo

SecurityTrailerlai tForReady,

P.AttachedProcess,

P.ClassesServedCurrently,
P.ClassesServedNextCycle,

P.RelinquishDaviceRequestState,

P.Channe|Statusilord))

KerneiCal | ad (SendMessage (OpProcess) ))
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21 May 1978 System Development Corporation
3.2,2 Unit Record Process (Formal) TM-6862/181/08

PRSe: Interrupt, OK to retry security trailer output

transform PRSc (Raddr: DeviceAddress)

refcond E"PiPrinterEntry (P<iPrinters &
Z.Raddr = Raddr

Z.Stato ~a NotSpooling
Z.CgclePosition = SecurityTrailerlaitForReady
P.Channel|Statuslord.Uni tCheck = false)

effect E"PiPrinterEntry(P<:Printers & P.Raddr = Raddr &

N"Printers = Printers ~~ S"(P) ||

- S" ((P.Raddr,
P.State,

/velitive/ SecurityTrailer,

P.AttachedProcess,
P,ClassesServedCurrentiy,
P.ClassesServecdNextCycle,
P.Rel inquishDeviceRequestState,
P.Channe!Statusllord))

KerneiCalled(RequestIO(P.Raddr)}) ' g-}
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21 May 1978 System Development Corporation
3.2.2  Unit Record Process (Formal) TM-6062/181/080

PUL:  Process request for output spooling device assignment

transform PUl (Process: ProcessName
RaquestedClasses: set ot Class)

affect (A“N:NkcpEntry (N<tCurrentNkcps ->
N.Process ~« Process)
|

RecquastedCiasses = Empty
) => Error <»
N"PunchSpoolRetuests =
(~Shut tingOown =
PunchSpogiRequests ||
3" ({(Process,
Rg?uustedClasses.
mt,
HaitingForDavice))
<> PunchSpooiRequests))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) THM-6862/101/68

)
PU2: Punch Assignment (for spooling)

transform PU2{(OR: OutputDeviceRequast,

P: PunchEntry)

refcond DR<:Punc28poolRoqueats

aeffect

P<:Punches

g.Statu = Started
g.Cgc'aPosition = Available
§R.State = WaitingForDevice

ClassesMatch(P.C'assesServedCurrently,
OR.Requested|asses)

8
E"N:NkepEntry (N<:CurrentNkcps &
N.Process = DR.Pracess)

E"P:PunchEntry(P<:Punches & P.Raddr « Raddr &
(E"N:NkcpEntry(N<:CurrentNkcps & N.Process = OR.Process &
N"Punches = Punches ~~ S"(P) |1
S" ((P.Raddr,
P.Stata, ;“)
/vlldve/ {(E"D:0eviceAddress (D<:N.UsablePunches & D = P.Raddr) => - :
Securi tyMeader ;
<> P.CyclePosition), ‘
/velttive/ (E'D:DeviceAddress (D<:N.UsabiePunches & 0 = P.Raddr) =>
DR.Process

<> P.AttachedProcess), 3

P.ClassesServedCurrentliy,
P.ClassesServedNextCycle,
P.RalinquishDeviceRequestState,
s P.ChanneiStatuslord))
N"PunchSpoo |Requests = PunchSpoo |Requests ~~ S" (DR) ||
S" ({OR.Process,
DR.RequestecdCiasses,
/yeliitse/ (E"D:DeviceAddress (D<:N.UsablePunches & 0 = P.Raddr) =>
P.Racldr
<> OR.AttachedDevice)
Ivelitie/ (E"D:DeviceAddress (D<:N.UsabiePunchas & D = P.Raddr) =>
Processing
<> DR.State)))

KernelCal led(RequestIO(P.Raddr)))))
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21 May 1973

3.2.2 Unit Record Process (Formal)

System Davelopment Corporation
TM-6062/101/08

PU3a: Interrupt indicating end of security header output on punch

transform PU3a(Raddr: DeviceAddrass)

refcond E"P:PunchEntry (P<:Punches &

Z.Raddr = Raddr
Z.Stata ~= NatSpooling
Z.CgcloPonition = ‘Secur i tyHeader

P.ChannaiStatusllord.Uni tChack = false)

affect E"P:PunchEntry(P<:Punches & P.Raddr = Raddr &

Nll

/vetiitve/

11574

Punches = Punches ~~ S5"(P) ||
S" t{P.Paddr,
P.State,
(GrantecAccess =>
AttachedToSnoo! ingProcess
<> SecurityTrailer),
P.AttachedProcess,
P.C!assasServedCurrent ly,
P.ClagsesServeadNextCycle,
(GgantedAcceas
P.ReéinquiahDeviceRequastState = ShouldSend =>
ent

<> P.RalinquishDeviceRequestState),
P.ChanneiStatusldord))

{GrantedAccess =»>
EernelCalled(SendHessaga(P.AttachedProcass))

{P.RelinquishDeviceRequestState = ShouldSend ->

KernelCal led (Sendlessage (P. AttachedProcess)))

<> KerneiCal |ed(RequestiQ(P.Raddr))))
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21 May 1978

System Development Corporation
3.2.2 Unit Record Process (Formal)

TM-6862/101/808

PU3b: Interrupt, 10 arrer on attempt to ocutput security header

transform PU3b(Raddr: DeviceAddress)

refcond E"P:PunchEntry (P<:Punches &
P.Raddr = Raddr
& .
P.State ~= NotSpooling
&
P.CyclePosition<:5" (SecurityHeader,
Securi tyHeaderlai tForReady)

3
P.Channe!Statusilord.Uni tCheck = true)

effect E"P:PunchEntry{P<:Punches & P.Raddr = Raddr &
N"Punches = Punches ~~ S"(P) ||
S" { (P.Raddr,
P.State,

o/ Securi tyHeaderlai tForReady,
P.AttachedProcess,
P.ClassesServedCurrentliy,
P.ClassesServedNextCycie,
P.RelinquishDeviceRequestState,
P.ChanneiStatusdord))

KerneiCal | ed (SendMessage (OpProcess)))
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21 May 13978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6862/101/008

PU3ec: Interrupt indicating OK to retry sacurity header output

transform PU3c (Raddr: DeviceAddress)

refcond E"PiPunchEntry (P<:Punches &
P.Raddr = Raddr
g.State ~= NotSpooling
g.CgclePosition = Secur i tyHeaderlai tForReady
g.ChannelStatusHord.UnitCheck = falsge)

effect E"P:PunchEntryl(P<:Punches & P.RzJdr = Raddr &
N"Punches = Punches ~~ S"(P) || '

S" ((P.Raddr,

P.State,
/elttive/ Secur i tyHeader,

P.AttachedProcess,
P.ClassesServedCurrent iy,
P.ClassesServedNextCycie,
P.RetfinquishDeviceRequestState,
P.ChannelStatusilord))

KernelCalled(RequestId{P.Raddr)})
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21 May 1978 System Development Corporation

3.2.2

PU4:

Unit Record Process (Formal) TM-6862/181/80

Process message, release output spooling device

transform PU4 (Raddr: DeviceAddress,

effect

Process: ProcessName)

E"P:PunchEntry(P<:Punches & P.Racddr = Raddr &
(~(E"P:PunchEntry (P<:Punches &
P.Raddr = Raddr

3
z.State ~= NotSpooling
Z.CgclePosition = AttachedToSpool ingProcess

s P,AttachedProcess = Process
E"DR:QutputDeviceRequest (R<:PunchSpooiRequests &
DR.Process = P.AttachedProcess
8
DR.State = Processing

8
DR.AttachedDevice = P.Raddr)))
=> Error <>
N"Punches = Punches ~~ S"(P) ||
S" ((P.Raddr,
P.State,

/yelittse/ SecurityTrailer,

/yitve/ URPPOCGSS'
P.ClagssesServedCurrently,
P.ClassesServecdNextCycle,
P.RelinquishDeviceRequestState,
P.ChanneiStatusliord) )

8
E'DR:OutputDeviceRequest (DR<:PunchSpoaiRequests &
OR.Process = P,AttachedProcess
&
g DR.State = Processing
OR.AttachedDevice = P,Raddr
8
N"PunchSpoo |Requasts =
g PunchSpoolRequests ~~S" (OR))

Kernal|Called(RequestI0{P.Raddr)})))
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21 Moy 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6862/101/89

PUSa: Interrupt indicating successful complietion of sescurity
trailer

transform PUSa(Raddr: DeviceAddrass)

refcond E"P:PunchEntry(P<:Punches &
P.Raddr « Raddr
8

P.State ~= NotSpooling

8

P.CyclePosition = SecurityTrailer
&

P.ChanneiStatusllord.UnitCheck = false)

effect E"P:PunchEntry({P<:Punches & P.Raddr = Raddr &
N"Punches = Punchas ~~ S" (P} 1|
S" ((P.Raddr,
/cliltve/ (P.State =~ Draining =>
Drained
<> P,State),

/olitdel Available,
P.AttachedProcess,

/s:ltttse/ P.ClassesServedNextCycle,
P.CtassesServedNextCycle,

/yiltttsed NoNeed.
P.ChanneliStatusidord) )}
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6862/181/80

PUSb: Interrupt, 10 error on security trailer output

transform PUSL(Raddr: DeviceAddress)

refcond E"P:PunchEntry (P<iPunches &
P.Raddr = Raddr

&
:.State ~n NotSpool ing

P.CyclePosition<:S" (SecurityTrailier,
2 SacurityTrai lerlai tForReady)

P.ChanneiStatusldord.Uni tCheck = true)

effect E"P:PunchEntry(P<:Punches & P.Raddr = Raddr &
N"Punches = Punches ~~ S"(P) ||
S" ((P.Raddr,
P.State,

/vettitie/ Securi tyTrailerkai tForReady,
P.AttachedProcess,
P.ClassesServedCurrent iy,
P.ClassesServedNextCycle,
P.RelinquishDeviceRequestStates,
P.Channel|Statusilord))

Kerne|Cal | ed (SendMessage (OpProcess) ))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formatl) TM-6862/181/88

PUSc: Interrupt, OK to retry security traller output

transform PUSc{(Raddr: DeviceAddress)

refcond E"P:PunchEntry (P<xPﬁnch.s ]
:.Raddr = Raddr

P.State ~= NotSpooling
g.CgclePoeition = SecurityTrailerlai tForReady
g.ChannelStatusHord.UnitChock « false)

effect E"P:PunchEntry(P<:Punches & P.Raddr = Raddr &

N"Punches = Punches ~ S"(P) ||
S* ((P.Raddr,

P.State,
/yelitive/ SecurityTrailer,
P.AttachedProcass,

P.ClassesServedCurrently,
P.ClassesServedNextCycle,
P.RelinquishDeviceRequestState,
P.Channe|Statusiord))

KernalC;lIed(RequestIO(P.Raddr)))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6062/1081/08

OPl4b: Orain (Printer)

transform OPl4b(Raddr: DeviceAddress)

refcond E"P:PrinterEntry (P<tPrinters & -
P.Raddr = Raddr) '

effect E"P:iPrinterEntry(P<iPrinters & P.Raddr = Raddr &
(P.State = NotSpooling
=> Error <>
N"Printers = Printers ~~ S"(P) 1|
S" ((P.Raddr,
I eBtive/ (P.CyclePosition = Available =>
Orsined
<> Oraining},
P.CyclePosition,
P.AttacheiProcess,
P.ClassesServedCurrently,
P.ClassesServedNextCycle,
/vehlive/ (P.chéoPoeition = AttachedToSpoo! ingProcess =>
ant
<> (P.CyclePosition = Available =>
P.Re! inquishOeviceReguestState
<> ShouldSenu)),
P.ChanneiStatusiord))

(P.CyclePosition = Available ->
Verne!Cal | ed (Sencdlessage (OpProceses)))

(P.CyclePosition = AttachedToSpoolingProcess

8
P.Rel inquishDeviceRequustStata ~= Sent ->
KerneiCal |ed (SendMessage (P.AttachedProcess)))))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) - TM-80862/101/00

OPl4c: Drain (Punch)

transform OPl4c (Raddr: DeviceAddress)

refcond E"P:PunchEntry (P<iPunches &
P.Raddr = Raddr)

effect E"P:PunchEntry(P<:Punches & P.Raddr « Raddr &
{(P.State = NotSpooling
w> Error <
N"Punches « Punches ~~ S"(P) 1|
S" ({P.Raddr,
/wtittve/ (P.CyclePosition = Available =>
Orained
<> Orainingl,
P.CyclePosition,
P.AttachedProcass,
P.ClassesServedCurrentiy,
P.ClassesServeaNextCycle,
/velittve/ (P. CucéePoeitcon = AttachedToSpool ingProcess =>
ent
<> (P.CyclePosition = Available =>
P.Rel inquishDeviceRequestState
‘¢> ShouldSend) ),
P.Channe!Statusiord))

(P.CyciePosition = Available ->
KerneiCalled (SendMessage (OpProcess)))

(Z.CgélePosition = AttachedToSpoo! ingProcess

P.RalinquishJeviceRequestState ~= Sent ->
KerneiCal led(Sendiessage (P.AttachedProcass)))))
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21 May 1378 Sys tem Development Corporation
3.2.2 Unit Record Process (Formall) TM-6062/1081/08

OP1Sb: Start (Printer)

transform OP1Sb(Raddr: DevicsAddress,
NeuClasses: set 2f Clase)

refcond E"P:PrinterEntry (P<tPrinters &
P.Raddr = Raddr)

effect E"P:PrinterEntry(P<:Printers & P.Raddr = Raddr &
* (P.State = NotSpooling
=> Error <
N"Printers = Printers ~ S"(P) ||
S" ((P.Raddr,
/vitlive/ (NTuClasses ~= Empty

P.ClassesServedCurrentiy ~e Empty =>
Startad - :
<> P,State),
P.CyciePosition,
P.AttachedProcass,
/veltltee/ (P&CgclePasition = Available

NeuClasses ~= Empty =>
" NewClasses
<> P.ClassesServedCurrantly),
/veliftve/ (NewClasses ~= Empty =>
NeuC|asses
<> P.ClassesSarvedNextCycle),
/yeltfive/ (NeuC | asses ~= Empty =>
(P.Cgclegosltion = AttachedToSpool ingProcess =>
ent
<> (P.CyclePosition = Available =>
P.Rel inquishUeviceRequestStata
<> ShouldSend))
<> P.RelinquishDeviceRaquestState),
P.Channe!|Statusllord))

KerneiCal | ed (SendMessage (OpProcess))
(zeuCIassos ~= Empty
Z.CgcloPoaition = AttachaedToSpool ingProcese

P.RelinquishDeviceRequestStats ~= Sent ->
Kernel!Calied(SendMessage (P.AttachedProcess)))))
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21 May 1978 System Development Corporation
3.2,.2 Unit Record Process (Formal) ™-58682/181/80

OP15e¢: Start (Punch)

transform OP15c (Raddr: DeviceAddress,
NeuClasses: set of Class)

refcond E"P:PunchEntry (P<:Punches &
P.Raddr = Raddr)

effect E"P:PunchEntry(P<:Punches & P.Raddr = Raddr &
(P.State = NotSpooling
> Error <>
N"Punches « Punches ~~ S"(P) ||
S" ((P.Raddr,
/veltltne/ (N7uCIas|o. ~n Emsty

P.ClassesServedCurrentiy ~o Empty =>
Started
<> P.State),
P.CyclePosition,
P.AttachedProcess,
/etille/ (P&CgclePosition = Available

NeuClasses ~= Empty =>
NeuClasses
<> P.ClassasServeadCurrentiy),
/velitlve/ (NeuClasses ~= Empty =>
NewuClasses
<> P.ClassesServedNextCycle),
/velitlye/ (NeuCl asses ~= Empty »>
(P.Cgclegoaition = AttachedToSpool ingProcess =>
ent
<> (P.CyclePosition = Available =>
P.RelinquishDeviceRequestStata
<> ShouldSend))
<> P.RelinquishDeviceRequestState),
P.ChanneiStatuslord))

Kerne!Cal | ed(SendMessage (OpProcass))
(gouCIaasos ~= Empty
z.CgcloPoaiticn = AttachedToSpool ingProcess

P.R.IinquiahUeviceRequastSiata ~n Sent ->
KerneiCal |ed (SandMessage (P.AttachedProcess)))))
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21 May 1978 . Sgitom Oevelopment Corporation

3.2.2 Unit Record Process (Formal)

oP@a: Miscel laneous commands
commands:
QUERY+UR
QUERY«~ALL
QUERY«RADCR
QUERY-TAPES
transform OPB(Command: CommandName)
refcond Command<:Cat8

effect KernelCalled(SendMessage (OpProcess))
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A ERE TR S RS e g v T S W R e,

System Deve!opment Corporation

«2.2 Unit Record Process (Forma)) TM-6862/181/88

OP1. Single message sent
No maps
Single responss expected
No device state information modifications

commandss
QUERY«~READER«SPDOL 1D
QUERY«~PRINTER~SPOOLID
QUERY-PUNCH«-SPOOL 10
CHANGE«SYSTEM-SPOOLID

transform 0Pl (Command: CommanadName)

refcond Command<:Cat]

effect N"Pendingfequests = PendingRequests ||
S" ( (Newlsgld,
OpRequest,
Command,
S“((Dgftinatlon(Connand).
nit,
e NoResponse))))

KerneiCailed(Sandﬁasaagn(Dnttination(Command)))
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21 May 1978 System Development Corporation

3.2.2 Unit Record Process (Formal) TM-6862/181/80
0P2: Multiple messages sent
No maps

Responses expected :
No device state information modifications

commands?
QUERY«F ILES=ALL
QUERY=READER~ALL
QUERY-PRINTER«ALL
QUERY«PUNCHe«ALL
QUERYHOLD
CHANGE «SYSTEM-CLASS«=ALL

transform OP2(Command: CommandName)
refcond Command<:Cat2

efé=ct N'FPendingRequests = PendingRequests ||
3" { (NewMsgld,
OpRequest,
Command,
S"R:ResponseSiat (E"N:ProcessName
{N<:Currani¢Nkcps &
R = (N,nil,NoResponse)))))

8
A"N:ProcessName (N<:CurrentNkcps ->
Kernel|Cal | ed(Sendiessage(N)))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formai) TM-6062/101/08

oP3: Single message sent
Mapping: User id -> Nkcp id
Single response expected
No device stats information moditficatione

commands!
QUERY«F ILES<USERID
QUERY~READER-USERID
QUERY«PRINTER-USERID
QUERY«PUNCH«USERID
CHANGE«USERID
FREE

HOLO
ORDER-USERID
PURGE-USERID

transform OP3(Command: CommencdName)
refcond Command<:Cat3

effect N"PendingRequests = PendingRegussts 1]
S" ( (NeuMsgld,
MapUserld,
Command,
S" ({AuthProcess,
nil, :
NoResponse) }))

&
KernelCal led (Sendlessage (AuthProcess))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6062/181/00

OP4as commands:
BACKSPAC
FLUSH
REPEAT

transform OP4a(Command: CommandName,
Raddr: DeviceAddress)

refcond Command<éCat6

E"P:PrinterZntry (P<:Printers &
P.Raddr = Raddr)

effect E"P:PrinterEntry(P<:Printers & P.Raddr = Raddr &
(~(P.State ~= NotSpooling

&
P.CyclePosition = AttachedToSpoolingProcess)
=> Error <>
N"PendingRequests = PendingRequests ||
S" ((NeuMsgld,
OpRequest,
Command,
S"(:T.AttachsdProcoot.
nil, _
NoResponse)))

Kerne!Cal | ed (Sendilessage (P.AttachedPracsss})))
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21 May 1978 Systam Development Corporation
3.2.2 Unit Record Process (Formal) TM-6062/1081/008

0P4bs commands:
BACKSPAC
FLUSH
REPEAT

transform OP4b{(Command: CommandName,
Raddr: DeviceAddress)

refcond Command<;Cat4

E"P:PunchEntry (P<:Punches &
P.Raddr = Raddr)

:ffect E"P:iPunchEntry(P<:Punches & P.Raddr = Raddr &
(~(P.5tate ~= NotSpooling

&
P.CyclePosition = AttachedToSpoa! ingProcess)
»> Error <
N“PendingRequests = PendingRequasts ||
S" ((Neulsgld,
OpRequest,
Command,
S“((?.AttachedProctls.
nil,
. NoResponse))))
KerneiCal led(Sendassage (P.AttachedProcess)}))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6062/101/88

0PS: command:
SPACE

transform OPS(Command: CommandName,
Raddr: DeviceAddress)

refcond Command ; SPACE

E"P:PrinterEntry (P<:Printers &
P.Raddr = Raddr)

effect E"P:PrinterEntry(P<:Printers & P.Raddr = Raddr &
(~(P.State ~= NotSpooling

&
P.CyciePosition = AttachedToSpool ingPrccess)
N"P .;iE;EOP <>t PendingR te 11
"PendingRequasts « PeandingRequests
S" ((NewMsgld,
OpRequest,
Command,
S"(fP.AttachedProcess.

nil,
NoResponse) ) )})

KerneiCal | ad (Sendllessage (P.AttachedProcess))))
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21 May 1878 System Development Corporation H
3.2.2 Unit Reccerd Process (Formal) T™-8062/181/920
U
) 0Pe: commands:
ORDER-SYSTEM
PURGE«SYSTEM

trensform OPE (Command: CommandName, ,
Nkcps: set of ProcessName)

refcond Conuand<;ConmandNalo
% A"N:ProcessNeme (N<:Nkcps ->
‘ E"CNiNkecpEntry
| (EN<:Curr«ntNkcpo
’ CN.Process = N))

effect N“Pandln?ﬂequ.sts = PendingRequests ||

S" ((NewMsgid,

: OpRequest,
L Command,

v S"R:ResponseSiot (E"NiProcessNane

’ (2<:Nkcpl

. R « (N,ni!,NoRespcnse)))})
) A"N:Processhame (N<:Nképs ->
KernelCal |ed (Sendiessage(N)))
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21 May 1978 System Deve ' opment Corgcrltlon
3.2.2 Unit Racord Process (Formal) TM-8862/191/80

OP7a: LOCATE of Reader

transform OP7a(Command: CommandName,
Raddr: DeviceAddress)

refcond Command z LOCATE«RADDR

E"RzReadcrEntrB (R<:Readers &
R.Raddr = Raddr)

effect E"R:ReaderEntry(R<:Readers & R.Raddr = Raddr &
(R.CyclePosition ~<i15" (AttachedToSpoc | ingProcess,
AttachedTolUser)
=> Error <

N"PendingRequests = PendingRequests ||
S" ((NewiMsgld, o
OpRequest,
Command,
S" ((R.AttachedProcass,

all,
NoResponse))))

.3
KerneiCalled(Sendiessage (D.AttachedProcess))))
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21 May 1978 System Development Corporation
| 1 3.2.2 Unit Record Process (Formal) TM-6062/181/88

{ OP7b: LOCATE of Printer

; ' transform OP7b (Command: CommancName,
’ ' Raddrs CeviceAddress)

refcond Command ; I.OCATE~RADDR

E"P:PrinterEntry (P<:Printers &
P.Raddr = Raddr)

effect E"P:PrinterEntry(P<:Printers & P.Raddr = Raddr & u
{P.CyclePosition ~<i1S" (AttachedToSpool ingProcess,
AttachedTolser)
=> Error <>

N"PendingRequests = PendingRequests ||
S" ((Neulaglid,
OpRequest, ‘
Cowmand, :
S"(:?.AttachodProcosa. X
ni,
2 NoResponse) ) ))

Kerne!Cal lead(SendMessage (F. At tachedProcess))))
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21 May 1978 System Davelopment Corporation f
3.2.2 Unit Reccrd Process (Formal) ™-6062/181/08 !

OP7c: LOCATE of Punch

transform OP7c(Command: CcmmandName, ' . 1
FRaddr: DeviceAddress) '

refcond Command ; LOCATE-RADOR

E"P:PunchEntry (P<:Punches &
P.Raddr = Raddr)

effect E"PiPunchEntry(P<:Punches & P.Raddr =« Raddr & ‘
{(P.CyclePosition ~<:1S" (AttachedToSpool ingProcesse,
AttachedTalser)
=> Brror <>
N"PendingRegquests = PandingRequests ||
S" { (NewMsgid,
Oprequast,
Command,
S"((?.Attachchroccsl.
nil,
NoRespaonse))))

KerneiCal |ed {SendMessage (P.AttachedProcess))))
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21 May 1578 System Uevelopment Corporation
3.2.2 Unit Record Process (Formal) TM-6862/1081/08

OP7d: I.OCATE of Tape Drive

transform OP7d(Command: CommandName,
Raddr: DeviceAddressi

refcond Command ; LéCATE«RADDR

L"T:TaEeDrlvoErtrg (T<:TapeOrives &
T.Raddr =« Raddr)

etfect E"T:TapeDriveEntry(T<:Tapelrivec & T.Raddr = iladdr &
{(T.State ~= AttachedTolUser
NP -; ESE°’ ‘>t PendingR . te |
"PendingRequests » PendingRequasts
S" ((NeuMsgid,
‘ OpRequest,
Command,
S“(g{.At’achodProcoaa.
nil,
2 NoResponss))})

KerneiCal led (SendMessage (T.At tachedProcess))))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TH-GGSZ(IBIIBB
OP8: command:

SHUTDOWN

transform OP8 (Command: CommancName)
refcond Command = SHUTOOWN
affect z“ShuttlngUoun = true
N"PrinterSpoo|Requasts = PrinterSpoolRequests --

S*DR:QutputDeviceEntryl
DR.State = WaltingForDevice)

&
N"PunchSpoo|Requests = PunchSpooiRsguests ~-
$*DR:OutputDeviceEntry(
OR.State = WaltingForOevice)
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21 May 1973 System Development Corgorltlon
3.2.2° Unit Record Procesy (Forme!) THM-8062/101/08

OPSa: Very offiine (Reader)

transtorm OP3a(Command; CommendName,
Raddr: DeviceAddrass)

refcond Command ; YARYQFFLINE

E"RiResdertntr - (ReiReaders &
R.Raddr = Raddr)

effact E"F:ReaderEntry (R<:Resders & R.Raddr = Reddr &
(R.CyciePosition ~<1S" (Availal. 0, 0ffL ing)
u> Rrror <>
N"Readers = Readers ~~ §"(R) ¥
S" ((R.Raddr,
/nRitys NotSpool ing,
/wtitns Oftline,
R.AttachedProceas,
R.ClattosSorvodCurrantly.
R.ClavsesServedNextCycle,
R.Channe IStatusiord,
R.CineBufter))

8
Kernc!Caflcd(Sandﬂcanago(OpFroeno-))))
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21 May 1978 System Development Corporstion
3.2.2 Unit Record Process (Fornal) TM-8062/7161/00

OP3b:  VYary offline (Printer)

transform OP9b(Command: ConnsndNawe,
Raddr: OeviceAddrass)

refcond Cammand ; VARY=OFFL INE

E"Pi1PrintarEntry (P<tPrinters &
P.Reddr = Raddr

effect E"P:RrinterEntry(P<tPrinters & P.Raddr = Raddr &
(P.CyclePasition ~<1S" (Avaiiable,0ffLine)
w> Error <
N"Printers = Printers ~~ S"(P) ||
S* ¢ (P.Raddr,
/nfln/ NotSpool ing,
/litin/ Q¢ L ine,
P.AttachedProcess,
P.C!assesSer vedCurrently,
P.ClassasServaiNextCycle,
P.Rel inquisnhllaviceRegquestState,
P.Channe |Statusiord) !

&
KarneiCal |l ed (SendMessage (OpProcass))))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-60862/101/008

OP9c: Vary offline (Punch)

transtorm OP9c(Command: CommandName,
Raddr: DevicsAddress)

refcond Command ; YARY=OFFLINE

E"PiPunchEntry (P<:Punches &
P.Raddr =« Raddr)

effect E"P:iPunchEntry(P<:Punches & P.Raddr = Raddr &
(P.CyclePosition ~<:5" (Available,0ffLine)
«> Error <
N"Punches = Punches ~~ S"(P) 1|
S" ((P.Raddr,
/eititn/ NotSpoo! ing,
/velifiv/ Qffline,
P.AttachedProcess,
P.ClassesServedCurrantiy,
P.ClassesServedNextCycls,
P.Rel inquishDeviceRequestState,
P.ChanneiStatusiord))

.1
Kerne!Cal |ed (Sendiessage (OpProcass) ) })
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21 May 1978 System ODevelopment Corporation

3.2.2 Unit Record Process (Formal)

OP9d: Vary offiine (Tape Drive)

transform OP3d{(Commana: CommandName,
Raddr: DeviceAddress)

refcond Command « VARY«OFFLINE

&
E"T:;ageDrlvoEntru (T<:TapeOrives &

addr = Raddr)

TM-6@862/1081/08

. R

effect E"T:iTapelriveEntry(T<:TapeOrives & T.Raddr = Raddr &
(T.State ~<:S"(Available,0ffLine)

=> Error <

N"TapeCrives « TapeOrives ~~ S*(T) ||

S" ((T.Raddr,
/elittc/ O¢tfline,
T.AttachedProcess})

8
KernelCal | ed(Sendifessage (OpProcess))))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) ™M-6062/181/88

OP18a: Vary online (Reader)

transform OPl10a{Command: CommandName,
Raddr: OeviceAddress)

refcond Command ; YARY«ONLINE

E"R:ReaderEntra {R<iReaders &
R.Raddr « Raddr)

effect E"R:ReaderEntry(R<:Readers & R.Raddr = Raddr &
(~(R&State = NotSpooling

R.CyclePosition = OfflLine)
=> Error <
N"Readers = Readers ~~ S"(R) ||
S" ((R.Radur,

/vclitfte/ Drained,

/v eflive/ Available,

/vefiftve/ URProcess,

/weltitv/ R.ClassesServedNaxtCycle,
R.ClassesServadNextCyc!e,
R.ChanneliStatusilord,

. R.LinsBuffer))

KerneiCal | ed (Sendilessage (CpProcess))})
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21 May 1978 System Development Corporation )
3.2.2 Unit Record Process (Formal) TH-8@62/101/068 1
‘ . i
; }
5 OP18b: Vary online (Printer) . 4
; : 1
', 4
) transform OP18b(Command: CommandName,
Raddr: OeviceAddress)
: refcond Command : VARY«<ONLINE
| E"P:PrinterEntry {(P<:Printers & ﬁ
P.Raddr = Raddr)
effect E"P:PrinterEntry(P<:Printers & P.Raddr = Raddar & 8
(~(P&5tata = NotSpoocling
P.CyclePosition = Offline)
»> Error <
N"Printers = Printars ~~ $"(P) ]| :
S" ({P.Raddr, '
Lvliln/ Orained,
/velitin/ Available,
[ veltthvel URProcess,
/veiitve/ P.ClassesServedNextCyr e, ;
P.ClausesServedNaxtCucle,
Ivlhttvel NoNaed,
P.Cha~nelStatusilorad))

&
KernelCal led (SendMessage (OpProcass))))

P cetitartd
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21 May 1978 Systam Deveiopment Corporation
3:.2.2 Unit Record Process (Formal) TM-6862/1061/60

OP18c: VYary online (Punchi

transfarm OP1Bc (Command: CommancNama,
Raddr: DeviceAddress)

retcona Command ; YARY«ONLINE

E"P:PunchEntry (P<iPunchee &
P.Raddr = Raddr)

e'ffect E"P:PunchEntry(P<iPunches & P.Raddr = Raddr &
(~€P&Stato = NotSpooling

P.CyclePosi tion = OftLine)
=> Error <>
N"Punchasy = Punches ~~ S* (P} ||
S" ((P.Raddr,
/vetitn/ Crained,
/veBBfin/ Available,
/v tilive/ URProcess,
llittnl F.ClasseaServedNextCycla,
P.ClassesServedNextCycle,
/ulttce/ NoNeed,
P.Channe!Statusidord))

&
KerneiCal | ed (Sendfessage (OpProcass) }))
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21 May 1978 System Davelopment Corporation
3.2.2 Unit Record Process {(Formal) TH-6862/181/88

OP18d: Vary online (Tape Orivel

transform OP1@d (Command: CommandNswme,
Raddr: DeviceAddress)

re ‘cond Command = VARY.ONLINE

E"T:TapelriveEntry(T<iTapeDrives &
T.Raddr = Raddr)

effect E"T:TapeDriveEntry(T<:Tapelrives & T.Raddr « Raddr &
(~(T.State =« OffLine) -
w> Error <
N"Tapelr!ves = TepeGrives a~ S*"(T) ||
S" {(T.Raddr,
FLr 1 V4 Available,
/*#ﬁ:/ U.Process))

Kerneilaliad(Sendtessage (Upfrocess))))
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21 May 1978 System Davelopment Corporation

3.2.2 Unit Record Process (Formal) iM-6862/181/20

AUTH3a: Attach device to process (rsyuest from AuthProcess: ‘
(Reaader)

transform AUTH3a(Raddr: OeviceAddress,
Prccess: ProcesshName)

refcond E”R:ReadarEntra (R<tReaders & ;
R.Raddr « Raddr)

eftect E"R:ReaderEntry(R<iResders & R.Raddr = Raddr &
(A"N:NkepEntry (N<:iCurrentNkeps ->
N.Process ~= Process)
w> Error <
N*Readers « Readers ~~ S"(R) ||
S* ((R.Raddr,
/editin/ (R&Statonﬂralnod

2.Cycl.Pooitlﬂn-AvoiIlbio

Granted? cess=>
NotSpool ing
<> R.State),
IRt/ (RaState-Dralned

g.CucloPOlition-Availablo

GrantedAccasss> |
AttachedToljeer l

<> R.EBclePusition). ;

/nfilise/ (R&State rained |

2.CgclcPooitlon-Avnilable f

GrantedAccess=> i

" Process . '

<> R.AttachedProcess), i
R.ClassaesServedCurrently, :
R.ClassesServedNextCycle, f
R.Channe|Statusilord, |
R.LineButfer)) ;

s
éR.Stlte-Urain.d
R.CyclePositionsAvailable->

s KerneliCal led{GrantAccess (R.Raddr}))

KerneiCal | ed (SendMessage (AuthProcess) ) }) = f
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21 Nay 1978

System Development Corporat)on
3.2.2  Unit Record Pracess (Formai)

Tn-5862/1081/88

]
AUTH3b: Attach device to process (request trom AuthPro.ess) -
(Frinter)

transform AUTH3D (Raridrs DeviceAddress,
Process: ProcessName)

refcond E"P:PrinterEntry (P<sPrinters & i
P.Raddr » Raddr) *

effect E'P:PrlnterEntru(P<:Prlntora & P.Raddr « Raddr &

(A"N:NkcpEntry (N<:CurrentNkcps ->

«Process ~= Process)
=> Error <

N"Printers = Printers ~ S*(P) |}
S* ({P.Raddr,
/vltidn/ (P&Stato-Drllncd

Z.Cgcl-Pooition-AvaillbIQ

GrantesdAccessw>
NotSpooli ing :
<> Post.t')s !
/elttivn/ (F&State-Drainod !

P.CyclePosition=Available
&

GrantedAcceses> L ;
AttachedToUser ’ i

<> P.C clePosition),
lulittye/ (F&State-grainod

o

:.CycloPo-ition—Availnb)c X

GrantedAccessu>
Proceas
<> P.AttaﬁhodProcnoo).
P.Clans.lScrvndCurrontly,
P.ClanoulSorvndNaxtCyclc.

P.RelinquishOovicoRoquootStata.
P.ChannalStatusHord))
éR.Stata-Draincd

P.CyclePositionwAvailabie->
s KernolCallod(GrantAccuss(P.dedr)))

Kcrnoltalled(S.ndHcouagn!AuthPronsao))))

o
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21 May 1978 System Deveiopment Corporation
3.2.2 Unit Record Process (Formal) TM-60862/101/80

AUTH3c: Attach device to prccess (request from AuthProcess)
{(Punch)

transform AUTH3c (Raddr: DeviceAddress,
Process: ProcessNome)

refcond E"PtPunchEntry (P<:Punches &
P.Raddr = Raddr)

effect E"PtPunchEntry(P<iPunches & P.Raddr = Raddr &
{A"NeNkepEntry (N<iCurrentNkcps ->
N.Process ~= Process)
»> Error <>
N"Puiches = Punclas ~~ S*(P) ||
S" ((P.Raddr,
Iwlliinl (P&State-Dralnad

z.CgclePositlon-Availablo

GrantedAccess=>
NotSpool ing
<> P,.State),
/velitdse/ (P.State=Orained

]
;.CgclsPosition-AvaiIablo

GrantedAccess=>
AttachedTolUser
<> P.CyclaePosition),
/vlittve/ (P&Stato- rained

Z.CgciePosition-AvaiIable

GrantedAccessa>
Process
<> P.AttachedProcess),
P.ClassesServedCurrently,
P.ClassesServediextCyzle,
P.RelinquishDeviceRequestState,
P.ChanneiStatusiiord})

&
éR.State-Dra!nud
P.CyclePosi tion=Available->
s KerneiCal led (GrantAccess (P.Raddr)))

KerneiCal led(Sendtessage (AuthProcess))))
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21 May 1978 System Developmen: Corporation
.22 Unit Record Procsss (Formal) ™-8862/181/28

AUTH3d: Attach tape drive (request from AuthProcass)

transform AUTH3d (Raddr: DeviceAddress,
Process: ProcessName,
RegAccess: Accesslodes)

refcond E"T:TapeOriveEntry (T<:TapeDrives &
T.Raddr = Raddr) ;

gffect E"T:TapeDriveEntry{T<:TapeDrives & T.Raddr =« Raddr &
(A”N:Nkcpgntru {N<:CurruntNkcps ->
N.Process ~= Process)
=> Error <
N*Tapelrives = TapeDrives a~ S"(T) ||
S" ((T.Raddr,
/vefttn/ (T&State-Avallablo

GrantedAccesas>
AttachedToUser
<> T.State),
/vefitive/ (TéStato-Availablo

GrantedAccess=>
Process
r . <> T.AttachedProcess)))
Karne|Called (SendMessuge (AuthProcess)))) }
[ i
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21 May 1978 System Development Corporetion
3.2.2 Unit Record Process (Formal) TM-6862/181/08

OFlla: Attach device to process (requeat from operator) (Reader)

transform OPlla(Raddr: DeviceAddress,
Proceast ProcessNawe)

refcond E“R:RoodorEntrg {(R<:Readsrs &
R.Raddr = Raddr)

effect E"R:ReaderEntry(R<iReaders & R.Reddr = Raddr &
(A"N:NkepEniry (N<:CurrentNkcps -»
N.Process ~= Process)
=> Error <
N"Readers = Readers ~~ S"(R) ||
S" ((R.Raddr, .
/veltin/ (R&Stato-Oralnod

2\Cgcleosition-Avuilablo

GrantedAccesss>
NotSpooling
<> R.Stats),
/nlittn/ (R&Sta!a-ﬂrainod

z.CucloPositlun-Avnil-blo

GrantedAccess=>
AttachauTolser
<> R.CyctePosition),
Iveliitn/ (R&Sta.s- rained

g.CuclcPoaltiun-Avoillblo

GrantedAccnss~>
Process
<> A.AttachedProcassj,
R.CigssesServedCurrently,
R.ClasseaSeiveiNextCy~in,
R.ChannalStatusidor,
R.vireBufier))

KarnelCa! i cd (SencMessage (OpProcess))

(z.Stato-Dralned

R.C?cloﬁoaitlon-AvalIlbl¢->

§arnc|Callcd(GrantAccn-ulR.Raddr))

{(GrantedAccess ->
KerngiCal |ed (SendMessage (Process)))))))
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21 Mey 1978 System Developmant Corporastion
3.2.2 Unit Record Process (Formal) T™h-6862/101/00

OPl1lb: Attach device to process (rsguest from operator) (Printer)

transforw OPllb{(Raddr: DeviceAddress,
Process: ProcsssNamas)

refcond E"PiPrinterEntry (P<iPrinters &
P.Raddr = Raddr)

effect E"PiPrinterEntry(P<iPrinters & P.Raddr = Raddr &
(A"N:NkcpEntry (N<iCurrentNkcps ->
N.Process ~= Procsss)
=> Error o
N"Printers = Printars ~~ S"(P) ||
S" ((P.Raddr,
/elifin/ (P&Stlto-DrainQd

:.CucloPoultlon-AvaiIablo

GrantedAccesss>
NotSpool ing
<> P,State),
/nlttin/ (P&Stato-Drllncd

;.CuclcPclitlon-Availablc

GrantedAccesss>
AttachecdTolser
<> P.CyclePosition),
Iulilinl (P&State rained
z.CgcloPosltlon-Av0IIlbln

GrantedAccesss=>
Procass
<> P,AttachedProcess),
P.ClassesServedCurrently,
P.ClassesServedNextCycle,
P.Re!linquishOeviceRequastState,
P.Channe!Statusilord))

KerneiCal | ad (SendMessage (OpProcess) )
(:.State-Drainod

P.Cycl!ePositioneAvaiiable->
Eornchallcd(GrantAccoso(P.Raddr))

(GrantesdAccess ->

Kerne!Cal | ed (SendMessage (Process)))))))
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21 May 1378 System Development Corperation
3.2.2 Unit Record Process (Formal) ™M-60682/181/08

OPllct Attach device to process (request from operator) (Punch)

transform OPllc(Raddr: DeviceAddress,
Process: ProcessName)

refcond E"P:iPunchEntry (P<:Punches &
P.Raddr = Raddr)

effect E"PiPunchEntry(P<:Punches & P.Raddr = Raddr &
(A"N:NkcpEntry (N<iCurrentNkcps ->
N.Process ~= Process)
w> Error <
N"Punches = Punches ~ S*(P) |1
S" ((P,Raddr,
/witits/ (PéStlto-Drlinod

g.cuclcPooit!an-Avoilabla

CrantudAccesss>
NotSpoaling
<> P.Stitl),
/eliltn/ (P&Stlto-Dralnod

E.CuclcP01itlon-Avalllblo

GrantedAccessss
AttachedToUser
<> P.CyclePosition},
/oetillve/ (P&Stat--gralnod
:.CgclaPonltion-Availlblo

GrantedAccess=>
Process
<> P.AttachedProcess),
P.ClassesServedCurrently,
P.ClasseaServedNextCycle,
P.RelinquishDeviceRequestStata,
P.ChanneiStatusiord))

KerneiCal | ed (SendMessage (OpProcess))
(i.Stat--Drainod
P.CYcloPn-ltloh-Avalllblo->

EurnnlCalIed(GrantAccuna(P.Raddr))

(GrantedAccess ->

KerneiCal lad(SencMessage (Procass}))))))
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21 May 1978 System Development Corgorotlon
3.2.2 Unit Record Process (Formal) TM-8062/1081/08

OP12a: Detach dedicated devica from user (request from operator)
(Reader)

transform OP12a(Racddr: DeviceAddress,
. Processt ProcesssName)

refcond E"Ri:R=adsrEntry (R<iReaders &
R.Raddr = Raddr)

effect E"RiReaderEntry(R<:Readers & R.Raddr = Raddr &
{~(R.State = NotSpooling

&
E.CgclcPosltlon = AttachedTolser

R.AttachedProcess = Process)
=> Error < .
N"Readers = Readers ~~ S"(R) ||
S* ( (R.Raddr,
R.State,

/velttee/ OetachPending,
R.AttachedProcess,
R.ClassesServedCurrantly,
R.ClassexServedNextCycla,
P.ChanrelStatusiord,
R.LinaBufter))

]
N"PendingRequasts = PendingRequests ||
S" ( (Newllsgld,
Relinquishlevica,
Undef ined,
S$" ((R.At tachedProcesy,

nil, :
NoResponse))})})
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21 May 1978 System Development Cor oration
3.2.2 Unit Record Process (Formal) TM-6062/181/08
OP12b: Datach dedicasted device from user (reguest from operator)
(Printer)

traneform OP12b(Raddr: DeviceAddress,
Process: Procsssiame)

refcond E"PiPrinterEntry (P<iPrinters &
P.Raddr = Raddr)

E"PsPrinterEntry(P<iPrinters & P.Raddr = Raddr &
(~(P&Statc = NotSpool ing

z.CucleFo:ltlon = AttachedToUser

effect

P.AttachedProcess = Process)

w> Error <o

N"Printers = Printers ~~ S"(P) 1|

S" ((P.Raddr,
P.State,
DetachPanding,
P.AttachedProcess,
P.ClasaesServedCurrentiy,
P.ClasaeaServadNextCycle,
P.Rel inquishQeviceRaquestState.
P.ChanneiStatuslord))

/vehtin/

&
N"PendingRaquests = PendingRequasts ||
3" ((NewMsgld,
RalinquishOevice,
Urdefined,
S“(:?.AttlchodProcass.
nel,
NoResponse})})))
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21 May 1978 System Dsvelopment Corporation
3.2.2 Unit Record Process (Formal) TM-80862/181/88

OP12c: Detach dedicated devica from user (request from opsrator}
{Punch)

transform OPl2c(Raddr: DeviceAddress,
Process: ProcessName)

refcond E"P:PunchEntrE (P<tPunches &
P.Raddr = Raddr)

seffect E"P:PunchEntry(P<iPunches & P.Raddr = Raddr &
(~(P& tats = NotSpooling

E.CgcloPosition = AttachedToUser

P.AttachedProcass = Process)
w> Error <>
N"Punches = Punches a~ S"(P) ||
S* ((P.Raddr,
P.Statse,

It/ DetachPending,
P.AttachedProcess,
P.ClassesServedCurrently,
P.ClassesServedNextCycle,

P.Rel inquishDeviceRaquasstState,
. P.ChanneiStatusilord))
N"PendingRequests = PendingRaquests ||
S" ( (NeuMsgld,
RelinquishQevice,
Undefined,
S"(:?.Attachchrocess.
nit, :
NoResponse))))))
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21 May 1978 System Development Corporation
3.2.2° Unit Record Process (Formal) TM-6862/181 /820

NKCP2as Detach dedicated device from user (request from attached
process) (Reader)

transform NKCP2a(Raddr: OsviceAddrass,
Process: ProcessNams)

refcond E"R:ReaderEntry (R<:Readers &
R.Raddr = Raddr)

effect E"R:ReaderEntry(R<:Readers & R.Raddr « Raddr &
(~(R.State « NotSpooling

&
2»CgclePosition = AttachedToUser
R.AttachedProcess = Pracass)

= Error <
N"Readers = Readers ~~ S"(R) |1

S" {(R.Raddr,
/sclitive/ {(DaviceRe ! sased=>
Orained
- <> R.State),
/vefittne/ (DaviceRe |l eased=>
Available
<> R.CyclePosition),
/veltite/ (DeviceRelsaseds>
URProcess

<> R.AttachedFrocess),
R.ClassesServedCurrently,
R.C!assssServedNextCycle,
R.ChanneiStatuellord,
R.LineBuffer))
Kerne|Called (Re!easeDevice (R.Raddr))
KernelCalied(Sendessage (R.AttachedProcess))

KernelCal led (SendMessage (OpProcess))))
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21 May 1978 System Develiopment Cor:oration
3.2.2 Unit Record Process (Formal) TM-6062/'81/808

NKCP2b: Detach dedicated device from user (request from attached
process) {(Printer)

transform NKCP2b (Raddr: DeviceAddress,
Process: ProcassNaxe)

refcond E"P:PrinterEntry (P<tPrinters &
P.Raddr = Raddr)

effect E"P:PrinterEntry(P<:Printers & P.Raddr = Reddr &
(~(P&State = NotSpooling

z.CgclePositlon = AttachedToUser
P.AttachedProces: = Procesaf

=> Error <
N"Printers = Printars ~~ S"(P) ||

S" { (P.Radder,
/velitive/ (DeviceRe | eased=>
Orained
<> P.State),
/velitive/ (DeviceRel eased=>
Available
<> P.CyclePosition),
/eeltfive/ {DeviceRe!easeds=>
URProcess

<> P.AttachedProcess),
P.ClassesServedCurrently,
P.ClassesServedNexiCycise,
P.Rel inquishDevicaRequestState,
P.ChanneiStatuslord))
Karne|Cal ied(Re|easeDevice (P.Raddr))
KernelCal led (Senditessage (P.At tachedProcess))

KerneiCal | ed (SendMessage (OpProcess) ) ) )
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21 May 1978 Sustem Devalopment Corporation
3.2.2 Unit Recerd Process (Formal) TH-8862/181/88

NKCP2¢c: Detach dedicated device from user (reyuest from attached
process) {Punch)

transform NKCP2~ (Raddrs DeviceAddrese,
Process: ProcessNamas!

refcond E"P:PurichEntry (P<iPunchas &
P.Raddr « Raddr)

effect E"PiPunchEntry(P<:Punches & P,Raddir = Raddr &
(~(PE tate = NotSpouling

i.CgcloPo.ltion - AttacﬁadToU-or
P.AttachedProcess = Process)

=> Error <
N"Punches = Punches ~~ S"P) |}

S" {((P.Raddr,
/vtitie/ {(OeviceReleased=>
orained
<> P.State),
/vel8ttve/ (DaviceReleased=>
Available
<> P.CycleFasition),
/v it/ {DeviceRe ledssd=>
URProcess

<> P.AttachedProcass),
P.ClassasServedCurrentiy,
P.ClassesServedNextCycle,
P.RelinquishDevicoRequestState,
P.ChannelS:atusilord)) ‘
KerreiCal led (Releaselevice (P.Raddr))
KernelCal {ed (Sendiessage (P. A t tactisdProcess))

KernuiCal!ed(SandMessage (LpProcessl})))
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21 May 1978 System Developrent Corporst:on
3.2.2 Unit Racord Praocess (Formal) TM-6662/181/20

OPi2d:  Detach dedicated device from user (request from operator)
(Tape Drive)

transform OP12d(Raddr: DeviceAddress,
Process: ProucsssName)

refcond E"V:TapeDriveEntry(T<: Tapelrives &
T.Raddr=Raddr)

effect E”T:TapeDriveEntry(T<:Tapelrives & T.Raddr = Raddr &
(~(T&State-Attachud

T.Atteched®rocess=Procass)
=> Error <
N TapaOrives = TapeDrivas a~ S"(T) ||
S" ({T.Raddr,
/ielitive/ JetachPending,
. T.AttachedProcess))
Q
M"PardingRequests = PendingRequests ||
S* ((NewMagld,
Rel inquisnlevics,
Unigie f i ned,
S" ((T.Attachsdfrocess,
nil,
NoRasponse) ) ))})
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21 May 1978 System Cevelopment Corporation
3.2.2 Unit Record Process (Formal) TM-6862/181/080

NKCP2d: Oetach dedicatad devica from user (request from attached
process) (Tape Orive)

transform NKCP2d(Raddr: DeviceAddrrss,
Process: ProcsssName)

refcond E"T: TapeOriveEntry (T<:TapeDrives &
T.Raddr = Raddr)

effect E"TiTapeDriveEniry(T<:TapeOrives & T.Raddr = Raddr &
(~(T&Statn = Attached
T.AttachedProcess = Process)
=> Error <>
N"TapeDrives » Tapelrives ~~ S"(T) ||
S"{(T.Raddr,

/xtifin/ (DeviceReigased=>
Availablas
<> T.State),

/elitie/ (DeviceRel saseds>
URProcess

<> T.AttachedProcess)))
KernsiCal|ed(Re!easeDevice (T.Raddr))
:ernoICalIod(Sondﬂooolgc(T.AttachodProcosa)1
gernolCalIod(Scndﬂ-aolgo(DpProcesa))))'
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21 May 1978 System Oavelopment Corgorutlon
3.2.2° Unit Record Process (Format) TH-50862/181/88

NKCP1 a: Process message,

relinquishing device as requested
(Rezdar)

transtorm NKCPla(RaddrtDevicoAddr-to.
Process:ProcessName)

refcond E‘R:RaaderEntrH (R<:Readers &
R.Raddr = Raddr)

effect E"R:ReaderEntry(R<:Readerc & R.Raudr « Raddr &
(~(R&State = NotSpooting

Q.CgcfoPoaltton = OetachPending

R.AttachedProcess = Procass)
=> Error <

N"Readars = Readers ~- S*(R) 1
S”((H.Raddr,
It/ (Devicens ) sasege>
Orained '
<> R.State),
Ity {DeviceRe) sased~>
Available

<> R.CyclePosition),
/eRiin/ (DeviceRelnasedn>

URProcess
<> R.Attachadprocess),
R.C!assoaServedCurrontlg.
R.ClassetServadNexthclo.
R.ChannelStatusﬂord.
R.LineBuffer))

2erneltal!cd!RcleaeoDevice(R.Raddr))
iernelCalted(Sendﬂeaaaqa(R.AttachndProccto))
KernelCalled(Sondﬂossaqo(DpProccac))))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6962/181/88

NKCP1b: Process maessage, relinquishing device as requested
(Printer)

transform NKCPlb(Raddr:DeviceAddress,
Process:ProcessName)

refcond E"PiPrinterEntry (P<:Printers &
P.Raddr = Raddr)

effect E"PiPrinterEntry(P<:Printers & P.Raddr = Raddr &
(~(P.State = NotSpooling

[}
Z.CgcloPosltlon = DetachPending
P.AttachedProcess = Prociss)

=> Error <
N"Printers = Printers ~~ S"(P) |I

S" {(P,.Raddr,
/v Bt/ (OeviceRe!eased=>
Drained
<> P.State),
/veiiftse/ (DeviceReiecased=>
Availabie
<> P.CyclePosition),
It/ (DeviceRelsasedw>
URProcess

<> P.AttachedProcess),
P.ClassesServedCurrently,
P.ClassesSarvedNextCycle,
P.RelinquishDeviceRequestStats,
P.Channe|Statusilord))

EernelCalled(Releeseﬂevice(P.Raddr))
§ornelLalInd(Sandﬂesaage(P.AttachodProcesn))
Kerne!Cal i od {SendMessage (UpProcess) ) ))
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21 Mey 1978 System Development Corporation
3.2.2 Unit Record Procsss (Formal) TM-68062/181/00

NKCPle: Process message, relinquishing device as requested
{(Punchl)

transform NKCPlc(Raddr:DeviceAddress,
Process:tProceseNars) .

refcond E"PiPunchEntry (P<:Punches &
P.Raddr = Raddr)

effect E"P:iPunchEntry({P<:Punches & P.Raddr = Raddr &
{(~{(P.State = NotSpooling

8
z.CUQIOPOIit'On = DetachPending

P.AttachedProcess = Process)
w> Error <
N"Punches = Punchas ~~ S"(P) |1
S" ((P.Raddr,
/elitn/ {DeviceRaicased=>
Orained
<> P.State),
/velifte/ (OeviceRaleaseds>
Available
<> P.CyciePosition),
/xBlwnl {DeviceReleased=>
URProcess
<> P.AttachedProcess),
P.ClassesSe¢rvedCurrently,
P.ClassesSeivedNextCycle,
P.Rel inquishQeviceRequastState,
P.CharneiStatuslord))

EernelCalled(RélcaseDovicu(P.Raddr))
EernchalIed(Snndﬂonsago(P.AttachndProcoss))
KerneliCalled{SendMsssage (OpProcess))))
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21 May 13978 System Development Corporation
3.2.2 Ur.it Record Process (Formal) TM-6862/181/08

OP13: Loadbuf

transform OP13(Raddr: DeviceAddress)

refcond E"PiPrinterEntry (P<:Printersd
P.Raddr = Raddr)

sffect E"P:PrinterEntry(P<:Printers & P.Raddr ~ Raddr &
(~(P&Stato = Orained

P.CyclePosition = Available)

=> Error <
true))
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3.2.2 Unit Record Process (Formal) ™-6R62/1081/88

gK?PI?z Process message, relinquishing device as requested (Tape
rive

transform NCKPld{(Raddr: DeviceAddress,
Process: Fr-ocessName)

refcond E"TtTapelriveEntry (T<:TapeOrives &
T.Raddr = Raddr)

effect E"T:TapeDriveEntry(T<:TapeDrives & T.Raddr = Raddr &
(~(T&Stato = DetachPending

T.AttachedProcess = Frocess)
=> Error < .
N"TapeOrives = TapeOrives ~~ 5"(T) 1|1
S" ((T.Raddr,
/eHlivn/ {(DaviceRelsasedw>
: Available
<> T.State)
/olilin/ {(DeviceReleasad=>
: URPrucess
¢ <> T,AttachsdProcess)))

EernelCalled(Rcleaacﬂovlce(T.Raddrl)
gern-lCallcd(Scndﬂossagc(T.Attachchroeuss))
KerneiCa! | ed (SendMessage (OpProcess))))
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TH-6862/181/00

; 3.2.2 Unit Record Procass (Formal)
CPlid: Attach tepe drive (regquest from cperater)

: transform OPl1ld(Raddr: DevicaAddress,

j RegAccess: Accessiiodes,

! Tapr.SeclL.evel: ProcessName,
Processt ProcessName)

rafecond E"Ti TapeDriveEntry (T<:TaneDrivesd
T.Raddr = Raddr)

{A"N:Nkepentry (N<:CurrentNkcps ->
N.Proceas ~= Process)

=> Error <>
E"NtNkepEntry (MciCurrentNkeps &
N.Process=Process

8
N"TapeOrivrs = TapeDrives ~~ S*"(T) ||
S*" ((T.Raddr,

/xlitn/ (T&Raddr<:N.UsabloTap-Dr|voe
I.Stata-Availlbll
EheckedSecLavcl
GrantedAcceasa>

Attached
<> T.Etat.) Y

/niiitx/ (T&Raddr<:N.UeabloTapoDrives
ImStata-Available
EheckadSecLevel
GrantedAccesss>

h , N.Process
<> T.AttachedProcess}))
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21 May 1978 System Development Corporation

3.2.2

Unit Record Process (Formal) TM-6062/1081/88
Kerne!Cal | ad (SencMessage (OpProcess))
(I.Rlddrc:N.UuabloTapoDrlvol

T.State = Avallable)->
(zornolCallod(ChockSnean.l)

{CheckedSecLevei->
(i-rn-lCalIod(GrantAcc-oo(T.Rlddr)l

(GrantedAccess->
KerneiCal led(SendMessage (N.Process})})))))))
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3.2.2 Unit Record Process (Formal) TM-6862/191/00

AUTHL: Add Nkep

transform AUTH] (Process: ProcessName
Readers: set of DeviceAddress,
Printers: set of DeviceAddress,
Punches: set ot DeviceAddrass,
TapeOrives: set ot DeviceAddress)

refcond true

effact (E"N:NkcpEntry (N<:CurrentNkcps &
N.Process = Process)
=> Error <
N"CurrantNkcps = CurrentNkeps ||
S" ((Process,
Readers,
Printers,
Punches,
TapeOrives)))
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3.2.2 Unit Record Process (Formal) TM-68R2/181/088

AUTH2: ODelete Nkep

R S

transiorm AUTH2 (Process: ProcessName) '

affect (A"Ni:NkcpEntry (N<iCurrentNkcps -»
N.Process ~= Process)

|
E"DR: QutputDeviceRaquest

((?R<:PrinterSpoolRequasts

OR<:PunchSpoo |Requests)
ER.Procese = Procass
DR.States = Process.ng)

|
E"R:ReaderEntry{R<:Readars &
g.AttachodPrecaas = Process

R.CyclePosition<:5" (AttachedToSpeol ingProcess,AttachedTolser))

E"P:PrinterEntry(P<:Printers &
Z.AttachedProceso = Process

P.CyclePosition<:S" (AttachedToSpool ingProcess,AttachedTolssr))

E"P:PunchEntry(P<:Punches & )
z.AttachedProcass = Process

P.CgclePos!tion<:5“(AttachchoSpoollngProceaa,AttachodToUeer))

E*"T:TapeDriveEntrylT<: TapeDrivas &
;.AttachadProcess = Process

T.State = AttachedToUser)
=> Error <

E“NiNkcpEntry({N<:CurrentNkcps & N.Procesn = Process &
N"CurreniNkcps = CurrentNkcps ~S" (N)

&
N"PrinterSpoolRequests = PrinterSpooiResquests ~-
S"0R: OutputDeviceEntry
(EﬁtsPrintarSpaoIRequesta
c OR.AttazhedProcess = N.Procass)

N"PunchSpoo|Raquests = PunchSpoolRequests --
S"DR:0utputDeviceRequest
(2R<:Punch5poolﬂoquests

DR.AttachedProcsss = N,Process)))
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3.2.2 Unit Record Process ‘Formal) T™-6862/101/08

KERN1: meacage frum Kernel, re device availebility (duriny scan
at system initiatization)

transform KERN1 (Raddr: CeviceAddress)

aftect (E"R:Readertntry(R<:Readars & R.Raddr = Raddr) =>
E"R:ReaderEntry(R<:Readers & R,Raddr = Raddr &
: (R.State = Orained =>
N"Readers = fleaders ~~ S"(R} 1|
S" ((R.Raddr,
/veltitve/ NotAvaiiableForSpooling
[yelttve/ 0¢ffLine, .
R.AttachedProcuss,
R.ClasseaServedCurrent iy,
R.ClassesServedNextCycle,
R.ChannelStatuslord,
R.LineBuffer))
<> Error))
<> E"P:PrintarEntry(P<:Printers & P.Raddr = Raddr) >
E"P:PrinterEntry(P<:Printers & F.Raddr = Raddr &
(P.State = Drained =>
N"Printers = Printers ~~ S"(P) {1
S* ( (P.Raddr,
/wlitin/ NotAvailableFerSpool ing,
/xelithe/ OffLine,
P.AttachedProceass,
P.ClassesServedCurrently,
P.ClassesServedNaxtCycle,
P.Re! inquishDevicsRequestState,
P.ChanneiStatusiiord))
<> Error))
<> E"P:PunchEntry(P<:Punches & P.Raddr = Haddr) =>
E"P:PunchEntry(P<:Punches & P.Raddr = Raddr &
(P.State = Drained =»
N"Punches = Punches ~~ S"(P) ||
5" ((P.Raddr,
. /vlittve/ NotAvailableForSpool ing,
/liitee/ Of tLine,
P.AttachedProcess,
P.ClassesServudCurrently,
P.ClassesServedNextCyc!ae,
P.Rel inquishDeviceRequastStatse,
P.ChannelStatuslord))
<> Error))
<> E"T: TapeDriveEntry(T<: TapeOrives & T.Raddr =« Raddr) =>
E"T: TapeDriveEntry(T<:Tapelrives & T.Raddr = Raddr &
(T.State = Available «>
N"TapaDrives « TapaDrives ~ S"(T) ||
S" ((T.Raddr,
VE-147) OffLine,
T.AttachedProcess))
<> Error)))
end URProcess
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21 May 1978 System Oevelopment Corporation
3.3.1 Authorization Process (informal) T™M-6B62/181/08@

3.3.1: Authorization Process
Informal Description

This section contains the informal description of ths
Authorization Process of KYM/37@.

Overvieu

The Authorization Procesa performs several functions of major
importance to the system security of KVN/378, The Authorization
Process acts as the security policeman of the system by
controlling acceoeeibility to the machine via the logon/of f
protocols, and by helping the Kerne!l kesp the system in a set of
secur | ty-preserving states by controlling non-unit r.cord device
attachment for all system procasaes. It slso examines the
security conditions surrounding all davice at.achments (for both
unit record and non-unit recornd devices) to NKCPs.

The Authorization Process performs the following major functionss:
- logon sequence;
- logoff sequences
-~ links;

- non-unit record device attachmant for alil other
system processes;

- sgecurity condition assurance for all device
attachments; 2nd

~ NKCP creation and de'etion.

The Authorization Process monitors the status of all non-unit
record devices In its device tables. It uses a data structure
called the ‘'directory’ to control both user access to the system
and the processing of |inks.

Figures four and five display the organizgtion of the transforms
involved in the logon protocol. Figure six displays the various

states in which a particular line can exist, and the legal
transitions betueen states.

234

S

- e e g




PR gy e

e st e o b r——— bt s vt o8

System Development Corporation

21 Mayv 1978
i’ 3.3.? Authcrization Process (Informal) ™=-6062/101/00
1
INITIAL LOGON  RETRY
Lao LabL2 (TABLE UPDATE |
L
{INITIALIZATION) | | OF RETRY ATTEMPT)
LGDL3 (VALIDATE USER 1D,
SECURITY LEVEL,
PASSWORD)
\
WALIDATE | “GD4 LGDLS k
ACCESS — (Nkep/ VM CREATION)
PASSWORD) l
LGDLS
(DEDICATED DEVICE ASSIGNMENT)
Y
' LeDL?
(LINK ATTACHMENT)
LGDLS
(NKCP NOTIFICATION) |
i
|
ATTACHED -,
Figuce 3 ' ,
{\ THE ATTACH VALIDATION SEQUEF G l
' (PROCESS STRUCTURE) \
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21 May 1978

System Development Corporation
3.3.1 Authorization Process (Informal)

INITIAL LOGON
STATE = AVAILABLE

TM-6062/101/00

RETRY
| STATE = RETRY

LGDL1

LGDL2

STATE = READ

ACCESS PASSWORD

y

l STATE = READ INITIAL PASSWORD

.GDL3

l STATE = PERFORM RESOURCE CHECKS

LGDL4

LGDLS

1STATE = HOOKING PERIPHERALS

LGDLS

!

LGDL7

TSTATE = NOTIFYING Nkcp

Figure 5

LGDLS

!

ATTACHED

(State Transitions)
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System Development Corporation
Aduthorization Process (Informal)

TM-6062/101/00

ATTACH
VALIDATION,
READ INITIAL
PASSWORD
t }
FREE ATTACH
oy FREE, VALIDATION,
PENDIABLE ™ AvalLasLE READ ACCESS
PASSWORD
FREE,
DISABLED
ATTACH ATTACH
ATTACHED, | | VALIDATION VALIDATION,
1 4 ?  egfm— [ ———
ATTACHED NOTIFYING HOOKING
Nkep PERIPHERALS
ATTACHED,
READ LINK
PASSWORD
Figure 6

The Line Activity Cycle
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21 May 1978 System Development Corporation
3.3.1 Authorization Process (Informal) TM-6862/181/08

The Logon Sejuence

Hhen the user presses the ‘break’ kesy after dialing into the
system, the resulting interrupt is reflected by the semi=-trusted
process monitoring all input |lines to the Authorization Process,
which then requests a 'read’ on the line. The user then types the
logon information, consistir - nf at least a header string, 8 user
id, @ passuord, and & secu'ity level. The Authorization Proceess
uses this information and the directory information associated
uith this user to determine whether the attempted logon will be
8l lowed. The tactors invoived in this decision includes

- }?e user's security level provided in the logon
nes

- the communication line’s sacurity level;

~ the security levels associated with the user in the
user’s directory entry: and

- uwhether an NKCP controiling the requested security
level currently exists in the system, the number of
NKCPs currentiy extant, and the maximum allowable
number,

The Authorization Process must perform a fair amount of processing
in order to determine whether the user is allouwed to log on given
the current state of the system and the requested security level.

Assuming the rogon decision 1Is atfirmative, the Authorization
Process uses the 'dedicated davices' section of the directory
entry for this user to determine those devices that must be
attached to (the controlling NKCP for} the new VM in order for the
YM to perform. The Authorization Process attaches the permissible
devices (pursuant to security conditions and the requested
security level), the communication |ine and the new VM to the NKXCP
controlling this security level. Thess attachments all occur
after first creating the NKCP | f necessary and possible.

It then notifies the controlling NKCP of the existence of the neu
M. Part of the message sent to the NKCP contains non-security-
relevant directory information about the VM, in particular
information about the YM's attached devices.
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21 May 1978 System Davelopment Corporation
3.3.1{ Authorization Process (Informal) TH-8862/181/08

The Logoft Sequence

When a Y11 is to be purged from the system, the NKCP releases all
the devices dedicated to the VM, performs accounting, and then
informs the Authorization Process. It also provides the reason
for the purge, which could be because the user logged off, or
because the NKCP forced the user off (due to operator recuests
FORCE or SHUTDOWN), or because the uger uas disconnected and at
leagt flfteen minutes have elapsed, etc.

The Authorization Process proceeds to destroy the VM and, if
necessary, causes the communication lins to be re-snabied for a
new user connection.

l1f the Kernal does not allouw the VM tu ba ¢ stroyed, the
Authorization Pracess informs tha NKCP of this a.t.
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21 May 1978 : System Development Corporation
3.3.1 Authorization Process (Informal) TM-6862/181/88

NKLP Craation and Deletion

An NKCP is added to the system when an attempt is made to perform
procaaain* at 8 security leve! not currently being provided by the
gystem, his request for support of a new security level may be
caused by a user logging on or by an input spoaling opsration,

The Authorization Process attempts to creats the NKCP to servica
the naw security level. [f it succesds, the neu user is attached
in the normal manner or, in the caese of an input spooling
operation, the Unit Reacord Process is informed of the availabiliity
ﬁ;céhe neu NKCP so that it may attach the input device to the

Out to limitations of Kernel table space or systsm performence
requirements, creation of the new NKCP may not be possible. [n
this case the user’'s logon attempt is rejected or the Input
spooling operation Is aborted,

It may also be the case that an NKCP has been creatsd and the
reason for its existence has disappearsd. This uill occur it the
user does not complete the logon, the attempt to crsate a VM fails
duc to lack of table space, the input device becores disabled or,
in the case of an input spooling operation, the NKCP mey not use
the Iinput davice due to security conditions., The Authorization
Process (or in the case of an input spooling operation, the Unit
Rscord Frocess) will inform the NKCP that it is not needed.
Houever, due o tne inherent asynchronicity of ths system, the
NKCP may have become useful by one trusted process evan as another
was deciding it was not really needad. Thus the message to the
NKCP shou!d be interpreted as "Perhaps |f you have no work to do,
you may purge yourself," rather than an imperative command, "Purge
yourseifi" [t is up to the NKCP to make the reguest of the
Authorization Process uhich causes the actual purge of the NKCP,

Any time an NKCP discovers that it has no work to do {i.e., it has
completed all of its tasks and nothing remains), it should requast
that it be purged from the system, by sending a message to the
Authorization Process. The Authorization Process attempts to
urge the NKCP. 1f the NKCP cannot be purged, the Authorlization
rocess returns a message to tha NKCP, uhich should then abort.
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21 May 1978 System Development Corporation
3.3.1  Authorization Process (informal) TM-6062/1081/80

Operator Process
= Requests -

AUTOLOG

QUERY
0ASD -

LINES -

GRAF -

SYSTENM -

NAMES -

USERS -

user id -

raddr - [raddr must be non-unit record devicel

ALL -
SHTOOLIN
ATTACH ~addr ~ [raddr must be non-unit record devicel
DETACH raddr - (raddr must be non-unii record device]
VARY raddr - [raddr must be non-unit recard device)
LOCATE raddr ~ [raddr must be nun-unit record devicel
MapUserld

2641
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3.3.1 Authorizstion Process (Intormal) T™-6062/181/80

Unit Record Process
~ Requests -

NewdNkcp
MapUser!d

-

Unit Record Process
- Responses -

URUeviceAt tached
URDeviceNotAvallable

NKCP Requests

Logotf
Jisconnect

Detach raddr - [raddr must be non-unit record device]

Des troyits

NKCP Responses

ResponseToOpRequest
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21 May 1978 System Oavaelopment Corporastion
3.3.2 Authorization Process (Formnlv ™-6662/181/08

3.3.2t Authorization Process
Formal Specification

module AuthProcess
tybe
DeviceAddress,
LineAddress,
ProcessName,

Virt. MachineName,
Yolum._.J,

CommandName = (AUTOLOG, ATTACH-RADOR, UETACH-RADOR, VARY~ONLINE,
VARY+OFFLINE, QUERY~DASD, QUERY+LINES, QUERY«GRAF,
QUERY+~NAMES, QUERY~USERS«X, QUERY«ALL, QUERY~SYSTEM-RADOR,
QUERY+RADDR, QUERY-USERS~USERID, QUERY+USERID,
LOCATE-RADOR, SHUTDOWN),

Cat6a = T"(QUERY.DASD, QUERY~LINES, QUERY«GRAF, QUERY~NAMES,
QUERY+USERS+~X, QUERY+ALL),

Cat6b = T" (QUERY«SYSTEM-RADDR, GUERY«RADOR),
CatBc = T" (QUERY-USERSUSERIO, QUERY«USERID),
MessageNames

constant

Dominates (ProcessName, ProcessName): boolsan,

DeviceType (DeviceAddress): DeviceTypes,

HCylinders(Volumeld): T"[:integer(8<]),

Raddr (String): DeviceAddress,

Laddr (String): DeviceAddress,

MsgName (String): MessageNames,

Opgrocess. URProcess, NetuorkProcess, AuthProcess: ProcsssName,
TrustedProceases: S" (OpProcess, URProcess, AuthProcass)

constant

AddressSpaceSizes T"l:integer (B<=s] & [<=8191),
CodeSize: T"l:integer (B<=] & 1<=8191),

Code: integer,

MaxCyl inders: T"I:integer(1>8),

MaxRetries: T"l: integer (I>=8),

MaxNkcpa: T"[: integer (I>=83),

MaxVMe: T"1: integar ([>=8)
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21 May 1978 Srntom Osveiopment Corporation
3.3.2 Authorizaticn Prccess (Formal TM-E36G2/71081/88

type

RagueetCategory = (Attach,Clearline,ReDirectline,lriteAndReadl ine,
OcReque - *, NewVM, Connec tYM, Newlser,
NewQrConnectedVM,Rel inguishDevice),

ResponseStatus « {(NoResponse,Responded),

AccessModes = (Read, lrite),

LinaStatus = (Retry,0!sabled,Available,ReadlnitiaiPassuord,
ReadAccesstassuord, Par formResourceChacks, Hook ingPer ipherals,
NotifyingNkep,Attached, Readl inkPassuord, ReEnab i ePending),

SharsblelriveStatus « (QftLine,Available,AttachedToSysten),
OriveStatus = (Offl.ine,0etachPending,AttachedToUser,Available),
VolumeStatus = (Mounted,NotMounted),

LinkAccess = (R,RR,W,WR,M,MR, M),

LineCondition = T" (Disabled,Available),

ActivityStatus = (Free,Attached,AttachValidation),
AccessCategory = (Logon,0lal),

ReasonTypes « (IncorractlLogon,RescurceFailura,SecurityYlolation,
MaxThrasho | dExceeded, NoNkcp, NoYM, TerninaiClearancelismatch),

LogoffReasons = {UserChoice,Forced,Disconnectsd),

DirectoryEntry = structure of |
Userld = VirtualMachineName,
LogonPassword = String,
DiaiPassuord » String,
. LinkPassuord = String,
MaxSecLave! = ProcnhssName,
MinSeclLevel = ProcessName,
DedicatedDevicea = set of DedicatedDaviceEntry,
Links = set of MOLinkEntry,
[piDefined = boolean,

AccessPassuorde = sat of AccessPassuwordEntry),
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21 Nay 1978 Systom Usvelopment Corporation

3.3.2 Authorization Process (Formal

LineEntry = structure of !
Laddr = LinsAddress,
MaxSecLeve! = ProcessName,
MinSecLave! = ProcessName,
State = ActivityStatus,
CyclePosition = LineStatus,
RequestedSecl.evel| = ProcessName,
AttachedVM = VirtualMachineName,
Connection = AccessCatsgory,
LineDropped = boolean,
#Retries = 8..#MaxRetries,
#Auai tingHooks = nonnegative integer,
Meg = Stringl,

NkcpEntrB = structure of (

rocess = ProcessName,
YHs = set of VMEntry,
AttachedDevices = set of AttschedleviceEntry,
Links = sst of MOLinkEntry),

AccessPassuordEntry = structure of
SecLevel = ProcessName,
Password = String),

VMEntry = structure of (
VMName = VirtuallMachineName,
Laddr = LineAddrass,
Disconnacted = boolaan,
Users = set of LineAddress),

DadicatedDeviceEntry o structure of (
Raddr = DeviceAddrass,
VolSecLevel = ProcessName,
Access = sat of Accessliodes),

AttachedDeviceEntry = structure of
Raddr = DeviceAddraess,
Access = set of Accessiiodes),

MOL inkEntry = structure of (
MOName = MiniDiskName,
Accass = set of Accessiiodes),

ProcesslL inkEntry = structure of (
Procass = ProcessNanme,
Accsss = sat of Accessiiodes),

URPOunedDeviceEntry = structure of |
Raddr = DeviceAddress,
MaxSecLevel = ProcessName,
MinSeclL.eve! = ProcessName),
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21 May 1978 Synton Development Corporation
3.3.2  Authorizaticn Procesa (Formal - _J62/181/08

NonsharsbieOr iveEntry = structurs of (
Raddr = DeviceAddress,
MaxSecl.eve! = ProcessName,
MinSecLevel « ProcessName,
State « OriveStatus,
AttachedProcess = ProcessName,
Accass = get of Accesalodes),

SharableOr iveEntry = structure of (
Raddr = OeviceAddress,
State = SharabieDriveStatus,
Secl.evei = ProcessName,
MountedVolume « Yolumeld),

SharedYolumeEntry = structure of (
Volume « Volumeld,
SeclLevel = ProcessName,
MountedDevice = DeviceAddress,
State = YolumeStatus),

MiniDiskEntry = structure of |
MOName = MiniDiskNams,
ContainingVolume = Voiumeld,
Cylinders u T"I:integer (1<=] & [ <=iMaxCy! inders) ><

T"I:integer (1<=] & [<=fMaxCyl inders),
Secl.ave! = ProcessName,

CurrentlLinks « set of Precesel inkEntry,
AccessControllist = set of ACLEntry),

ACLEntry = structure of (
User = VirtualMachineName,
Arcess = set of Accessllodes) ,

ResponseSiot = structure of |

Respondent = ProcessName,
Text = String,
Stata = ResponseStatus),

PendingRequeat = structure of {
Msgln = Messageid,
Kind = RequestCategory,
Command = Comman-Name,
Responses = sat of ResponuaSiot)
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21 May 1978 S
3.3,.2 Authorization Process (Formal

variable

#Nkcps: NkcpRange,

#VHs: VMRange,

#Users: UserRange,

ShuttingDoun: boolean,

URPOunedOevices: set of URPOunedDaviceEntrg.
NonsharableDOrives: set of NonsharableDriveEntry,
Sharablelrives: set of SharabiedriveEntry,
SharedVoiumes: set of SharedYolumeEntry,
MiniDisks: set of MiniDiskEntry,
CurrentNkcpa: set of NkcpEntry,

Lines: set of LineEntrB.

UserOirectory: set of UDirectoryEntry,
PendingRequesta: set of PendingRequest
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21 May 1978 S?stem Development Corporation
3.3.2 Authoriza‘ion Process {(Formal TM-68862/101/080

initial
#Nkeps = 8

&

#VMs = 8

]

zUserl -8
é~ShuttingUoun)

A"NS:NonsharablelriveEntry(NS<:NonsharableQrives ->
NS.State = Avaijable

&
NS.AttachedProcess = AuthProcess)

A"S:SharableDriveEntry(S<:Sharablelrivas ->
S.State = Avallable)

&
A"V:SharedYolumeEntry(V<:SharedVolumes ->
V.State = NotMounted)

&
A*M:MiniDiskEntry{M<:MiniDisks ->
. M.CurrentlLinks « Empty)

gurrentNkcpe = Empty

A"L:LineEntry{L<:Lines ->
L.State = Free

&

k.CgclePosition = Available
. L.AttachedVl = AuthProcess)
PendingRequasts = Empty
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21 May 1978

3.3.2 Authorization Process

Invariant
gNkcps <= #MaxNkeps

#VMa <= MaxVMs

gerr. <= HMMaxUsers
?nvar|antstURFOunodDevlco.
?nvarlantsOfNonsharableDrlvos
?nvarIantsOfSharahleDrlvoo
znvarIantsOfSharedVolumoo
InvariantsOfiniDisks
?nvarlantsOfCurrentNkcps
?nvariantsOfLines
EnvarlantsOfPendlngRequests

InvariantsOfUserDirectory

(Formal
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21 May 1978 System Deveiopment Corporation
3.3.2 Authorization Process (Formal? TM-6862/181/08

lnvar iants0fURPOunedOevices =
A"Ul,U2:URPQunedDeviceEntry
Ul <:URPQunedUavices & U2<:URPOunedDevices ~>
(Ul .Raddr = U2.Radd~ -> Ul = U2))

]
A"Us URPCUunedDev i ceEntry (l/<: URPOWnadDevices ~->
guminatas(u.ﬂaxSacL.vol.U.ﬂlnSchevol)

OeviceType(Raddr) <: 5" (Reader,Printer,Punch, TapeDrive)!
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21 May 1978 S¥stan Oevelopment Corporation |
3.3.2 Authorization Process (Formal TM-60862/1081/08 !

InvariantsOfNonsharablelOrives =
A"NS1,NS2:NonsharablalriveEntry(
NS1<:NonsharableOrives & NS2<:Nonsharablelrives ->
{(NS1.Raddr « NS2.Raddr =-> NS1 = NS2))

]
A"NS:Nonsharsb| eDr i veEntry (NS<:Nonsharab | elr i ves ->
gouinatea(NS.HaxSecLovol.NS.NlnSchnvcl)

(NS.State « Attached -> !
E"N:NkecpEntry (Nc:CurrentNkcps &
N.Process = NS.AttachedProcess

gominates(NS.HaxSchavel.N.Procoso)
2oulnates(N.Proccos.NS.ﬂlnSocLevel)

E"AsAttachedDeviceEntry(A<:N.AttachndDaevices &
A.Raddr = NS.Raddr)})})
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21 May 13978 System Development Corporation
3.3.2 Authorization Process (Formalv TM-6062/101/08

InvariantsOtSharablelrives =

A"S1,52:Sharablelr iveEntry(Sl<iSharableDrives & S2<iSharablelrives ->
(S1.Raddr = S2.Raddr -> S1 = S2))

&
A"S:Sherab|e0r i veEntry(S<:Sharablelrives ->
(S.Stata = AttachedToSystem ->
E"V:SharedVolumeEntry(V<i:SharedYolumes &
X.Volume = S.MountedYolume
X.Stato = Mounted
z.ﬂountedﬂevlcp = S.Raddr

Dominates(S.SecLevel,V.SecLeavel)l))

-,
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21 May 1978 System Development Corporatlon
3.3.2 Authorization Process (Formai) TM-606./181/00

Invarianta0¢SharedVoiumes =

A"V1,V2:SharedVYolumeEntry(Yl<:SharedVolumes & Y2<iSharedYolunes ->
. (Vi.Volume = V2.Yolume ~> V1 = V2))

A"Y:SharedVolumeEntry(Y<:SharedVolumes ~>
(V.State = Mounted ->
E"S:SharableDriveEntry(S<iSharablelrives &
E.Raddr = V.MountedDevice

g.nountedVolumo = V.Volume
g.Stato = AttachedToSystem

Dominates(S.SecLavel,V.SeclLevel))))
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21 May 1978 System Development Corporation
3.3.2 Authorization Process (Formal TM-6862/181/88

InvariantsOtMiniDisks =

AL M2:MiniDiskEntry(Ml<:MiniDisks & M2<:Mini0isks ->»
(M1.MOName « M2.MOName -> M1 a M2))

]
A"M:MiniDiskEntry(Me:MiniDisks ->
E"V:SharedVolumeEntry(V<:SharedYoliumes &
X.Volumc = M.ContainingYolume

Dominates (V.SecLeve!,M.SecLavel)) {

&

g.Cullnder:.Z > M.Cy! inders.l

E.Cglinders.l < HCyi inders(M.ContainingYo!lume)
J z.Cullnders.Z <= #Cylinders(M.ContainingYolume)

A"C:Processl inkEntry (C<:M.Currentlinks ->
N C.Access ~= Empty

]
E"N:NkcpEntry (N¢:CurrantNkcps &
g.Procesn = C.Process

E"L:MOLinkEntry(L<:N.Links &
k.ﬂOName = M.MOName
L.Access = C.Access)

&
E"A:ACLEntry(A<:M.AccassControlList & L
E"V:VMEntry(Y<:N.VMs &
V.V"Name = A.User))

s’

(Write <: C.Access ->
N.Process = [1.SeclLeve!}))

&
(M1.CurrentLinks ~= Empty ->
E"V:SharedYolumeEntry(Y<:SharedVolumes &
:.Volumu = M,ContainingYolume
:.State = Mcunted

E"S:SharablelriveEntry(S<iSharacielrives &
E.Raddr = Y,.MountedDevice

i.ﬂountauVolume = Y,Yolume

S.State = AttachedToSystem)))
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21 May 1978 S

ynton Development Corporation
3.3.2 Authorization Proceas (Fermal

TH-5062/101/88

A"Al,A2:ACLENntryi

Al<:M.AccassControllist & A2<:M.AccessContrellist -»
. (Al.User » A2.User -> Al =» A2))

A*AtACLEntry(Ac<:M.AccessCantroilist -»
E"D:DirectoryEntryi{D<iUserDirectory &
. O.Usarld ~ A.User)

A.Access ~= Empty))
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21 May 1978 stem Development Corporstion
3.3.2 Authorization Process (Formal? TM-5862/1081/80

InvariantsOfCurrentNkcps =

A"N1,N2iNkepEntry (N1<iCurrentNkcpy & N2<3CurrentNkcps =>
(N1.Process = N2.Proceoss -> N1 = N2))

&
A'N:NkcpEntru(N<:CurrentNkc g -»
A"VM1,VM2: VMEntry{VMl<:N.YMe & YM2<:N.Vls ~>
" (Vﬂl VMName = VM2, VNNGM. -> VM1 = VM2))
A"AD1,AD2:AttachedDeviceEntryl
ADl<:N AttachadDevices & ADZ<:N AttachedDavicas ->
{AD1.Rcoddr =« AD2.Raddr -> AD1 = AD2))

]
A L) ,L2:MOLIinkEntry(L1<:N.Links & L2<:N.Links ->
s (L1.MOName = L2./OName -> L1 = L2))

A"VMi YMEntry (VM<:N.VMs -> "
E"D:Directoryt ntry(D<iilserDirectory & .
D Userid = Y.YMName _
Eominates(D MaxSecLevel ,N.Procass)
Oominates (N.Process,D.MinSecLavel})
{YM.Disconnected >
A"L:LineEntry(L<il.ines ->
(L AttachedYM = VM,VMName
L RequestedSecLevei = N.Process

[
L.State = Attachad) ->
L.Connection ~= Logon})

((~VM.Disconnected) ->-
E"L:LineEntry(L<:Lines &
L Laddr = VM.Laddr
k .AttachedVl = YM.YMName
h.RequeotedSecLavel = N.Process
&.Connectlon = Logon

L.State <: S"(AttachYalidation,Attached)))
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21 Mey 1978 Systnm Oevelopment Corporation
3.3.2 Autherization Process (Forma! ™-68862/181/08

A"U:L ineAddress (U<: VM. Users ->
E"L:LineEntrylL<:l.ines &
k.l.addl' - U
t.AttachodVﬂ 2 YM.VMNane
k.RequcctcdSchcvel = N.Proceas
h,Connoction = Dlal
s L.State <: S" (AttachValidation,Attached))
& U ~m V".Lﬂddl"))
A"AD:AttachedDeviceEntry (AD<:N.AttachedOevices ->
E"NS:Nonsharabielr i veEntry (NS<:Nonsharab!eDr ives &
gs.ﬂaddr = AQ.Raddr
2omln¢tos(NS.NaxSocLovol.N.Prucoas)
. Dominates (N.Process,NS.MinSecLevei))
e AD.Access ~= Empty)
A"L:MOLinkEntry(L<:N.Links >
E"M:MiniDiskEntry(M<tMiniDisks &
E.HDNamc = L.MOName
Eominates(N.Proctoo.H.S-cleul)

E"C:ProcessListEntry(C<:M, Currantlinks &
E.Procesn = N.Procesa

C.Access = L.Access)

&

E"A;ACLEntry(A<:M.AccessControllist &
E"VH:VHEntrg(VH<xN.Vﬂs &
VM.VYMName = A.User))

(Urite <t L.Access ->
s M.SeclLevel = N.Process))
L.Access ~= Empty))

[ ]
A"N1,N2:NkcpEntry (Nl <:CurruzntNkcps & N2<:CurrentNkcps ->
A"ADI.ADg:AttachedﬂeviceEntrx(
ADL<iN1.AttachedDevices & AD2<:N2.AttachsdDevices ->
ADl.Raddr ~= Ad2.Raddr))

257

>
+ ettt —— s = 4 s o =




21 May 1978 S?oton Cevelopment Corporatinn
3.3.2 Authorization Process (Formal TM-8062/1081/098

Invariante0fLines =

A"L1,L2:LineEntry({ll<iLines & L2<tLines ->
{Ll.Laddr « L2.Laddr -> L1 «» L2))

&
A"L:LineEntry(L<iLinag ->
goninatcn(L.ﬂaxSchovoi.L.HlnSocLovcl)

{L.State = AttachValidation -»
L.CyclePosition <: S§"(Retry,ReadinitialPassuord,

ReadAccessPassuord,HookingPer ipherals,

Notl fyingNkep))

&
(L.State =~ Attached ->
L.CyclePositiun <: S"(Attached,Readl |nkPassuord))

] .
(L.State = Free ->
L.CyclePosition <t S"(Disabled,Avai (able,ReEnablePending))

(L.State <: S"(AttachValidation,Attached) ->
gomlnates(L.HleocLuv.l.L.RoquuntodSucLovnl)

. Oominates(L.RequestadSecLeve!,L.MinSecLevel))

(L.State = Attached ->
E'N:NkcpEntry (N<;CurrentNkeps &
N.Process = L.RequestedSecLevsl

8
E"YM: VMEntry(VM<:N. Vs &
zn.vnn:.. = L.AttachedVM

(L.Connection = Logon ->
YM.Laddr = L.Laddr

]
~YM.0isconnectad)

(L.Connection = Dial ->
E"U:LinsAddress{U<: Y. Users &
U = L.Laddr}}))}))
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21 May 1978 5. .*an Javelopment Corporation
3.3.2 Authorization Prccess (Formal) TM-6862/181/08

A"L1,L2:LineEntry(Ll<:Lines & L2<iLines ~>
(tl.Raddr ~= L2,Raddr

Ll.State = Attached

fZ.Stato = Altached

El.AttachndVH = L2.AttachedVM
§1.chuostud$ocLevol - L2.RequestedSecLave!

Ll.Connection = Logon) -»
L2.Connection = Dial)
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21 May 1978 System Davelopment Corporation
3.3.2 Authorization Process (Fornal) TH-6062/181/08

InvariantsOtPendingRequests =

A"F1,P2:PendingRequest (Pl<:PendingRequests & P2«<:PendingRequesta ->
(Fl.Msgld = P2.Msgld -> Pi = Pg))

A"P:PendingRequest (P<:PendingRequests ->
A"R1,R2:ResponseSlot{R1«<:P.Responses & R2<:P.Responses ->
(R1.Respondent = RZ.Respondent -> Rl = R2))

E"R:ResponseSlot (R<:P.Resnonses &
R.State = NoResponse)

P.Responses ~= Empty)

268

Som st
R

e — - r———- - -y

e

>




-

-t iw -

o e g

o

P

21 May 1978 System Davelopment Corporation
3.3.2 Authorization Procsss (Formal) TN-6862/181/08

InvariantsOiUsarDirectory =

A"D1,02:DirectoryEntryl{0l<:UserDirectory & D2<:UserDirectory ->
(D1.Userld = 02.Userid -> 01 = 02))

]
A"D:DirectoryErtry(De<iUserlirectory ->
gomlnates(D.HaxSecLevel.D.HinSocLuvel)

A"D01,002;:DedicatedleviceEntry(
0D1<:0.DedicatedDevices & D02<:0.0edicatedlevices -»
s (DD1.Raddr = 002.Faddr -> D01 = D02))

A"DDsDedicatedDeaviceEntry(00<:0,Dedicatedevicas ->
{DeviceTypa (0D.Raddr) <: S" (Reader,Printer,Punch, TapeDrive) ->
E"U: URPOur.ed0aviceEntry (U<: URPOwnedDavices &
20. Raddr L U- Raddr

{DeviceType (00.Raddr) = Reader ->
20.V0|5.CLIV.| = nil

. 00.Access = S" (Read))

(DeviceType (00.Raddr) <: S" (Printer,Punch)->
ED.VolSecLavol = nil

00.Access = 5" (lrite})

.4
(DeviceType (DD.Raddr} = Tapebrive ->
gominatea(u.ﬂaxSecLevel.DD.VoISecLov.l)

Oominates (DD.YolSecLevel,U.MinSeclLavel)

gomi nates (D.MaxSecLevel,00. VoISecLevel)

00. Access ~e Empty)))

%DevlcaTgpe(DD.Raddr) ~<t S" (Reader,Printer,Punch,TapeDrive) -»
E"NS:Nonsharab|eDr i veEntry (NS<:NonsharableDrives &

NS.Raddr = DO0.Raddr
gominates(NS.ﬂaxSacLevol.DD.VoISecLevel)
gaminatae(DG.VolSecLevel.NS.HInSecLevul)
§ominates(0.ﬂax5ecLevnl.DD.VoISch|V|I)

00.Access ~= Empty)))
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21 May 1978 System Development Corporation
3.3.2 Authorization Process (Fornaly ™-60862/101/08

A"L1,L2:MOLinkEntry(Ll<:0.Links & L2<:D.Links ~>
(L1.MOName = L2.MOName -> L1 « L2))

, : .3

! A"LsMOLinkEntry(L<:D.Links ->

' E"M:MiniDiskEntry(M<:MiniDisks &
| Q.HDNama = L.MDName

! E"AsACLEntry(A<:M.AccessControilist &
; Q.User = D.Userld

L.Accesac<<=A.Acceass)
e Dominates(D.MaxSeclLeve!,l.SecLavel)})
. L.Accass ~= Empty)
A"AP1,AP2:AccassPassuordentry(
APi1<:0.AccessPassuords & AP2<:0,AccessPassiords ->
(AP1.SeclLevel = AP2.SecLevel -> AP1 = AP2})

8
A"AP:AccessPassuordEntry (AP<:D.AccessPassuords ->
2ominatea(0.ﬂaxSecLavel.AP.SocleaI)

Oominates(AP.SeclLevel,D.MinSecLavel)))
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21 May 1978 System Qevelopment Corporation
3.3.2 Authorization Process (Formal TM-6862/181/88

NTLK1: Netuork process message re |ine status (both request and
responssd)

transform NTWK1 (Laddr: LineAddress,
CurrentlineStatus: LineCondition)

effect (~(E"L:LineEntrylL<:Lines &
L.Laddr = Laddr))
> Error <> NoError &
E"L:LineEntry{L<:Lines & L.Laddr = Laddr &
N"Linas = Lines ~~ S"(L) ||
S" ((L.Laddr,
L.MaxSecLevel,
L.MinSacl.aveli,
/elittn/ (L.?tate = Attached

(L&State = AttachValidaticon

L.CyclePosition~<:5" (HookingPeripherals,
NotifyingNkep)) =>
Frae
<> L.State),
Ivelitdve/ (L.?tats = Attached

(L&State = AttachVal idation

L.CyclePosi tionw<:S" (Hook ingPer ipherals,
NatifyingNkepl) o>
CurrentlLineStatus
<> L.CyclePosition),
L.RequestedSeclLavai,
/veliltse/ (L.?tata = Attached

(L.State = AttachValidation

8
L.CyclePosition~<:5" (Hookin feripherals,
Notify)gNkep)) =>
AuthProcess
<> L.Attached¥YM),
L.Connection,
/7ldn/ (k.State = AttachValidation

L.CyclePosition<:5" (HookingPeripherais,Noti fyingNkcp) «>
true
<> L.LineDropped),
L.#Retries,
L.#Auai tingHooks,
L.Mag))
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21 May 1978 System Development Corporation
3.3.2 Authorization Process (Formnly TM-8062/181/88

(L.State = Attached =>
E"N:NkcpEntry(

N<iCurrentNkcps & N.Process « L.AttachedProcess &
E"ViVMEntry(V<:N.VMs & YV.VMName = L.AttachedVMt &
N"CurrentNkcps = CurrentNkcps ~» 5" (N} 11

9" ((N.Process,

N.YMs ~~ S"(V) ||

S* ((V,YMName,
Y.Laddr,
/utttive/ (k.Connection = Logon
L.Laddr = V.Laddr =>
true
<> VY,0isconnected),
/aliflve/ (t.Connectlon = Dial

E"UtLineAddress (U<:V.Users &
U = L.Laddr) =>
V.Users ~~ S" (L.Laddr)
<> V.Users))),
N.AttachedDevices,
s N.Links))})

KerneiCal | ed (SendMessage (OpProcess))
<> KernelCalled(Sendiessage (Process)))))
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21 May 1978

3.3.2

LGOLL:

Authorization Process (Formal)

System Oevelopment Corporation
TM-68862/181/68

Netuork Process message, LOGON or DIAL reguest received

treansform LGDLL (Leadr: LineAddress,

offect

AttemptcdCommand: AccessCategory,
Userld: VirtualMachineName,
RequestedSeclLevels ProcessName)

(~(E"L:LineEntryll.<:Lines &
L.Laddr = Laddr

L.State = Free
]

l..CyclePosition = Available))
=> Error <> NoError &
E"L:LineEntry(L<iLines & L.Laddr = Laddr &
N"Lines = Linas ~~ S"(L) |
(goninates(L.naxSocLevol.anuootadSocLavcl)

Dominates(RequestedSecl.avel,L.MinSeci.avel) =>
S" ((L.Laddr,
L.MaxSeclLevel,
L.MinSecLeaval,
Y&T:1:374 AttachValidation,
/vcBtive/ Read!nitiaiPassuord,
/oclitine/ RequestedSeclLevel,
/velitive/ Userld,
/efitlve/ At temp tedCommand,
/retitiee/ false,
/eHifen/ 8,
/vefittve/ e,
/velilin/ nil))
<> S" ( (L-Laddl‘.
L.MaxSecLevel,
L.MinSeclLevel,
/elifin/ Free,
/veliitn/ ReEnablePending,
L.RequestedSecLevel,
L1274 AuthProcess,
L.Connection,
L.LineDropped,
L.ARetries,
L.#Auai tingHooks,
L.Msg)))
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21 May 1978 S?otou Deveiopment Corporation
3.3.2 Authorization Procese (Formal TM-6862/101/89

N"PandingRequests = PendingRequests |1
S" {(NeuMsgld,
/BBl (Oominates (L.MaxSeclLeve',RequestedSe :Lavel)

&
Oominates (RequestedSecLevel,L.MinSecLeve!) =>
Wr | teAndReadl ine
<> ClearLine),

/elitin/ Unde f ined,

S“((N?fuorkProcett.

nit,

NoR¢sponsse))))

s
(Eominetas(L.ﬂleQanvol.chuostodSoanvnl)
Dominates (RequestedSeclevel,L.MinSacLevel) =>
KerneiCal | ed (SendMessage (Me tuorkProcess) )
<> KernelCalled(Sendlsssage (Netuor':Process))

&
KerneiCal |ed (SendMesssge (Ne tuorkProcess))))
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System Oevelopment Corporation

21 May 1978
TM-6862/1081/08

3.3.2 Authorization Process (Formal)
LGOL2: Network Process message (Retry of LOGON or OIAL)

transform LGDL2 (Laddr: LineAddress,
Userld: VYirtuaiMachineName,
RequestedSeclLevel: ProcessName)

refcond E"L:LineEntry(L<:Lines &
E.Laddr = Laddr

%.State = AttachValidation
L.CyclePosition = Retry)

effect E"L:Linefntry(l<:Lines & L.Laddr = Laddr &
N"Lines = Lines ~~ S" (L) 1|
{(Dominates (L.MaxSecLavel,RequestedSecievel)

.3
Dominates (RequestedSecLeve!,L.MinSeclLevel) =>
S* ((L.Laddr,
L.MaxSeclLavel,
L.MinSecLavel,
L.State,
/1chlive/ ReadInitialPassuord,
Iveliltve/ RequestedSecLavel,
%1274 Userld,
L.Connection,
L.LineDropped,

L.#Retries,
L.#Auai tingHooks,
L.Msg})

<> S* ((L.Laddr,

L.HaxSecLeavel,
L.MinSecLeveli,

/veidblve/ Free,

{veliin/ ReEnablePending,
L.RequestedSeclLsvel,

/btblse/ AuthProcess, :
L.Connection,
L.Line0Oropped,
L.#Retries,
L.#Auai tingHooks,
L.Msg)))
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21 May 1978 System Oevelopment Corporation
3.3.2 Authorization Process (Formal TM-6062/181/88

N"PendingRequests = PendingRequests ||
S" ((NeuMsagld,
/vHittse/ (Eomlnatus(L.naxSocLavol.Requ.ctedSeanvol)

Oominates (RequestedSecLevsl,L.MinSecLeveil) =>
Wr | teAndReadl ine
<> Clearline),
/vefithee/ Unde f ined,
S" ({NetworkProcess,
nit,
NoResponse) ) ))
(Eominatos(L.HexSocLovol.RequostldSecLavol)
Dominates (RequestedSecLeve!,L.MinSecLavel) a>
Kernel|Cal | ed (SendMessage (NetuorkProcess))
<> KernelCalled(SendMessage (NetuworkProcess})

.3
KernelCal | ed{SendMessage (NetuorkProcess))))
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21 May 1978 S?stem Oeveiopment Corporation
3.3.2 Authorization Process (Formal ™-60862/181/88

LGOL3: Userid, passuord, and requested secur'ty level validations

transform LGOL3 (Laddr: LineAddrass,
Password: String)

refcond E"LiLineEntry(l<iLines &
E.Laddr = Laddr

t.Stato =« AttachValidation
L.CyclePaosition = ReadlnitialPassuord)

etfect E"L:LineEntry(L<:Lines & L.Laddr « Laddr &
N"Lines = Lines ~~ S"(L) i1
s" ((L.Laddr,
L.MaxSecLevei,
L.MinSeclLeve!,
/elitin/ ((E"D:0irectoryEntry(D<:UserDirectory &
E.errld = L.AttachedVM

(I..Connection = Logon ->
8 D.LogonPassuord = Password)

(L.Connection = Dial ->
D.DialPassuord = Password)

s
~(20mlnatos(0.ﬂax5¢cLovol.L.RoquottudS.cLoveI)

Dominates(L.RequestedSeciLeve!,D.MinSecLavel))})
L.#Retries + 1 =« MaxRatries =>

Free
<> L.State},
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21 May 1978 ?ntom Deveiopment Corporation
3.3.2 Authorization Process (Formal ™M-6062/101/08

/veltitve/ (E"D:DirectorgEntru(D<xUlerD|roctoru ]
2.Unorld = L.AttachedVM

(L.Connection = Logon ->
s D.LogonPassuord = Passuord)

{L.Connection = Dial ->
D.0ialPassuord « Passuord)) «>
E"D:DirectoryEntry(D<:UserDirectory &
2 Userid « L, Attachchﬂ

(Do:inates(D.NaxSecLovol.L.RoquostldSocLovol)

Oominates (L.RequestedSeclLevel,0.MinSecLavel) =>
(E'AzAccoaoPaoeuordEntry(
A<iD.AccessPassuords &
A.SeclLeve! = L.RequestedSeclLavel) =>
ReadAccessPassword
<> PorformR-aourctChocka)
<> ReEnsbiePendin
<> {(L.¥Retries + 1 = Ma ctrios a>
ReEnablePending
<> Retry)),
L.RequestedSeci.svel,
It/ ((E"D:DirectoryEntry(D<iUserDirectory &
2 Userld = L.AttachedVM

(L.Connection = Logon => '}
. 0.LogonPassuord s Password) -4

{L.Connection = Dial -»
0.0ialPassuord = Passuord)

&
~(gominatco(D.HaxSecLavel.L.Roquo.tndSocLavnl)
Dominates(L.RequestedSecLevel,D.MinSecLavei))))

|
L.#Retries + 1 =« #MaxRetries =>

AuthProcess
<> L.AttachedvM),
L.Connection,

L.LineDropped,
/wclitte/ (~(E"D:0irectoryEntry (D<iUserDirectory &

(L.Connection = Logon ->
. 0.LogonPassuord = Passuord)

(L.Connection = Dial ->»

D.0ialPassuord = Passuord))) =>
L.#Retries + 1
<> L.#Retries),
L.¥Auai tingHooks,
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21 May 1978 System Deve!opment Corporation

3.3.2 Authorization Process (Formal) TM-6082/181/88
L L.Msg))
.
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21 May 1978 System Oevelopment Corporation
3.3.2 Authorization Process (Formnly TM-6862/181/08

E"Entryl, Entry2:PendingRequest (
Entryl = (NewMsgld,
WUr i teAndReadl ine,
Undef i ned,
S“((NrtuorkProcolo.
nil,
NoResponse)))

)
Entry2 =« (Newlsgld,
ClearLine,
Undef ined,
3" [ (NetworkProcass, -

nil,
NoRssponse) })

N"Pending aquests =
(E*D:DirectoryEntry(D<:UserDirectory &
0.Userld = L.AttachedYM

{L.Connection = Logon ->
. D.LogonPassuord = Passuord)

(l..Ccnnection = Dial ->
0.D1aiFPassword = Password)) =>
E*'D:DirectoryEntry(D<:Use~Directory &
E.Usorld = L.Attached¥M

(Eonlnatoa(D.ﬂaxSocLevcl.L.RequcutodSchuvcl) "}
Dominates (L.RequestadSacLevel,D.MinSecLevel) =>
(E"AsAccessPaasuordEntry(
A<:D.AccessPassuords &
A.SecLavel .= L.RagquestedSecLave!) =>
PendingRequests |1 S"({Entryl)
<> PendingRequesta)
<> PendingRequasts il S" (Entry2)))
<> (L.#Retries + 1 = MaxRatries =>
PendingRequests |1 S® (Entry2)
<> PendingRequests || S" (Entryl))))
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21 May 1978 Syltom Osvelopment Corporatiaon
3.3.Z2 Authorizastion Process (Formal TM-6@862/101/089

/

(E"D:0irectoryEntry(D<iUserDiractory &
20 U..rld - Lo At t!ch‘dvn

(L.Connection - Logon ->
e 0.LogonPass:.iord = Passuord)

{L.Connection = Oial -»
D.0iaiPassuord = Pasgword)) =>
E*D:DirectoryEntry(
D<sUserDirectory & O.Userid = L.AttachedVt &
(Do:inatoo(D.ﬂaxSchnvol.L.RoquultldS'anv.l)

Oominates (L..RequastedSecLave!,D.MinSecLevel) «>
(E®AsAccassPassuordEntry(
A<i0.AccessPassuords &
A.SecLeve! = L.RequestedSecLevel) =>
KerneiCal | ad (SendMessege {

NetuorkProcsss) )}
<> KarneiCalled(SendMessage(

. NetuworkProcess!)

KerneiCal | ed(SendMessage(
NetuorkProcass))))
<> (N"L.#Retries = MaxRetries =>

KerneiCal |l ed (SendMesrage (
NetuorkProcess))

)
Kerne!Ca! | gd (Sendlessages (
NetuorkProcees))
<> KerneiCalled{Senditessage(
NetworkPracesse)))))
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21 May 1978 Syoten DOevsiopment Corporation
3.3.2 Authorization Process (Formal T™M-6862/181/08

LGOL4: Perform access passuord checksy

transform LGDL4 (Laddr: LineAddress,
AccessPassuord: String)

refcond E*L:LineEntryilL<tLines &
t.Laddr =« Laddr
L.State = AttachValidation

&
L.CyclePosition = ReadAccessPassauord)

affect E"L:LineentryllL<:l.ines & L.Laddr = Laddr &
(~(E"D:DirectoryEntry(D<iUserDirectory &
_ O.Userld = L.Userld

s
E"A:AccessPassuordEntry(A<:0.AccessFasswords &
A.SecLevel = L.RequestedSecLesvall))
=> Error <> NoError &
E"D:DirectoryEntry(D<:UserDirectory & D.Userld = L.Userid &
E"A:AccassPassuordEntryl(
A<:0.AccessPassuords & A.SecLevel = L.RequestadSecLesvel &
N"Lines = Lines ~ S"(L) I
S* ((L.Laddr,
L.MaxSeclevei,
L.MinSecLavel,
/velitin/ (Q.Paasuord ~= AccessPassuord

L.AMetries + 1 = MaxRetries =>
" Free
<> L.State),
/eitin/ - (A.Passuord = AccessPassuord =>
Per formResourceChecks
<> (L.#Raotries + 1 = #MaxRetries =>
ReEnablePending
<> Retry)), .
L .RequestedSecLavoi,
/veliin/ (Q.Passuord ~= AccessPassword

L.#Retries + 1 » MawRetries =>
AuthProcess
<> L.AttachscV¥M),
L.Connection,
L.LineDropped,
/velitive/ (R.Passuord ~= AccessPassuord =>
L.#Petries + 1
<> L.#Retries},
L.#Aual tingHooks,
L.Mag))
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21 May 1978 System Development Corporation

3.3.2

Authorization Procsss (Formal) TM-£062/101/08

{A.AccesasPassuord ~= Passuord =»
N"PendingRequagts = PendingRequests ||

S" ((NesMsgld,
/eiittn/ (L.#Ratries + 1 = MaxRetries =>
ClearLine

<> UriteAndReadline),
/abtin/ Undef ined,
S"((NgfuorkProcesa.
nil,
NoResponse) ) ))
<> N"PendingRequests = PendingRequests)

(A.Passuord ~= AccessPassuord ~->
§erneICalIed(Sendﬂossaqe(DpProcess))

(L.#MRetrias + | =« #MaxRetries =>
KernsiCa! ad{(SendMessage(
NetuorkProcess))

&
KernelCalIed(Sendﬂassa?s(
NetworkProcess))
<> KernelCal led(SendMessage (
NetuorkProcess}})}})))
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21 May 1978 S

3.3.2

LGOLS:

—

ystem Ueveiopment Corporation

Authorization Process (Formai T™-5862/181/88

Perform resource checks

transform LGOLS(Laddr: LineAddrsss)

refcond E"L:LineEntry{L<:Lines &

affect

ERVT W TR, O ST 2 e DI

L.Laddr =« Laddr)

E"L:LineEntry(L<:Lines & L.Laddr « Laddr &

(~(E":DirectoryEntry(D<:UserDirectory &
A B.Userid = L.AttachedYl)

~Shut t ingloun)
=> Error <> NoError &

E"D:DirectoryEntr y(D<iUserDireactory & D.Userld « L.AttachedYM &
/% not specified #/ truel))
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21 May 1978 System Development Corporation
3.3.2 Authorization Process (Formal) TM-6862/181/03

LGOLE: Attuch Dedicated Devices

transform LGOLE (Laddrt LineAddress)

refcond E"L:LineEntryil.<:lines &

k.Stata = AttachValidation
L.CyclePasition = HookingPeripherals)
effect E"LzLindEntrg(L<xLines & L.Laddr = Laddr &
(~(E"N:NkepEntry (N<:CurrentNkeps &
s N.Pruyceas = L.AttachedProcess)
E"D:0irectoryEntry(D<:UserDirectory &

O.Userid = L.AttachedYM))
=> Errcr <> NoError &

E"N:NkcpEntry(N<:CurrentNkcps & N.Process = L.AttachedProcess &
E"0:0irectoryEntry(D<iUserDirectory & O.Userld = L.AttachadVM &

/% not specified %/ truel})})
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21 Nay 1978 System Development Corporation

3.3.2 Authorization Process (Formal) TM-65862/181/08
}
LGOL7: Parform Linke at Logon '
transform LGOL7 (Laddr: LineAddress)
refcond E"LiLineEntry({l<tLines &
h.Laddr = Laddr
k.State = AttachValidation
L.CyclePosition = HookingPeripherals)
offect E"LlenoEntry(L<:Lino- ¢ L.lLaddr = Laddr &
~ (E"N:NkcpEntry (N<:CurrentNkcps &
. N.Procass = L.AttachedProcess)
E"D:DirsctoryCntry(D<:UserDirectory &
O.Userld = L.AttachedYM})
> Error <> NoError &
E"N:NkcpEntry (N<:iCurrentNkcps & N.Procass ~ L.AttachedProcess &
E"D:0irectoryEntry(O<iUserlirectory & D.Userid = L.AttachedVM &
/% not specified #/ truel})})
1
| |
i
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21 May 1978 System Development Corporation
3.3.2 Authorization Process (Formal) TM-6862/101 /88

o

LCOL8: Response to message to NKCP re new YM

transform LGOL8(VM: VirtualMachineName,
Process: ProcessName,
Laddr: LineAddress)

refcond E"LslineEntry(lL<:Lines &
L.Laddr = Laddr)

affect E"L:LineEntry(L<:Lines & L.Laddr = Laddr &
(~(L&Attachodvn - VM

k.Statc - AttachVulldation

L.CyclePosition = Noti fyingNkecp)
=> Error <> NoErrer &

N"Lines = Lines ~~ S"(L) |1
S" ((L.Laddr,

L.MaxSecLavel,
L.MinSeclLevel,

/velifive/ (Responded (Procass) =»>

A{tached

<>  (A"N:NkcpEntry (N<:CurrsntNkcps ->
N.Process ~= Process)

-8
L.LineDropped =>
Free

<. L.stat‘))'
/vcHlise/ (Responded (Process) =>

Attached
<>  (E"N:NkepEntry (N<:CurrentNkcps &
" N.Process = Process)

L.Linedropped =>
L.CyclePosition
<> ParformResourceChecks)}),
L.RequestedSecLeavel,
L.AttachedVN,
L.Connection,
L.LineDropped,

L.#Retries,
L. #Auai tingHooks,
L.Msg))
]
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21 May 1978 System Development Corporation
3.3.2 Authorization Process (Formal) TM-63652/181/00

{Responded (Process) =»>
Karne!Called(SendMessage (NetuorkProcess})

<> (E"N:NkepEntry(N<:CurrentNkcps &
N.Process = Process} =>
KerneiCal | ed (SendMessage (Process) )

<> {(L.LinaOroppad ->
KernelCal |ad(SendMessage(
NetuorkProcass)})})))
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21 May 1978 System Development Corporation

3.3.2

NKCP1:

effect

Authorization Process (Formal) TM-6862/181/88

Disconnect

" transform NKCP1(Process: ProcassName,

VM: VYirtualMachineNama,
Laddr: LineAddress
LineAction: String)

(~ (E"N:NkcpEntry (N<:CurrentNkcps &
N.Process = Process)

&
E"L:LineEntry(L<tLines &
L.Laddr = Laddr))
w> Error <> NoError &
E"L:tineEntrg(L<:Linoo 8 L.iaddr = Laddr &

E"N:NkcpEntry (N<:CurrentNkcps & N.Process = Process &
N"Lines = Lines ~ S"(L) ||
S" ((L.Laddr,
L.MaxSeclLevel,
L.MinSeclLevel,
/velifive/ (E"V:YMENntry(V<:N.VHs &
V&VHName - VM

Z.Laddr = L addr

~Y.0isconnactad) =>
Free
i <> Lostat')t
Ixclifive/ (E"Y:VEntry(V<:N.YMs &
V&VHName =» YN
Y.Laddr « Laddr
S
~¥.0isconnected} =>
Relnab!ePending
<> L.CyclePosition),
L.RequastedSacl.avei.
L.AttachedVH,
L.Connection,
L.LineDropped,

L.#Retries,
L.#Auai tingHooks,
L.Msg))
]
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21 May 1978 S?stom Deveiopment Corporation
3.3.2 Authorization Process (Formal TM-6862/191/80

N"fsers =
(E"Y:VMEntry(V<:N.VMs &
V&VﬂName = VM

X.Laddr = Laddr

~V.0isconnected) =>
Msers - |

<> Hlsers)
&

N"Pandin?ﬂe uests = :
"ViVMEntry(Y<:N.VMs &
V&VNNano = VM

X.Laddr = Laddr

~V.0lsconnected) =>
PandingRequests |1
S" ((NewMsgl d,
(LinoXctlon u "hold' =>
ReDirectLine
<> ClearLine),
Undetined,
S"((NefuorkProcoss.
nil,
NoResponse})))
<> PendingRequests)

)
(E"Y: VMEntry (V<iN.VMs & -}
V&VHNHIQ - VM

X.Laddr = Laddr

~Y.Disconrected) -»
E"ViVMEntry(Y<:N.VMs & V.YMName = VM &
:.Laddr - Laddl‘

é~V.Disconnocted)

N"CurrentNkcps « CurrentNkcps ~~ S"(N) 1|
S" ((N.Process,
N.YMs ~e S"(V) 1]
S"((V.VMName,
V.Laddr,
true,
V.Users)),
N.AttachedDevices,
. N.Links))))

KerneiCal led (SendMessage (NatuorkProcess)))))
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21 May 1978 S?stom Devalopment Corporation
3.3.2 Authorization Process (Formal TM-6062/101/00

NKCP2: Logoft

transform NKCP2(Process: Processhame,
VM: VirtualMachineNawe,
LineAztion: String,
ReasonForLogoff: LogoftReasons)

effect (~(E"N:NkcpEntry(N<:CurrentNkcps &
N.Process = Prucess

&
E"Y:VYMEntry(V<:N,VMs &
V.VMName = VM)))
w> Error <> NoError &
E"N:NkcpEntry (N<:CurrentNkeps & N.Process Process 8
E"Y:VMEntry(V<:N.Vhs & V.ViiName = VM &
N"#MUsers =
(DestroyedYM «>
#Users - C"V,Users - i
<> HUsaers)

4
N"#VMs =
(DesiroyedVM =>
#VMs - 1
¢ <>  #VMe)

N"CurrentNkeps =
{DestroyedYM =>
CurrantNkcps ~~ S"(N) 1)
S" ({N.Procass,
N.VMs ~~ S"(V),
N.AttachedDavices,

. N.Links))
¢ <> CurrentNkcps)
N"PendingRequests =

Dc;trouodVH

~ Y.Disconnected w>
PendingRequests || S"P:PendingRequest (
E"UiLineAddress (U<:V,Users &
P=(Newi1sgld,

ClearLine(l)),

Undef ined,

S"((NgfuorkPracoss,
nit,
NoRasponse)))))
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21 May 1978 Syetom Deveiopment Corporation
3.3.2 Authorization Process {(Formal TM-6062/101/008

S”" ((Newlsgld,

{(LinsAction « "hold' =>
ReDirectLine

<> ClearlLine),

Unde fined,

S“((N::uorKProcooo.
N,
NoResponss) ) })

<> PendingReguests)

&
N"Lines =« Linas
S"L:LineEntry(L<:Lines &
E"U:LinsAddress (U<:V,Users &
'|U » L.Laddr))
S"L1l:LineEntry(E"L:LineEntry(LeiLines &
E"U:LineAddress (U<:V.Users & U « L.Laddr &
Ll - (Lu Laddr‘.
L.MaxSecLeve!,
Free,
ReEnabiePending,
L.RequestedSeclLavel,
L.AttachedYM,
L.Connection,
L.LineOropped,
t.zzetzl?eaH
HAuai tingHooks,
. L.Msg)})}) ;}

Eorno|Calch(DastrogVH(V.VﬂName))

(DestroyedVM =>
(V.Disconnected =>
KerneiCal led(SendMessage (OpProcess))
<> gerncICalled(Sendﬂoasagc(OpPrnclaa))

KernelCa! |ed (SendMessage {
NwtworkProcess))

)
KerneiCai led (SendMessage (
NetuworkProcess))

]
KerneiCal lad(SendfMassage(
AcntProcess))

]
A"U:LineAddress{U<:Y.Users ->
KerneiCal i ad (SendMessags (
NestuorkProcess))

KerneliCal | ed (SendMesseage (
NetuorkProcass))})
<> KerneiCalled({SendMessage(N.Process))))))
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21 May 1978 System Development Corporation
3.3.2 Authorization Procsss (Formal) TM-6082/101 /00

OP1: Autoiog ‘

transform OPl (Userld: YirtuaiMachineName,
RequestedSecLeve!: ProcessName,
Password: String,
AccessPassuord: String)

effect (~(E"D:DirectoryEntry(D<iUserDirectory & L
D.Userld =« Userld .

g.LogonPassuord = Passuord
Eomlnates(D.naxSocLevol.RequontodSchcvol)
Eominatae(RaquaatedSecLovol.D.HInSoanvol)
E.IplDefined = true
A"AsAccessPassuor dEntry(A<:0.AccessPassuords &
A.Secleve! = RegquestedSeclLevel ->
A.Passuord = AccessPassuord))

&
z ShuttingDoun

#Vis < iMaxVMe)
w> Error <> NoError &
/% not specified %/ true)
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21 May 1978 System Development Corporstion
3.3.2 Authorization Process (Formal) ™-6262/181/88

UR2 and OP2: Map user id

transform UR2{Userlid: VYirtualMachineName,
Requester: ProcessName)

refcond Requester <: S" (OpProcess, URProcess)

effect KernelCalled(Sendiessage(Requestar))
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21 May 1978 | System Development Corporation
3.3.2 Authorization Process (Formal) TM-6862/1081/80

OP4b: ODetach of sharad device (by operator)

transform OP4b{(Raddr: DeviceAddress)

refcond E"S:SharablelriveEntry(S<:Sharablelrives &
S.Raddr = Raddr)

effect E"S:SharableDriveEntry(
S<i:Sharablelrives & S.Raddr = Raddr &

N"Sharable0rives = SharabieDrives ~~ S"(S) 1|
S" ((S.Raddr,

I uittin/ (S.State = AttachadToSystem

&
A'M:MiniDiskEntry(M<:MiniOisks &
M.ContainingVe:ume = S.MountedYolume ->

s M.CurrontlLinks = Empty)

2evicelaﬂoleasablo

DeviceRelsased =>
Availabile
<> S.State),
S.SecLeavel,
S.MountedYolume))

]
(g.State « AttachedToSysten

A"M:MiniDiskEntry(M<iMiniDisks &

H.ContainingYolume =» S.MountedYolume ->
M.Currentl.inks = Empty)

Eevicolsﬂeleasablo

DeviceReleased ->

E"V:SharedVoliumeEntry(Y<:SharedVolumes &
:.HountedOQVica = S.MountedYolume

N*SharedVolumes = SharedVolumes ~~ S* (V) 1|
S*"{(V.Volunme,
V.Seclevel,
nil,
NotHounted))))
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21 May 1978 System Development Corporation
3.3.2 Authorization Process (Formal) TM-60862/181/88

&
§ernelCalled(Sendﬂessage(UpProcass))

(S.State = AttachedToSystem ->
(A"M:MiniDiskEntry(M<:MiniDisks &
M.ContainingYolume = S.itountedYolume ->
M.CurrentLinks = Empty) ->
KernelCalled(ilsQeviceRelsasabis)

{(DavicelsReleasables ->
KernelCal lad{ReleaseDevicsl}}))

e
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21 May 13978 System Development Corporation
3.3.2° Authorization Process (Formal) TM-6062/181/80

OP4a: Oetach of nonshared device (by operator)

transform OP4a(Raddr: DeviceAddress)

refcond E"NS:NonsharabieOriveEntry(NS<:Nonsharab!eOrives &
NS.Raddr = Raddr)

effact E"NS:NonsharableOriveEntry(

NS<:NonsharableDrives & NS.Raddr = Raddr

3 .
N"NonsharabielOrives = Nonsharablelrives ~~ S"(NS) ||
S" ( (NS.Raddr,

NS.MaxSeclLevel,
NS.MinSeclLevel,
/vt {NS.State = AttachedToUser =>
DetachPending
<> NS.Statel,
NS.AttachedProcess,
NS.Access))

&
N"PendingRequests =
(NS.State = AttachedToUser =>
PendingRequests ||
S" ( (NewMsgld,
RelinquishDevics,
OETACH«RACOR,
S"((NgfuorkProcess.
nil,
NoResponse} )} ))

. <> PendingRequests)

{(NS.State = AttachedToliser =>

KernelCal | (SendMessaga (NS.At tachedProcass))
<> (NS.State <: S"(OffLine, Avallabla) ->

KerneiCal | ed {SendMsssags (OpProcess)))))
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21 May 1978

System Development Corporation
3.3.2 Authorization Process (Formaly TN-6@862/181/88

OPSa: VYary (both oniine and offiins) of shared dsvice

transform OPS5a{Raddr: DeviceAddress,
Parameter: String)

refcond E"S:SharableDriveEntry(S<:Sharablelrives &
S.Raddr = Raddr)

effect (Parameter ~<: S"("online, "offiine’)

w>» Error <> NoError &
E"S:SharablelriveEntry(
S<:SharableDrives & S.Raddr = Raddr

]
N"Sharablelrives = SharabieDrives ~~ S"(5) ||
S" ({S.Raddr,

/velifive/ {Parameter = ’'oniline’ =>
Available
<> 0OffLine),
S.SecLavel,
S.MountedYoiume))

&
KerneiCal | ad (SendMessage (OpProcess})))
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21 May 1978 System Development Corporation
3.3.2 Authorizatian Process (Formal) TM-6862/181/09

OPSb:  Yary (both oniine and offline) of nonshared device

transform OPSb (Raddr: DeviceAddress,
Parameter: String)

refcond E"NS:NonsharableDriveEntrg(NS<:NoneharableDrlvea &
NS.Raddr = Raddr)

eftect (Parameter ~<: S"{’oniine’, ‘otfline’)
»> Error <> Nofrror &
E”NSzNonsharableOriveEntrg(
NS<:NonsharabieDrives & NS.Raddr =~ Raddr &

onsharablelrives =~ NonsharableDrives ~ S"(NS) ||
S” ((NS.Raddr,

NS.MaxSeclLave!,
NS.MinSecLevel,

VgT-1-34 (Parameter = ‘online’ =>
Available
<> 0OtfLine),
NS.At tachedProcess,

s NS.Access) )
KernalCalIed(Sendﬂassaga(UpProcaas))))
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21 May 1978 Syotom Deveiopment Corporation
3.3.2 Authorization Process (Formal TM-6862/101/00

OPBa: QUERY, with parameters:
DASD
LINES
GRAF
ALL
NAMES

USERS with no further parameter

transform OP&a(Command:CommandName)

refcond Command<:Catba

effect KernelCalled(SendMessage (OpProcess))
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21 May 1978 S?stcm Oevelopmant Corporation
3.3.2 Authorization Process (Formal TM-68862/101/60

OPBb: QUERY, with parameters:
raddr
SYSTEM raddr

transform OP6b (Command: CommandName,
Raddr: DeviceAddress)
refcond Command<:Catbb

effect (~(E"S:SharableDriveEntry(S<:Sharablelrives &
. | S.Raddr = Raddr)

E"NS:NonsharableOriveEntry(NS<:Nonsharab!eDrives &
NS.Raddr = Raddr})
a> Error <> NoError &
KerneiCa! | ed (SendMessage (OpProcess)))
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21 May 1978 System Oeveiopment Corporation
«3.2 Authorization Process {(Formal) TH-6862/181/88

0PBc: QUERY, with parameters:

USERS userid
userid

transform OPBc(Command: CommandName,
Userid: VirtualMachineName)

refcond Command<:Cat6c

effect KerneiCalIed(Sendﬂasaaga(DpProc-oo))
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21 May 1978 System Davelopment Corporation
3.3.2 Authorization Process (Formal) TM-6062/181/020

0P7: LOCATE«RADOR

transform OP7 (Raddr: DeviceAddress)

refcond E°"NS:Nonsharah|eDriveEntry(NS<:NonsharableDrives &
NS.Raddr = Raddr)

sffect E"NS:NonsharableDriveEntry(
: NS<:Normsharablelrives & NS.Raddr = Raddr &
N"PendingRequests =
(NS.State = AttachedToUser =>
PendingRequasts ||
S" ( (Newitsgld,
OpRequest,
LOCATE~RADDR,
! elifin/ S" ((NS.AttachedProcess,
nil,
NoResponss) ) })
. <> PendingRequests)
(NS.State = AttachedTolser =>
KerneiCal | ad (SendMessage (NS.AttachedProcsess))
<> KerneiCalled(SendMessage (OpProcess})))
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21 May 1978 S
3.2 Authorization Process (Formal

OP8: Shutdoun

transform OPS

effect N"ShuttingDown = true
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21 May 1978 System Davelopment Corporstion
3.3.2 Authorization Process (Formal) TM-6862/1081/88

OP3: Attach (nonsharable disk drive) Device

transform OP3(Raddr: DeviceAddress,
Process: ProcessName,
YoiSecLavei: ProcessName,
Access: set of AccessModes)

refcond E"NS:NonsharabisOriveEntry (NS<:Nonsharab)eDr ives &
* NS.Raddr = Reddr)

effect E"NS:Nonsharab!eDriveEntry(
NS<:NonsharableDrives & nS.Raddr = Raddr &
(~(E"N:NkepEntry (N<iCurrentNkcps &
g.Procaon = Process

A"A:AttachedOeviceEntry(A<iN.AttachedDevicas ->
A.Raddr ~= Raddr)

NS.State = Free

goninatel(N.Procesa.VolSchovol)

gominates(NS.ﬂaxSocLevel.N.Procusa)

gomlnates(N.Procaso.NS.HlnSncLevol)

goninatoa(NS.HaxSQcLovcl.VolSocLuvnl)

gominat-s(VolSocLovol.NS.HinSecLevel))
Eccoss ~= Empty

~ Shuttineﬂoun)
=> Error <> Nokrror &

297




— b = e ne

e e

21 May 1978

3. 3.2

Syoiom Oeveiopme
Authorization Process (Formal

nt Corporstion
TH-8082/101/08

E"NsNkcpEntry (N<:CurrentNkzps & N.Process = Process &
N“Nongharablelrives = NonsharabieDrives ~~ S" (NS} |
S" ((NS.Radcr,
NS.MaxSecLevel,
NS.MinSecLevel,
((Urite<iAccess & VolSecLevel ~= N.Process =>»
Acczs. we 5" (lrite) <> Access) ~= Empty

/velittin/
/velitin/

/xiilivn/
/oeHfin/

/wltltn/

GrantedAccess =>

<>
{(Write<iAccess & Yo!SecLevel ~= N.Process =>
Acc:ss ~v 5" (Hrite) <> Accuse) ~= Empty

GrartedAccess >

<>

Attached
NS.State),

N.Process

NS.AttachedProcesse),
(Urite <x&Acuasl

Vol!Saclevel ~= N.Process =>
Access ~~ S" (lrite)
Access)))

<>

'3
N"CurrentNkcps = CurreniNkcps ~~ S"(N) 1|
S" ((N.Process,

/ecllte/
/yeHBwnl/

N. Y1

8,

{{Urite<:Acress & VoiSecLevel ~= N.Process »>
Access ~~ 3" (lUrits) <> Access) ~= Empty

GrantedAccess =>

NS.AttachedDevices |1

S" ((NS.Raddr,
NS.Access})

<> N.AttachedDevices),

N.Links))

((Urite<:Access & VolSecLeve!l ~= N.Process =>
Access ~ S"{lrite)

a Empty =>
Karne!Cal | ed (Sendftessage (UpProcess})
ierneICallad(GrantAccess)

<>

<> Access)

(GrantedAczess =>
iornolCalled(Sendﬂesaagu(N.Procesa))

<>

KerneiCal led (SendMessage (OpProcess))

KerneiCal led (SendMessage (OpProcess)})))}))
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21 May 1978 S?stun Development Corporat.on
3.3.2 Authorization Process (Formal ™-65862/1091/88

UR1: URProcess request: need Nkcp

transform UR] (RequestedSeclLevel: ProcassName,
Raddr: DevicsAddress)

effect (A"D:URPOunedDeviceEntry(D<:URPQunedDevices ->»
D.Raddr ~= Raddr)
=> Error <> NoError &
E"D:URPOunedDeviceEntry(
O<:URPOunedlecices & D.Raddr = Raddr &
N"#Nkcps =
{A"N:NkepEntry (N<:CurrentNkcps ->
N.Process ~= RequestsdSecLave!)

20ﬂinltc.(0.ﬂlx5.¢L.Vll.HQQUC.tIdS.GLlVl!)
gomlnltoo(quueotldSOGL-vnl.U.ﬂlnSocLovnl)
szcps < HMaxNkeps

CreatedProcess =>
MNkeps + 1
. <> MNkess!)
N"CurrentNkcps =
{A"NiNkcpEntry (N<:CurrentNkeps ->
N.Procrss ~= RequastedSecLavel)

&
goninatss(ﬂ.ﬂaxSQCLovol.chuootodSch.vol)
2ominates(RequestadSOcLuvol.D.HInSecLovol)
gNkcps < #MaxNkcps

CreatedProcess =>
CurrentNkcps |1
S" ((RequestedSeclevel,
Empty,
Empty,
Empty))
<> CurrentNkcps)
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21 May 1978 System Development Corporation
3.3.2 Authorization Procass (Formal? TM-6862/181/88

(E"N:NkepEntry (N<:CurrentNkcps &
N.Process = RequestedSecLeve!) =>
KernelCal | ed (SsndMessage (URProcess))
<> (Doginateo(ﬂ.ﬂaxSeanvol.chuootodSchavull

goninatas(RequeotedSecLevol.D.HlnSecLovnl)

Mkeps < MaxNkeps «=>
. EornchalIad(CreataProceaa)

(CreatedProcess =>
KerneiCalled(SendMessage (

2 URProcess))
KerneiCal | ed (SendMessage (
OpProcess))

KerneiCal|ed(SendMessage (
USProcess))
<> KerneiCalled(SendMessage(
URProceas}))
<> KernelCallesd{(SendMessage (URProcess)}})))
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21 May 1378 System Development Corporation
3.3.2 Aulhorization Process (Formai) TM-6062/1P1/89

UR3a: URProcess response to cdevice attachment request (attach
succeeded)

transform UR3a(Raddr: DeviceAddress,
Process: ProcessName,
Laddr: LineAddress)

effect (~(E"A:URPQunecDeviceEntry(A<:URPOunedDevices &
A.Raddr = Raddr)

8
E*N:NkcpEntry (N<:CurrentNkeps &
N.Process = Process)

&
E"L:LineEntrylLe:Lines &
.Laddr = Laddr

.State = AttachValidation

.CyclePosition = HookingPeripherals

e @l Qo

.#AuaitingHooks > @))
=> Error <> NoError &
E'L:LineEntryllL<:Lines & L.Laddr = Laddr &
N'Lines = Lines ~~ S"(L) |1
S" (L. Laddr,
L.MaxSeclevel,
L.MinSaclLevel,
L.State, .
[ welttise/ (L.#AnaitingHooks - 1 = 8 a>
MotifyingNkep,
<> L.CyclePosgition),
.RequestedSecLevel,
.AttachedVM,
.Connection,
.Line0ropped,
JHRetries,
/yedtttse/ . #AuaitingHooks - 1,
/*##g/ Concat (L.Msg,Avail (Raddr)}))

o
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21 May 1978 stem Development Corporation
3.2  Authorization Process (Formai)

Al

Sy

TM-6962/181/88
N"PendingRequests
(L #Awai tingHooks ~ 1 « B w=»
PendingRequests |}
§" ({NewMsgl d,
NewVM,
Undefined,
S" ({Process,
nil,
NoResponsel)})
<> PendingRequests)
8

(L.#AuaitingHooks = | = @ -»
(~L.LineDropped ->
KerneICalIed(SendNessage(
NetworkProcess)))
&

KernelCalled(SendHessage(Process)))))
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21 May 1978

3.3.2 Aulhorization Process (Formal)

-

failed)

System Development Corporation
THM-6862/1081/88

UR3b: URProcess response to device attachment request (attach

transform UR3b(Raddr: DeviceAddress,

Process: ProcessName,
Laddr: LineAddress)

effect (~(E"A:URPOunedDeviceEntry(A<:URPOunedDevices &

A.Raddr = Raddr)

8

E"N:NkcpEntry (N<:CurrentNkeps &
N.Process = Procesc)

8

E"L:LineEntry(L<:Lines &
L.Laddr = Laddr
&

L.State = AttachValidation
&
L.CyclePosition = HookingPeripherals
&

L.. #Awai tingHooks > @))

«> Errar <> NoError &
E'L:LineEntry(l<:Lines & L.Laddr = Laddr &

/veftttse/

VY 1: 574
h /vefittse/
&

SR

N"'Lines = Lines ~~ S" (L) 11
S" ((L.Laddr,

L.MaxSeclLevel,

l..MinSecLevel,

L.5tate,

(L.#Auai tingHooks - 1 = B =>

Noti fyingNkep

<> L.CyclePosition),

L.RequestecdSeclLevel,

L.AttachecdVH,

L.Connection,

L.LineOropped,

L.#Retries,

L.#Auai tingHooks - 1,

Concat(L.Msg,Unavail (Raddr)}}))
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21 May 197& System Oevelopment Corporation
3.3.2 Authorization Process (Formal) TM-6862/101/008

N"PendingRequests =
(L.#Auai tingliouks = 1 = @ =>
PandingRequests ||
S" ({NeuMsgld,
NeuV".
Undef i ned,
S" ((Process,
nil,
NoResponse)}))

c <> PendingRequests)

(L.#AuaitingHooks = 1 - B ->
{(~L.LineDropped ->
KernelCai led (SendMessage (

g NetworkProcess}))

KernelCal | ed (SendMessage (Process)})))

304




21 RMay 13978 System Development Corporation
3.3.2 Authorization Process (Formal) TM-B062/101/808

% NKCP3: Orop User

transform NKCP3 (Process: ProcessName,
VM: VirtuaiMachineName,
Laddr: LineAddress)

effect (~{E"N:NkcpE~try{N<:CurrentNkecps &
MN.Process = Process

E"V:VMEntry(Y<:N.VMs &
V.VMNamé = VM

&
E"U:LineAddress (U<:V,Users &
U » Laddr)))

& .
E"L:LincEntryil<:lines &
E.Laddr = (addr
L.State = Attached
&
L.Connection = Dial
3
L.AttachedvVM = VM))
=> Error <> NoError &
E"L:LingEntryflL<:Lines & L.Laddr = Laddr &
N'Lines = Lines ~~ S" (L) I
e ((L.Laddr,
L.MaxSecLevel,
L.MinSeclLevel,
/\’:f”f'.'t/ F"U".
eciteed ReEnublePending,
L.RequestedSeclevel,
. L.Attached¥N,

L.Connection,
L.Lirne0ropped,

L.HKRetries,
L. #Auai tingHooks,
L.Msg)).
&
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21 May 1978 System Development Corporation
3.3.2  Authorization Process (Formal) TM-6862/1081/08
E"N:NkcnEntry(N<:CurrentNkcps & N.Process = Process &
E"ViVMENtry(V<:N.VMs8 V,.YMName = VM &
N"Curi entiNkcps = CurrantNkcps ~~ S" (N) 1)
S" ((N,Process,

N.VM3 ~a S" (V) 1)
S" ((V,YMNanme,
v . Laddr ’
V.Disconnected,
V.Uscrs ~ S"(Laddr))),
M.AttachecdDevices,
N.Links))))

N"PendingRequests « PendingRequests ||
5" ((NewMsgld,
ClearLine,
Undefined,
S" ({NetworkProcess,
nil,
NoResponse))))
8

KernelCalled(SendMessage (Ne tuorkProcess) )
&

Kernc!Called(SendMessage (OpProcess))

&

KernelCalled(SendMessage (AcntProcess))))
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2l May 1978 System Davelopment Corporation
3.3.2 Authorization Process (Formal) TM-8862/181/09
NTUK3:

Link password received

tranaform NTWK3 (Process: ProcessName,
Passuord; String,
Ranuester: VirtualﬁachineNama,
Lacicr LineAddress,
Usar; VirtualhachinuName.
finiQisks Mini0iskNams,
aquestedAcceas: LinkAccess)

rofeond E“L:LineEntrg(Lc:Lines .3
L.Laddr = Lagdr
&

L.State « Attached
&

L.CyclePosition = Readl inkPassuord)

(~(E”N:Nkanntrg(N<:CurrentNkcps &
Process = Process))
> Error <> NoFrror ]
E”N:Nkanntrg(N<:CurrentNkcps & N.Process = Process &
E“D:OirectorgEntrg(D<:User05rectorg § O.Userid w User &
E"L:LineEntrg(L<:Linas & L.Laddr « [addr &
‘Lines = Linga Sy 1
S" L. Lader,
L.MaxSeclevel,
L.MtinSecLevel,
L.State,
/elt/ At tached,
L‘RequeatedSecLavel.
L. AttachedvH,
.Connection,
L.LincOropped,
L. ":RB tr ies' ‘
L.ﬂAunitingHaoks‘
L.f1sgl)

effect

&

(0.LinkPassuord = Passuord -»
E”N:NiniOiskEntrg(N<:niniDisks é
M. HONane = MiniDiek
4

E"V:SharedVolumeEntrg(V<:SharedVolumes 8
Vaiume « N.ContainingVolUMQ
[

tV.State = Mounted -»

E"S:SharabfeﬂrivaEntrg(Sc:Sharabieﬂrives &
S.Raddr « V.Mountedfevice
8

(S.State « AttachedToSystem -»
E"A:ACLEntry(A<:H.AccasaContrclList &
A.User = Raguester

L)
o]
1




21 May 1978 System Cevelopment Corporation
3.3.2 Authorization Process (Formal) TM-6062/101/00

(RequestedAccess = R =>

Write ~<: C.Access) =>
Link (N.Process,M.MOName,S" (Read) )
<> Nol ink (PreviouskritelLink))

<> RerjuestedAccess = RR =>
Link (N.Process,M.MOName,S" (Read) )

<> RrauestedAccess = [ =>
{Urite <: A.Access =>
(M.Currentlinks = Empty =>
Link (N.Process,M.MDName,S" (Uri te}))
<> Nolink(PraviousLink)})
<> NolLink{Nolr!tePermiasion))

<> RequestecdAccess = WR «>
(Urite <! A.Access =>

{M.CurrentLinks = Empty =>

Link (N.Process,M.MOName,S" (Uri te))

<> Link(N.Process,M.MOName,S" (Read)})

> /s choices: Link (N.Process,M.MOName,S" (Read))
NoLink (NoWr i tePermission) w/

NoL ink (Nolr i tePermission))

<> RefquestedAccess « M >
(Write <: A.Access =>
(A"C:ProcessLinkEntry(C<:M,.Currentl.inks ->
Write ~<: C.Access) =>
Link (N.Process,M.MOName,S" (Wri te))
<> NolLink(Previouslritelink))
<> NolLink (NolritePermission))

<> RequestedAccass = MR =>
{(Write <: A.Access a>

(A"C:ProcessLinkEntry(C<:M.Currentlinks ->
Write ~<: C.Access) =>
Link (N.Process,M.MOName,S" (Urite))

<> Link(N.Procss,M.MOName,S" (Read)))
<> /v choices: Link (N.Process,M.MOName,S" (Read))
NoL ink (Nollr i tePermission) &/
NoL ink (NoWr i tePermission})

<> RequestedAccass = MJ =>
(Urite <: A.Access =>
Link (N.Process,M.MOName, S" (Wr
<> NoLink{(NoWriteParmission))))}

— -
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21 May 1978 System Oevelopment Corporation
3.3.2 Authorization Process (Formal) TM-6062/101/080

transform Link (Process: ProcessName,
MiniNisk: MiniDiskName,
Acreoss:isat of AccessModes)

effect E"N:NkcpEntru(N<:CurrentNkcps & N.Process = Process &
E"M:Mini0iskEntry(M<:MiniDisks & M.MOName = MiniDisk &
(E"MPL:PracessLinkEntry
MPL<:M.Currentlinks & MPL.Process = N.Process) >
E"NMPL:ProcessLinkEntry
MPL<:M,CurrsntLinks & MPL.Process =« N.Process &
E"NML:HDL i nkEntry(NML<:N.Links & NML.MOName = M.MDName &
{Access ~<<n MPL.Access ->
gernQICallod(GrantAccess)

(GrantedAccess =>
N“CurrentNkcps = CurrentNkcnys a~ S*{N) |1
S" {(N.Process,
N.VMs,
N.AttachedDevices,
N.Links ~~ S"(NML} 11
S" ((NML.MOName,
N Accmss))))
N'"MiniDisks = MiniDiska ~~ S"{M) 1]
S" ({M.MOName,
M.ContainingYolume,
M.Cylinders,
M.SecLevel,
M.CurrentlLinks ~~ S"(MPL) {1
S"t(MDL.Process,
Access)),
M.AccassControltlist))
<> E"CurrentNk:ps = CurrentNkcps

N"MiniDisks = MiniDisks!)')
<> KernelCalled(GrantAcceays)
&

L e e




21 May 1978

System Development Corporation
3.3.2 Authorization Process (Formal)

TM-6862/101/00

(GrantecdAccess =>
"CurrentNkcpa = CurrentNkcps ~~ S"(N) 1|
S" ((N.Process,
N.VMs,
N.AttachedOevices,
N.Links 11|
S" ((M.MOName,
Access))))

A\
N'"MiniDiske = MiniDisks ~~ S"(M) 11
o S" ((M.MOName,
M.ContainingYolume,
M.Cylinders,
M.SeclLevel,
M.CurrentlLinks ||
S" ((N.Pracess,
Accoss)),
M.AccessControilist})
<> E"CurrentNkcps = CurrentNkcps
N"MiniDisks = MiniDisks)}))
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21 May 1978 Systam Development Corporation
3.3.2  Authorization Proceas (Formal) TH-6@62/181/080

NKCP&4: Link f(uith passuord)

transform NKCP4 (Proceoss: ProcassNane,

Rorfuoster: VirtualﬁachineName.
Laclelry LineAddress,

Useor: VirtuaiMachineName,
MiniDisks MiniDiskName,
RequastedAccess: LinkAccess)

effect (ShuttingDoun
|

RequestedAccess = Empty
=> Error <> NoError &

(E"N:NkcpEntrg(N<:CurrentNkcps &
N.Process = Process
é

E"E:YMEntry(E<:N.VMs &
E.VMName = Raquester))

&
E'GilineEntry(Le:Lines &
k.Laddr = Ladgr

L.State = Attached
f.CgclePoaition = Attached
f.RequestedSecLeval = Process
E.Attachedvﬂ = Requester)

&
E“D:DirectorgEntrg(D<:UserDirectory .4
0.Userld = User

E"K:MOLinkEntry(K<:D.Links é
K.MOName = MiniQisk})
&
E”H:ﬂiniDiskEntry(H<:HiniDisks 8
g.NDName = MiniDisk

E"A:ACLEntrg(A<:H.AccessControlList &
AUser = Requaster
&

Dominates(Process.ﬁ.SecLuvel)
&

(urite<:REQuastedAccess ->
Process = M.SecLeve}))
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21 May 1978 System Development Corporation
3.3.2 Authorization Process (Formal) TM-5862/7101/00

E"V:iSharedYolumeEntry (V<:SharedYolumes &
Z.Volumo « M.ContainingVoluma

X.Stats = Mounted

E"S:SharableDr iveEntry(S<:Sha~ableDrives &
i.Raddr = Y,Mountedlevice
S.State = AttachedToSystem))) =>
KernelCalled{SendMessage (NetuorkProcess))

KarnelCal led(SendMassage (NetuorkProcess))

E"L:Lin
IIL‘
S

ntry(L<:Lines & L.Laddr = Laddr &
es = Lines ~~ 5" (L} I
{L.Ladcr,
L.ftaxSecLevel,
L.MinSecLevel,
L.State,
l..CyclePosition,
L.RequestedSecLevel,
I.. At tachedVH,
L.Connection,
L.LineOropped,
L.#Retrias,

L.#Auai tingHooks,
L.M3g)))

- Q
—~3m

&
N"PendingRequests = PendingRequests |1
" ((NeuMsgld,
WriteAncdReadline,
Unde f ined,
S" {(NetuorkProcass,
nil,
NoResponse)}))
<> N"Lines = Lines .

P
S

g"PendingRequests = PendingRequests

KerneiCal led{SendMessage (Procass})))
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21 May 19/8 System Development Corporation
3.3.2 Authorization Process (Formal) TM-6062/101/08

NKCPS, NKCPG: ODctach nonsharable device (request from process),

and response (from process) to relinquish device recquest from
Authprocess

transform NKCPS (Raddr: DeviceAddress,
Process: ProcessName,
Usor: VirtualMachineName)

(~(E"N:NkecpEntry (N<:CurrentNkeps &
N.Process = Process

8
E"VM:VMEntry(VM<:N.VMs &
VM.VMName = User)

8
E"A:AttachecdDaviceEntry(A<:N.Attachedlevices &
A.Raddr = Raddr))

&
E"NS:Nensharable0riveEntry(NS<:Nonsharabielrives &
NS.Raddr = Raddr
&
NS.At tachetProcess = Process;)
=> Error <> NoError &
E"NS:NonsharableOriveEntry, N:NkcpEntryl
NS<:NonsharableDrives & NS.Raddr = Raddr &
N<:CurrantNkecps & N.Process = Process &
N"NonsharabieOr ives = NonsharableDrives ~~ S"(NS) ||
S" ({NS.Raddr,
1S, NaxSecLevel,
NS.NinSeclLevel,
{DuviceReleased =>
Available
<> NS.Statae),.
NG.AttachecdProcess,
M3.Access))
&
N"CurrentNkcps = CurrentNkcps ~~ S"(N) |1
S" ((N.Process,
N, VHs,
(DeviceReieased =>
N.AttachedDevices --
S"A:AttachedDeviceEntry
2<:N.Attachedﬂavices

A.Raddr = NS.Raddr)

<> N.,AttachedDevices),
N.Links))
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21 May 1878 System Development Corporation
3.3.2 Authorization Process (Formal) TM-65862/101/00
&
KernelCal led (Rel2asaDevice (NS.Raddr))
&
KernelCal led (SendMessage (OpProcess) )
&

(DaviceReleased =>
Karne!Cal led{SendMessage (AcntProcess')
<> KernelCalled(SendMessage (NS.AttachedProcess))))})
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21 May 1973 System Davelopment Corporation
3.3.2 Authorization Process (Formal) TH-6862/181/988

NKCP7: Purge NKCP

transform NKCP7 (Process: ProcessName)

effect (~(E"N:NkcpEntry(N<:CurrentNkcps &
N.Process = Process

.VMs = Enpty

.AttachedDevices = Empty

ZRZZ™

Links = Empty))

=> Error <> NoError &
E"N:NkepEntry(N<:CurrentNkcps & N.Process = Procass &
N"CurrertNkcps = CurrentNkcps ~~ 5" (N}))
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21 May 13978 System Development Corporation
3.3.2 Authorization Process (Formal) TM-6862/101/008

KERN1: message from Kernel, re shared device availability

transform KERNL (Racdr: DeviceAddress,
Volume: Yolumeld,
CurrentStatus: SharableDriveStatus)

effect (~(E"S:SharabielriveEntry(S<:SharableDrives &
g.Raddr = Raddr
{CurrentStatus = AttachedToSystem ->
E"V:SharedYolumeEntry({Y<:SharedYolumes &
V.Volume = Yolume))))
=> Error <> NoError &
E"S:SharabyleDriveEntry(S<:SharableDrives & S.Raddr = Raddr &
(S.S5tate = AttachedToSystem =>
(CurrentStatus = AttachecdToSystem =>
(Volume ~= S.MountedYolume =>
(E"M:MiniDiskEntry(M<:MiniDisks &
. Q.ContainingVolume = S.MountedVolume

M.CurrantlLinks ~= Empty) =>
Error
<> E"Vold, Yneu:SharedVolumeEntry(
Vold<:SharedVolumes & Ynew<:SharedVoiumes &
Xold.Volume = S,MountedVolume
Vold.State = Mounted

& -~

Yoild.MountedDevice = S.Raddr
&
Vnew.Volume = Yolume

(Dominates(S.SecLevel,VYneuSecLevel) =>
N"SharableDrives = SharableDrives ~~ S"(S) |1
S" { (S.Raddr,
S.State,
S.Seclevel,
Vnew.Volume))

N"SharedYolumes = SharedYalumes
TT S* {Vold, Ynau)
S"({Vold.Yo!ume,

Vold.SeclLevel,
nil,
. NotMounted))
S"{(Vnew.VYolure,
Vneu.SeclLevel,
S.Raddir,
Mounted))
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21 May 1978 System Development Corporation
3.3.2 Authorization Process (Formal) TM-6862/101/08

KerneiCalied(DriveMatchesYglume)
<> N"Sharabie0r.ives = SharableDrives
8

N"SharedVolumes = SharedVolumes
&

KernelCal led(DriveloesNotMatchYolume))))
<> N"SharableDrives = SharableDrives
S
N"SharedYolumas = SharedVolumes
&
KerneliCa! led (OrivaMatchesYolume))
:SharedYolumeEntry (V<:SharedVolumes &
.Valume = S,MountecVolume

<> En

\Y%
\
3
V.State = Mounted
&
v

MountedDevice = S,Raddr
N"Sharablelrives = Sharablelrives a~ S§"(5) 1|
S" ((S.Raddr,
CurrentStatus,
S.SeclLevel,
nill))
§
N"SharedVolumes = SharedVoiumes ~~ S"({V) ||
S" ({V,Valume,
V.SeclLavel,
nil,
NotMounted))})
<> {CurrentStatus = AttachedToSystem =>
E"V:SharecdVolumeEntry(Y<:SharedYolumes &
V.Volume = Yolume
&
{Dominates(S.SecLevel,V.SeclLevel) =>
N"SharableDrives = SharableDrives ~~ S"(S) 11
S" ((S.Raddr, :
AttachedToSystem,
S.SeclLevel,
V.Volume))
&
N"SharedVolumes = SharedVYolumas ~~ S" (V) ||
S"((V.Yolume,
V,SeclLevel,
S.Raddr,
Mounted) )
&
KernelCal led(DriveMatchesYolume)
<> N"Sharablelr ives » SharableDrives
&
N"SharedVYoiumes = SharedVolumes
&
KernelCal!ad(DriveDoesNotMatchYolume)))
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.
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21 May 1978 System Development Corporation
3.3.2 Authorization Process (Formal) TM-6062/101/88

<> N"SharablicOrives = SharableQrives ~~ S"(S) ||
S" ((S.Raddr,
CurrentStatus,
S.SeclLevel, |
S.Yolume})))))
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21 May 1978

3.3.2 Authorization Process (Formal) TH-6062/1081/08
transform MsqOp (Msgld: Messageld,

refcond Source = OpProcess

effact (E"P:PendingRequest(P<:PendingRequests
s

<>

<>

<>

<>

<>

<>

<>

<>

<>

Error
<> (MsgName (Text) = AUTOLOG =>
OFPlL

System Develoupment Corporation

Tast: String,
Source: ProcessName)

.

P.Msgld = Msgld) =>

P —

MsgName (Text) = ATTACH-RADDOR =>
(E"NS: Nonsharab!eOriveEntry(NS<:NonsharableDrives &
N3.Raddr = Raddr (Text)) s>
0R3
<> Error)
MsgName (Text) = DETACH«SAQDR =>
(E"NS: NonsharableDriveEntry(NS<:NonsharableDrives &
NS.Raddr = Raddr(Text)) =>
OP4a
<> E"S: SharableDriveEntry(S<:SharableDrives &
S.Raddr = Raddr (Text)} =»>
IP&4h
<> Error)
MsaName (Text) <:S" (VARY<ONLINE, VARY<OFFLINE) =>
(E"NS: NonsharablelriveEntry(NS<:NonsharableOrives &
NS.Radcdr « Raddr{Text}) =>
QPSh
<> E"S: SharablelriveEntry(S<:SharableDrives &
S.Raddr = Raddr (Text)) =>
QFSa
<> Error)
MsgName (Text) <:CatBa =>
JFGa
MsgName (Text) <:Catbb
ORGH
MsgName (Text) <:Catbc =>
OP&c
MsgNome (Text) = LOCATE+~RADOCR =>
OP7a
MsgName (Text) = SHUTOOWN =>
NP3
MseName (Text) = MapUserld =»>
orP2
Error))

313



T A

———— e . - .- - Cerrm—— —— o

21 May 1978 System Davelopment Corporation
3.3.2 Authorization Process {(Formal) TH-GRE2/181/80

transform MsqUR(Msgid: Messageld,
Taxt: 3tring,
Source: ProcessName)

refcond Source = URProcess

effect (E"P:PendinuRequest (P<:PendingRequests &
P.Maogld = Magld) =>
E"P:PendingRequast (P<:PendingRequests &
:.Hsgld = Msgld .

(P.Kind = Attach => .
{(Msallame (Text) = Attached =>
UR3A
<> MgoName (Text) <:S" (AttachFai led,DeviceNotAvailable) =>
UR3b
<> Error)

<> Lrror))
<> (MsgName (Text) = NeedNkcp =>
URL
<> MsgName (Text) = MapUserld =>
U")

<> Erro;))

«b
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3.3.2  Authorization frocess (Formal) TM-686:/101/88

transform MagNet (Msgl d: Massagel 4,
Text: String,
Svireet ProcnssName)

refcond Source = NetuorkProcess

eftect (E"P:Pendinqﬂequest(P<:PendingRequests ]
P Msgld = Magldl a>
E"P:Pendingﬂequest(P<:Pandingﬁequests &
P.Msyld = Msgld
s

(P.Kinde:S" (Clearline, ReDirectling) =»
(Msitlame (Text] = LineStatus =»>
NTLK ]
<~ Error)
<> P.Kind » WriteAndReadLine =>
MsgName (Text) « Linelnfo =»
(E"L:LineEntry(L<:Lines &
L.Laddr = Laddr (faxt)) =»
E"L:LineEntry(L<:lines &
L.Laddr = Laddr(Text)
&

(L.State = Attached =>

(L.CyclePosition = ReadlinkPassword =>
NTWK3

<> Error)
<> L.State = AttachValidation =>
(L.CyclePosition = Retry =>
LGoL2

<> L.LycicPosition = ReadlinitialPassuord w»>
LGOL3
4

(TEMP"L.CyclePosition =
Per formResourceCheckg ~>
(LGOLS
8
(TEMP"! .CyclePosition =
Attacnevices ->
(EGDLS

LGOL7))))
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TH-6862/1081 /08

<> L.CyclcPosition =

ReadAccessPassuord ->
kGDLA

(TEMP"L.CyclePosition = ’
PerformResourceChecks ->
(LGDLS

8
(TEMP"L.CyciePosition
AttachDevices -»>

(kGDLS
LGDOL?7))))
<> Error)
<> Error))
<« Error)
<> MsgName (Taxt) = LineStatus =>
NTWK]
<> Error)

<> Error})

<> (MsgName (Text) = LineStatus «>
NTUK

<> MsgName (Text) = Linelnfo =>
LGOL1

<> Error})
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3.3.2 Authorization Process (Formal) TH-6B62/181 /08

transform MsgNkep (flsgld: Messageld,
Teat: String,
Source: ProcesaName)

T T TN

refcond Source ~«<: TrustedProcesses! INetuorkProcess

effect (E”P:Pcndingﬁoquust(P<:Pendithcquests &
P.Magld = Nsgld) a>
E"P:PcndingRequest(P<:PendingRequests é
P.Msyld =~ Msgld
&

(P.Kind = OpRequest =>
(MsgName (Text) = RespcnseToOpRequest =>
ProcessedResponse (P, Text, Source)
<> Error)

<> P.Kind<:S"(NenVM.ConnectVH.Nquser.NeuGrConnectedVH) >

(E"L:LineEntry(Le<:Lines &
L.Laddr = Laddr (Text)) =>
LGOLG
<> Error)
<> P.Kind = RelinquishDevice =>
{(MsgName = DetachDevice =>
NKCPB
<> Errar)
<> Error))
<> (MsgName(Text) = Disconnect =>
NKCP)
<> MsoName (Text) = Logoff =>
NKP2
<> MsoName (Text) = DropUser =»
NKCP3
<> MsoName (Text) = Link =>
NKIR4
<> MsgName (Text)
NKLPS
<> MsgName (Text)
NKCP?7
<> Error))

DetachDevice =>

PurgeNkcp =>
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transform AuthDriver {InterruptType: ?,
InterruptSubTypa: ?,
Msgld: Messageld,
Text: String,
Source: ProcessNama)

effect (InterruptTupe = Externallnterrupt =>
(In .erruptSubType = Message =>
Massagefeceived
8

(Source = OpProcess =>
MsgOp (Msgld, Text, Source)
<> Source = URProcass =>
MagUR (Msgld, Text, Source)
<> Source = NetworkProcess =>
MagNet (Msnld, Text., Source)
<> Source ~<: TrustedProcesses!|NetwuorkProcess a>
MsgNkep (Msgld, Text, Source)
<>Error)
<» Error)
<> Error)

8
KernelCalled(Receivelnterrupts)
&

KerneiCal led(ReleaseCPy)
end AuthProcess

[N}
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3.4.1: Accounting Process
Informal Description

This section zontains the informal description of the Accounting
Procass of KVi1/378.

Overvieuw

The Trusted Process performing the accounting  function,
ACNTProcess, is one of the simpler processes, [t accepts tuo
flavors of accounting records from NKCPs, and saves them in a data
base. It also accepts tuo operator commands that cause the aold
data base to be saved and a new empty one to be created.

The only complexity is the need for pressrving the w~property uhen
tallying the computer usage accounts. Each user is presented uith
a bill which containg no information derived from other users’
accounting information. To accomplish this, the Accounting
Process keeps its accounting records keyed on user id,

The formal specification also glosses over an important effect of
the of:rator's commands, in "OPl", the "effect" section says
nothing about actually saving the oid data base, presumabiy as a
spoal file intended for the card punch.
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NKCP Communication with the Accounting Process

There are two kinds of message that an NKCP can send to the
Accounting Process. Their respective labels are:

- QDeviceUse; and
- SystemResourcelse.

The first, DeviceUse, is indirectly sent to the Accounting Process
by an NKCP uwhenever a device is detached from a VM. The
accounting record describes the utilization of the device by the
VM. The message comes to the Accounting Process via the
Authorjzation Process. _
The second messaae type, SystemResourcelise, is also indirectiy
sent to the Accounting Process by an NKCP via the Authorization
Process. When a VM logs off (or is forced off, etc.}), the
controlling NKCP notifies the Authorization Process so that system
tables may be updated and communication |ines freed. As part of
this messane, the NKCP includes accounting information that the
Authorization Process reflects to the Accounting Frocess,

The design purposeiy incorporates this roundabout form of message
passing so that the user id (VM name) reported in the accounting
record may be verified to actually axist as a VM controlied by tihe
requesting NKCP,
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Communication betucen the Operatur and tha Accounting Process

There are tuo operator commands which affect the Accounting
Process:

~ ACNT: and
- SHUTOOWN,

The operator command ACNT has the following permissable
parameters:

-~ uner ldy
- ALL; and
- PUNCH.

The first tuo are present in YM/3780: the fast is new in KVM, The
first two cause one or more NKCPs to generate accounting records
for users. Thesn accounting records are sent as messages to the
Authorization Procnrans, uhich verifies that the user ids are indeed
logged on and bLeing controlled by the reporting NKCP. The
Authorization Process then sends the messages on to the Accounting
Process for recording.

Tihe operator commands ACNT«PUNCH and SHUTOOWN are reflected by the
Uperator Process direct!y to the Accounting Process. The commands
cause the current data base of accounting records to be saved and
3 neu empty one to be started. Both have the same affect.
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3.4,2: Accounting Process
Formal Specification

module AcntProcess

type

Messagelabels = (SystemResourcelse,DevicelUsa, ACNT«PUNCH, SHUTDOWN) ,
KernelFunction = (SendMessage),

constant
AuthProcess,OpProcess: ProcessName,
Error: boolean,
SendMessage (ProcessName) : KernelFunction
transform KernelCailed(K:KernelFunction)
effect true

/ve Parameter Functions 3/
constant
MsgName (String): MessagelLabels,

User (String): Yirtua!MachineName,
NewPosting(String): String
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type

Char,

String = fist of Char,

VirtualMachineName,

ProcessName,

Messageld,

AccountingRecord = structure ofl
User = VirtualnachineName,
Postings = seat of String)

variable
Accounting; set of AccountingRecord

initial
Accounting = Empty

invariant
A”Al.AZ:Accountingecord (A1<=Accounting
]

A2<:Accounting -»>
(Al.User = A2.User -» Al = A2))

328
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Subdriver of AcntProcoss,
handl ingy messages from AuthProcess
transform MsgAuth (Msql d: Messageld,

Text: String,
Suurce: ProcessName)

refcond Source = AuthProcess

effect (HsgName(Text)<:S“(SgstemResourceUse.DeviceUse) >

AUTHI(User(TexLI.NeuPosting(Text))
<> Error)
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Subdriver of AcntProcess,
handling messages from OpProcess

transform MsyOp (Msald: Messageld,
Text: String,
Source: ProcessName)

refcond Source = OpProcess
effect (MsgName(Text)<:S" (ACNTPUNCH,SHUTDOWN} =>
0Pl

<> Error}
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AUTHL: Accounting record from Nkcp via Authorization Process:
System Resource Use or Davice Use

transform AUTHL (User: VirtualMachineName,
NeuPosting: String)

refcond true /& uscr id has been validated by AutihProcess
prior to the sending of this message w/

effect E"A:AccountingRecord(A<:Accounting ->

(A.User = User
&
NewPosting<:A.Postings))

s’
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OPl: Operator command to re-initialize the accounting data base

transform 0Pl

effect N"Accounting - Empty
3

KernelCal led (SendMessage (OpProcess) )
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transform AcntDriver (Interrupt Type:
lnfhrruntSuDTgpe:
Msgla: Nessageld,
Text: String,
Source: ProcessName)

effect (InterruptType = Externallnterrupt =>
(IntorruptSubType « Nessage =>
(Source = OpProcess =»>

MsgOp (Msgld, Text, Source)

, <> Source « AuthProcess =»
MsgAuth (Msgld, Text,Source)
<> Error)
<> Brror)
<> Error)
end AcntProcess
334
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3.5.1t Undater Process
[nfarmal Qescription

This section contains the informal descrintion of the Updater
Process of KVM/370.

Qverview

The Updater creates and updates the set of databases which are
collectively knoun as the Directory. The Directory contains

information about Siystem users, devices, terminals, and system-
ouned volumes.

Each user id must be unigue Within the system, Associated with
the wuser id is a clearance {maximum security-level) and a list of

capabilities as well as nates for the use of any NKCP to which the
user may be attached.

Each real device and terminal is associatec 1ith a

which is the maxjmup lavel of information
device,

security-leve|
‘at may appear on that

KV  extends the concept of system-ouned voiumes to include not
only the system residence volume and those having page/spooi|
space, but also any shared real volume (i,a,, any voluma

containing minidisks), Such a voiume must be partitioned in such
9 4ay as to prevent overlap, :
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THE UPDATER REQUESTS

The Syster Security Officer or othar user of the Updater may make
the follouing types of requests:

1. Add, change or delete a user,
The following are asgociated with each user:
user icd (must be unique)
- passuord
- clearance

objects (a list of [object-name, access-typel) uhere

object-name may name a minidisk or a real device.

- notes for use by NKCP

- privilege classes (zero or more of A..H)

maximum and default atorage sizes

virtual devires (a list of [vaddr, devtype,
corresponding real devicel) (if any)

initial scheduling priority

initial line editing characters
accounting infcrmation and output distribution code

options (zero or more of (ECMODE, REALTIMER, ACCT,
SVCOFF, BMK))

- auto IPL system, if any

When a new user is arded to the directory, all the fields must be
specified, though some may be defaulted to null (objects,
privileges, virtual devices and options) or to standard values
{priority = 5B, ling- edit = [ON,'@","[*,"#","""]), The user id
must be distinct from any user id presentiy i+ the directory.

When wupdating a user entry, any of the above fields may be
changed. |f the ucer id is changed, the new value must not be the

same as any other wuser id in tha directory. The following are
recognized as special cases:

{a) add or delete a category in clearance

(b) add or delete an object

{c) add or delete a privilege to the privilege classes

{d) add, declete or change a virtual device.

{e}) the options are not treated as a list. Rather, each
is handled as a separate boolean.

Each real device mentioned in the virtual device list must have a
corresponding real device mentioned in the 1links or dedicates
section, Each real «cevice and link should have a corresponding
entry in the virtual devices, though a failure to do so is not an

error and the entru may be stored after confirmation by the System
Security Dfficer ({SSD),
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3.5.1 Updater Process (lnformal) TH-6862/101/080

2. Update the security lattice
Acicd a special-access compartment

3. Create, change and delete devices and terminais (!ines},
Each device has the follouwing associated with it:
- Device address and type
- clearance (maximum security level)
- minimum security level, if any
- flags:
- trusted/untrusted device

- system-ouned (i,e. ouned volumes and only
ouned volumes may be mounted).

4. Create, format and allocate reai System Ouned Yolumes

a. Define volume

-~ volume serial number (must be unique)
~ maximum security-level

b. Label volume {(volume must be mounted and attached to Upda.sr)
- volume serial number

- real cevice

sec-level {device) must cdominate sec~-level (volume) existing

volume label(if any) (cyl 8, track B, record 3) is typed out for
SSO who must confirm that he wants to format the volume.

A iakel and biank allocation record (all cylinders except 8

available) are uritten on the velume, which is then detached from
the Updater and attached to "SYSTEM".
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THE FOLLOWING RCQUIRC THE YOLUME BE MOUNTED AND ATTACHED TO "SYSTEM"

¢. Delete volume. The volume is delated from the ouned volume
list, All cylinders marked as classified have home
adcdresses written on each track (uhich clears the rest of 1
the track} and are marked available,

d. Allocate space
- type of space:

{(Globat! areas - security level need not be spacified -
aluays system-high - volume must bs system-high)

PAGE (suballocated by DASD page allocator)
SPOOL (cylinders subaliocated by Spool Filae Memory,
records by NKCPs)
Directory
IPL area

(areas used by NKCPs ~ security level must be specified)

WarmStart or checkpoint area
Shared secgment area
- name of segment (must be unique)
Temporary Disk Space (suballocatd by NKCP)
Minidisks
- name (must be unique)
- passwords or ACLs )
(ACLs are array by accesstype of [user idl) ,
- security-level (except global areas uhich are always system
high, The security level of an area must be
dominated by the clearance of the volume.)
- starting cylinder
- number of cylinders

The requested area must not overiap any area currently allocated
on the volume. Thus, to increase the size of an area, the area ’
must be deleted and then re-allocated in the increased area.

‘lhen a3 shared segment area or Minidisk is created, the name must
be different from any other object of the same kind in the system.

][ f passuords are used, 3 passuords are provided for each minidisk:
[read passuword, uwrite password, simuitaneous-urite password].

[f ACLs are used, the folloiing functions are to be provided:
- Create 2 "group" ACL

- Add or delete a user id to an ACL
- Add or delete an ACL to another ACL
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and the follouwina kincts of ACLs are maintained:
- Read access (may read only)
- Write Access (may urite, if mo other user is using the
disk)
- Multiple Access (may write, even though other users are
using the disk)
- Control Access (may modify the ACL for this disk)

[t audit trails arc kept, the first cylinder of each minidisk will
be set aside for audit trails and, possibly, ACLs. Hence, the

virtual size of the minidisk will ba one cylinder smaller than
that specifiad by the 5S0.

e. Frec space
- type
- name

When an existing area is freed, the contents should, in principle,
be erased unless the area is being reassigned to the same security
level. In addition, na further accesses to the deleted area
should be alloued. This latter consideration brings up the
problem of capability ravocation, see below.

f. Delete space - |ike 'Free Space’ except that the space is made
permanently unavailable for allocation and hence need not be
cleared until the volume is deleted.
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REVOCATION OF CAPABILITIES

One of the problems encountered in capability-based systems is
that of revoking a capability after it has been granted and used.
When a piocess has becen granted a capability it may have multiple
links to the control blocks uhich represent that capabilitys in
some systems the original grantee may be able, in turn, to grant
the capability or some subset to other processes. Further, there
may be other capabilities that depend on the original capability
to be meaningful, Deleting the original capability without
deleting those dependent on it may produce a potential security
violatton,

There is a denial of service problem uhich further complicates
matters. If the Security Kernel revokes a capability wuithout
notice, the process may be unable to continue working. Moving an
empty chair won’t bother anyone ~ uniess she is starting to sit
down in it.

A number of approaches to this probiem have been used in KVYM. Tha
most general approach is an extension of that used in YM/370 -
currently granted capabilities are never revoked. lf, while a
user is logged on, a neuw directory is created in which his
privileges are changed, the changes do not take aeffect until he
logs off (thus releasing his current capabilites) and logs back
on, lf the changed privilege is access to a minidisk, he can also
get the neuw privilege by detaching the virtual device (thus
releasing the capability) and relLINKing to it (thus getting the
new capabilituyl, Simitarly, in KVM the Initiator wuwill be
consul ted only when a user logs on to the system or attempts to
link to a disk or have a device attached. As long as he is using
it, changes to the security datahase (the Directory) wWill not
affect him.

Another approach is to refuse to delete capabilities uniess all
dependent capabilties have also been deleted. For example, the
Kerne!l uwill execute the Destroy YM call »~niy if all page frames,
page slots and address spaces belonging to the subject YM have
first been detached or destroyed. Similarly, an NKCP (process)
can be destroyed oniy if it has no outstanding requasts which can
cause completion signals to be sent to the non-existent procass.
A page frame may not be released by a process if the process has
pending |/0 involving that page frame.

Another approach involves the managemert of equivalent
capabilities. In a paging system, for example, al!l page frames
and page slots are equivalent to each other outside of the paging
management mocdule, Thus, thae Kernel can safely move virtual pages
betueen main memory and DASU without notice to the processes., The
Kernel must, houever, respect certain critical regions within
NKCPs when the status of a page is expected to remain constant.
This problem is discussed more completely in other papers.
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The approach used in managing the QOirectory is a mixture of
scveral, Thus, user ids and their access rights can be fresiy
changed in the Directory without interacting with current use of
those righta. The changes will take effect wuhen the usar relsases
his current use of the capability, Allocation of space on disk
volumes is a slightiy different probliem, however. If a minidisk
is deleted and the space reassigned uwhile a process is using It,
another process may get access to the reassigned space, resulting
in twWwo processses uWith read-urite access to the same disk area -~ a
clear violation of KVI1’s security policy.

To avoid such a violation, ue forbid deletion of DASD space while
a process is using it. [f the S50 requests that an area be freed

or deleted, the Upcdater wWill send a message to the Initator
requesting permission to do so. The Initiator uwill reply OK if
the area is not currently in use, otherwise NO. In either casa,
the Initiator will mark the area as unavailable for uses so that no
process will be granted use of it while the 5SSO is updating the

directory. Lhen the S50 finishes updating the directory, a neu
copy is crrated and the Upcdater notifies the [nitator to use the
new copy for all future requests. ipon receipt of that message,
the Initiator will read in the new directory, which Will result in
all ‘'unavailabie' marks being released.

Finally, in order to allow the SSO to convenientiy do his work In
the face of thc possibility of having a request denied becauss tha
named area is in use, we add the following requests:

SN SNUE
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5. Create and replace directories

a. Create neu directory - when the 5SSO is satisfied with the
changes he has made, he can cause the neu directory to be
built and installed. 1f he has changed the security level
of an area, he wWwill be raquired to confirm his desirs to
erase, up- or doungrade the contents of that area.

b. Reuse old directory - when the SSO has begun a serics of
directory changes but is unable to complete them due to
denial of a renquest or a tyhing error, he can request that
the old directory be re-installed. This sends a fessage
to the Initiator causing it to forget all its 'not
available' marke and continue using the old directory.

c. Start over - if the 5Go0 has a problem Wwith the seriss of
directory changes he i3 making,. but doesn’'t want to
release the 'not available' marks on his raletion

requests, he can request the Updater to start over with a
fresh copy of the old directory for him to update, in
effect 'forgetting' ail changes he has made while
preventing any access to areas be wants to reassign,

Note that if the area is in use, the SS0's request will be
denied, but 'not available' flags will still be set, so
that the areo uill eventually, as processes log off, be
available for freeing,
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3.5.2: Updater Process
Formal Specification

module UpdaterProcess
type
Char,
String = list of Char,

DeviceAddress,
LineAddress,
Yolumeld,
ProzessName,
VirtualMachineName,

DeviceTypes = (Reader.Printer.Punch.TapeDrive.NonsharableDisk)

constant

Dominates (ProcessName,ProcessNzne) ; boolean,
OeviceType (DeviceAddress) ; DericeTypes,
MMaxCylinders: inteqer,

HCyl inders (Volumeld): integer
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type

AccessModes =« (Read,Nrite),
PossibleEntries = (Paging,Spool ing,Mini0isk,Unknoun, System) .
Cyllnt = T"ltinteger(l <= | & | <= #MaxCyl inders),

DirectoruEntry = structure of (
Uscrld = VirtualMachineName,
LogonPassuord = String,
OiatPassuord = String, ' .
LinkPassuord = String,
MaxSeclLevel = ProcessiName,
MinSecLevel = ProcessName,
OedicatedDevices = set of OedicatedDeviceEntry,
Links = set of MOLinkEntry,
IplDefined = booiean,
AccessFassiords = set of AccessPassuordEntry),

LineEntry = structure of (
Laddr = LincAddress,
MinSecLevel = ProcessName,
MoxSecLevel = ProcessName),

AccessPassuordEntry = structure of |
SeclLevel = ProcessNane,
Passuord = String),

DedicatedDeviceEntru = structure of (
RHaclelr ~ DevicrAddress,
VolSecLevel = ProcessName,
Access = set of AccessModes),

MOLinkEntry = structure of (
MOName = Mini0iskName,
Access = sot of AccessModes),

URPQunedDeviceEntry = structure of
Raddr = OeviceAdcdress,
MaxSecLevel = ProcessName,
MinSecLeve! » ProcessName),

NonsharahleDriveEntry = structure of |
Raddr = DoviceAddress,
MaxSeclevel = ProcessName,
MinSeclevel « ProcessName),

SharableDriveEntry = structure of

Raddr = DeviceAddress,
Seclevel = ProcessName),
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21 May 1978

System Development Corporation
3.5.2 Updater Process (Formal)

TM-6@62/101/09

SharedYolumeEntry = structure of |
Yolume = Yolume)d,
Secleve! = ProcessName,
Map = set of CyiMap),

CylMap = structurc of ¢
Culinders - Cyllnt »< Cyllnt,
Cateyory = PossibleEntries),

MiniDiskEntry = structurc of (
MONume = MiniDiskName,
ContainingVolumne = Yolumeld,
Cylinders = Cyilnt »>< Cylint,
SeclLevel = ProcessName,
AccessControllList = se! of ACLEntry),

ACLEntry = structure of (
User a VirtualMachineName,
Access = set of AccessModes)
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21 May 1978
3.5.2  Updater Process (Formal)

variable

URPOuncdlevices: snt of URPOunecdDeviceEntry,
Nonsharabielirives: sat of NonsharabieDriveEntry,
SharableDrives: sct of Sharab|cOriveEntry
SharedVYolumes: set of SharedYolumeEntry,
MiniDisks: sct of MiniDiskEntry,

Lines: set of LineEntry,

UserOirectory: set of JdirectoryEntry

’
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21 May 1978
3.5.2 Updater Process (Formai)

transform Updater Process

effect DistinctDeviceAddresses
fngalUserDirectorg
EngalLines
LegalMiniDisks
fcgalSharedVolumes
EcgalSharableDrives

LegalNonsharableOrives
8

Lega lURPOunedDevices

System Development Corporation
TM-8862/101/00
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21 May 1978 System Oevelopment Corporation
3.5.2 Updater Process (Formal) TM-6062/101/08

DistinctOeviceAddresses =

A"U: URPQunedDeviceEntry (U<: URPOunedDevices ->
(A"NS:NonsharableDriveEntry(NS<:Nonsharab|eDr ives ->
(U.Raddr ~= NS.Raddr})
(]

A"S:SharablelriveEntry(S<:SharableDrives ->
e (U.Raddr ~~ S.Raddr))))
A"NS:NonsharabieOriveEntry(NS<:Nonsharab | eDr jvag ->
A"S:SharablelriveEntry(S<:sharablelr ives ->
NS.Raddr ~e S,Raddr)) .
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21 May 13978 System Development Corporation
3.5.2 Updater Process (Formal) TM-6862/181/88

LegalUserDirectory =
A"Ul,U2:0irectoryEntry(Ul<:UserDirectory
.3

U2<:UserDirectory ->
(Ul.Uscerld = U2.Userlid -> Ul = U2))
&
A"U:DirectoryEntry(U<:UserDirectory ->
(Nominates {U.MaxSecLevel,U.MinSecl.evel)

kegalDedicatedDevices(U)
Legallinks(U)

8
LegalAccessPassuords(U)))
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21 May 1978 System Development Corporation
3.5.2 Updater Process (Formal) TH-6062/181/08

LegalDedicatedDevices(U:DirectoryEntry) =
A"El.E2:DedicatedDeviceEntrg(§1<:U.DedicatedDevices

E2<:U.Dedicatedlevices ->
8 (El.Raddr = E2.Raddr -> E1 = E2})
A"E:DedicatedDeviceEntry(E<:U.Dedicatedlevices ->
E"D:URPOunedDeviceEntry (D¢ URPOQunedDevices &
(E.Raddr = E,.Raddr

{UeviceType (E.Raddr) = Reader ->
(E.VolSecLevel = nil

2 E.Access = S" (Read)})

{(QeviceType (E.Raddr) <:S" (Printer, Punch} ->
(E.VOISecLavel - nil

g E.Access = 5" (LUrite)))
{DeviceType (Raddr) = TapeDrive -»>
(gominates(D.HaxSecLevel.E.VolSecLevel)

gominates(E.VoISecLevel.D.HinSecLevel)
gominates(u.naxSecLevel.E.VolSecstel)

) ~Empty(E.Access})) 3
) - 4
xor
E"D:NonsharableDriveEntry(D<iNonsharabl!eDrives &

(0.Raddr a E.Raddr

8

Dominates (D.MaxSecLesvel ,E.YolSeclevel)

&

gominates(E.VolSecLevel,D.HinSecLevel)
Domjnates(U.HaxSecLevel.E.VoISscLevel)

&
~Empty (E.Access}}})
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21 May 1978 System Development Corparation

3.5.2

Updater Process (Formal) TM-6062/1081/098

A"Ll.LZ:NQLinkEntrg(kl<:U.Links

L2<:U.Links ->
(L1.MOName = L2.MOName -> L1 = L2))

8
A"L:MOLinkEntry(L<:U.Links ->
E"M:MiniDiskEntry(M<:MiniDisks &
(M.MOName = L.MOName

[
E"A:ACLEntry(A<:M.AccessControllist &
(A.User = U,Userld

8
A"AM:AccegsModes (AM<:L.Access ->
AM<:A,Access}})

8
Dominates (U.MaxSacLevel ,M.SecLevel))})

]
~Empty(L.Access))
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21 May .278 System Oevelopment Corporation
3.5.2 U»sdater Process (Formal) TM-6062/1081/89

LegaiAccessi’assuords (U:DirectoryEntry) =
A"Al.AZ:AccessPa93uordEntrg(21<:U.AccessPassuords

A2<:U.AccessPassuords ->
(Al.Seclevel = A2,SecLevel -> Al = A2))
&
A"A:AccessPassuordEntryfA<iU.AccessPassuords ->
(gominates(U.HaxSecLevel.A.SecLevel)

Dominates (A.SeclLevel,U.MinSecLevel)))
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21 May 1978 System Development Corporation
3.5.2 Updater Process (Formal) TM-6062/1081/20

LegallLines =

A"L1,L2:LincEntrylLl<:linas
8
. L2<:Lines ->
R {(L1.Laddr = L2.Laddr ~> L1 = L2))

A'L:LincEntry{L<:Lines ->
Oominates(L.MaxSeclLeve! ,L.MinSecLevel))
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21 May 1978 System Oeveiopment Corporation
3.5.2° Updater Process (Formal) TM-6062/101/98

LegalMiniDisksg «
‘ A“Nl.ﬁZ:HiniDiskEntrg(Hl<:HiniUisks
! &

MR<iMiniDisks ->
(Ml.MDName = M2.MOName -> M] = M21)

A"H:NiniOiskEntrg(N<:NiniDisks ->
(LegalContainingVolume(ﬂ)
&

M.Cylinders.l < M.Cyl inders,?2

8

M.Cylinders,2 <-#Cglinders(N.ContainingValume)
3

M.Cylinders.l < #Cylinders(n.ContainingVolume)
&

LegalAccessControlList(H)))
|

—~——————
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21 May 1978 System Development Corporation
3.5.2 Updater Process (Format) TM-6062/181/08

LegalContainingVolume (M:HiniDiskEntry) =
E£"S:SharedVolumelntry (S<tSharadVolumes &
(S.Yolume = M.ContainingYolums
8
Oominates (S.SeclLevel,M.SecLavel)))
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21 May 1378 System Development Corporation
3.5.2 Updater Process (Formal) TM-6062/181/08

LegalAccessControilist(MH:MiniDiskEntry) =
A"Al,A2:ACLEntry(Al<:M,AccessControllist
&

A2<:M.AccessControilList ->
& (Al-User‘ - AZ.USEP -> Al - AZ))

A"A:ACLEntry(A<:M.AccessControllList ~>
(E"D:0irectorykEntry(D<:UserDirectory &
) (0.Userld = A.User})
8

~Empty(A.Access)))
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21 May 1978

System Development Corporation
3.5.2 Updater Process (Formal)

TM-6862/101/880
LegaiSharedYolumes =
A"Sl.82:SharedVoIumeEntrg(§1<:SharedVolumes

S2<:SharedVoiumes -»
{Sl.Volume = 52.Volume -> 5] = $52))

A"S:SharedVolumeEntrg(S<:SharedVqumes ->
(LegalMap(S)))
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21 May 1978 System Development Corporation
3.5.2 Updater Proccss (Formal) TM-6062/101/068

LegalMap (S:SharedVolumeEntry) =

/v on-overiap v/
A"M1,M2:CyliMap (M1<:S.Map
&

M2<:S.Map ->
(M1.Cylinders.l > M2.Cylinders,2
|
ML.Cylinders.2 < M2.Cylinders.l))
8
A"M:CylMap (M<:S.Map ->
(/% each entry non-empty »/
M.Cylinders.2 > M.Cylinders.l
&
/v no cylinders unaccounted for ¥/
M.Cylinders.2 ~= #Cylinders(S,Yolume) -»>
E"ML:CylIMap (Ml<:S.Maps &
Ml.Cylinders.l = M,Cylinders.2 + 1)))
é
E"M:CylMap(M<:S5.Map &
{M.Cylinders.l = 1))
&

/v each MiniDisk actualily logged v/
A"M:CylMap (M<:S.Map ->
{M.Category = MiniDisk =>
E"MD:MiniDiskEntry(MD<:MiniDisks &
(MD.ContainingVolume = S,Yolume
&

M0.Cylinders = M.Cylinders}}))
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21 May 1978 System Development Corporation
3.5.2 Updater Process (Formal) TM-60862/101/80
4 LegalSharabteDrives =

A"SDI.SDZ:SharableDriveEntrg(ng<:SharableDrives

S02<:Sharablelrives ->
{SO1.Raddr = S02.Raddr -»> SDI = S02))
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21 May 1978 System Development Corporation
3.5.2 Updater Process (Formal) TM-6062/181/98

b
LegalNonsharablelrives = ,

A"NSl.NSZ:NonsharableDriveEntrg(251<:NonsharableDrives

" NSZ<:NonsharableDrives => N
(NS1.Raddr = NS2.Raddr -> NSl = :11592) )

8
A"NS:NonsharabieDr i veEntry (NS<:NonsharabieDrives ->
Oominates (NS.MaxSecLevel,NS.MinSecleve!))
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21 May 1978 System Development Carporation
3.5.2 Updater Process (Formal) TM-5262/181/08

Lega!URPQunedDevices =
A“Ul.U2:URP0unedDeviceEntrg(gl<:UHP0uned09vices

U2<:URPOunedBevices ~>
(Ul.Raddr = U2.Raddr ~> Ul = Uzl

8
A"U: URPOunedDev i ceEntry (U<:URPQunedDevices ->
(Dominates(U.HaxSecLeval.U.hinSecLeve\)

&
DeviceTgpe(Raddr)<:S"(Reader.Printer.Punch.TapaDrivo)))

end UpdaterProcess

361




